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POREWORD

The Manned Systems Group of the Army Research Institute (ARI) conducts
research and development in areas concerned vith manpover, personnel, and
training issues in systems development. A critical issue is to develop
technology for the better allocation of tasks between soldier and computer in
systems requiring complex decision making. Anticipated high levels of per-
formance have not been achieved in recent systems development efforts.

The research reported herein investigates experimentally the performance
and effectiveness of several alternative allocation schemes under controlled
conditions of workload and uncertainty. The researcu paradigm is applicable
to conmand and control systems in general. It provides an initial knovledge
base for better allocation of tasks and improved design of the soldier-
computer interface in future systems.

This research vas conducted under the Small Business Innovative Research
(SBIR) program for research and development on DoD scientific and engineering
problems. It is based on an earlier demonstration of feasibility and is a
potential precursor to transfer of the technology to the civilian sector.

EDGAR M. JOHNGON
Technical Director
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HUMAN AND COMPUTER TASK ALLOCATION IN AIR DEPENSE SYSTEMS: FINAL REPORT

EXECUTIVE SUMMARY

Requirement:

The advent of increasingly sophisticated and expensive human-machine
systems has called into question basic assumptions about the proper respective
roles of computers and humans. In particular, the reallocation of cognitive
tasks from human to computer has sometizes resulted in user rejection of
resulting systems or in systems that may not take full advantage of human
contributions to the overall task. Research is, therefore, required to:

(1) directly test hypotheses about human-computer interaction with the goal
of determining the relative effectiveness of alternative types and levels of
interface capabilities for allocating tasks between the human and computer;
(2) develop a more fundamental theoretical understanding of the psychological
pechanisms underlying human-computer performance; and (3) move tovard the
development of a "cognitive" human factors technology for predicting human-
computer system performauice on the basis of information-processing models.

Pracedure:

The first task of the Phase II research involved additional analysis of
the Phase I experimentsl data with the goal of developing models of operators’
information-processing strategies vhen using different human-computer Inter-
faces, snd the relationship betveen those models and performance. The second
task involved: (1) the development of a represertative, computer-based test-
bed for performing controlled, experimental research with actual U.S. Army air
defense operators; and (2) the performance of tvo experiments at Fort Bliss
for testing {aj the relative eftactiveness of alternative interfaces for sup-
porting husan-somputer interaction, (b) the theoretical principles underlying
the predictiens regardiag the effectiveness of the interfaces, and (c) our
ability to iiak information-processing strategies to performance.

Findings:

The research demonstrated the superior performance of interfaces that
solved the relatively earlier tasks and helped operators feocus their attention
on the relatively havder tasks under conditions of high workleoad. In addi-
tion, the research dezmonstrated the clear, added value achieved by an
operator-controlled allocation ({.e., rule creation) capability that permis
the operator to instruct the systen in performing certain tasks ({.e., target
fdentification), thereby freeing the operator to gather more information and
take longer to examine those targets requiring his/hexr attention. A direct
relationship betveen operators’® performance vith each interface and their
information-processing strategies was demonstrated im all cases.

vis




Utilization of Pindings:

The research has implications for the develcpment of general guidelines
for constructing human-computer interfaces for performing tasks involvirg the
identification of a large number of objects (e.g., aircraft) under conditions
of high workload and uncertainty. In addition, the findings and broader theo-
retical and methodological approach are applicable to Army domains other than
air defense.

vitl
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C. THE SUBJECTIVE QUESTIONNAIRES USED IN BOTH
D.
8.
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BUMAN AND COMPUTER TASK ALLOCATION IN AIR DEFENSE SYSTEMS:
FINAL REPORT

1.0 INTRODUCTION

[here has beea a tendency in the design of increasingly sophisticated
human-computer systems to assign all possible tasks to the corputer, leav-
ing the human operator with a smaller and smaller role. There are many
reasons for this trend, but a major one may be our lack of knowledge about
how to design a system that makes maximum simultani:ous use of both the
homan and the coupucer. The empirical findings reported in Phase I of the
current program of research (Chinnis, Cohen, and Bresnick, 1984)
demonstsated how a cognitive psychology focus could generate the knowledge
needed to identify task-allocation design principles for complex human-
computer systems. Although the experimental representation of the Army air
defense system employed was much simpler than any real system, the results
sugge~t “hat 3som: strategies for task allocation will work better than
others and that, in some settings under high processing loads, neither
fully manual nor fully automated systems work as well as a scheme permit-
ting some collaberation between the system’s human and computer elements.

Inder low-workload cenditions, and where the computer model in the
target identiflcation (ID) -.ask was significantly incomplete, any of the
three conditions invalving human participation was superior to computer-
only performance in the Phase I rese~tvch. However, at high workload, this
advantage could be maintained only if the computer assisted tlhe human in
the function «f "ailocaiing tasks," i.e., +y directing the user’s attention
to subproblems where his/her contribiution was most needed. In short, a
complementarity had been obse:ved; of the four very different task-
allocation systems tested, the only onz thaX enabled both the computer and
the human operatecr to make maximum use of cthe’r respective contributions
was a "screening" condition that utilized the high-speed capability of the
computer to process all aircrafi according to its available (and
programmed) {nformation resources and then to signal the operatecr to attend
to those aircraft it was unable to classify ieliably.

While the importance of the role of a particular human operator in a
complex and highly automated distributed or liierarchical system is not al-
ways easy to determine, in the case of more localized systems or in the
case of breakdowns in the retworking of distributed svstems, the ability of
the human operator to supply information to the sysiem and affect syster
behavior may become highly desirable or aven essent‘z!. The Phase I
vesaarch had successfully attempted to shed some light on how that
capability for huran-machine interaction might best ka achieved and to sug-
gest the general direction of further vesearch. The work performed ir the
first year of Phase II was directed toward laving the groundwork for ex-
tanding the Phase I findings through a series of theory-driven experiments
(in Year 2) using U.S. Army personnel performing representative air defense
exercises and using a computer-based testbed that permits researchers to
vary human-zachine allocation schemes.

At the broader level, the objectives of Phase 1l were to carry the
Phase I wvork forward along two fromts:




(1) primarily, toward developing a design technology for complex
human-computer systems; and

(2) secondarily, toward deriving spucific recommendations that
might be incorporated into the d.sign and modificazion of fu-
ture Army air defense systems, as well as other Army domains.

To the extent possible, the design technology to be developed would
consist not merely of a set of qualitative (though possibly useful)
guidelines, but rather, it would be distinctive in threze respects: (a) it
would be based firmly on findings and theories in cognitive psychology; (b)
it would be tested and confirmed by experimental evidence; and (¢) it would
include, to as great an extent as possible, procedures and formulae for
quantitatively predicting human-computer performarce under a variety of
conditions. In short, the long-term goal is a technology thet permits
designers to link information-processing models to predicted perfermance
that is applicable across a wide range of human-computer systems, as well
as a set of specific proposed improvements ja the performance of Army air
defense systems based on that technology.

We argued in our Phase I work that traditional methods of task al-
location are neither fine-grained nox flexible enough for many important
applications (as noted, for examplz, by Singleton, 1974; Rouse, 1977; Cohen
et al., 1982). The developument 4f an alternative approach, however, is it-
self not without difficulties. On a more specific level, therefore, Phase
I1 research addressed a variecy of theoretical and methodological chal-
lenges that represent initial efforts to achieving a fully adequate tech-
nology for cognitive task allocation. In particular, these challenges were
addressed to the following broader questions:

(1) What is the impact of workload on human proccssing vr informa-
tion rrlevant to a decision? Performance may suffer under low
workload, since the human's ability to participate where re-
qui.red may be compromised by decreased vigilance. At the other
extreme, however, as the number or complexity of decisions re-
quiring human input increases, human performance is also likely
to degrade. In particularx, there is evidence that humans shift
from reliance on more nearly optimal decision rules under low
workload to use of suboptimal simplifying strategies or heuris-
tics under high workload. For example, as workload increases,
decisions may be made by comparing options to cut-off points on
one or a small number of relevant dimensions, rathey than
evaluating each option with respect to all available cues
(Payne, 1976). Under these conditions, the relative advantage
of humans over compiters, even when the computer’'s model is in-
c-mplete, may ba lost.

(2) What is the impact of allocation schemes that represent
coogerative problem solvers? Although the Phase I results wexe
regarded as tentative, they suggested that provision of a
capability for the operator to override computer decisions was
suboptimal when compared with methods which were more col-
laborative in nature. Of the four very different task-




allocation systems tested, the only one which cvnabled both the
computer and the human operator to make maximum use of their
respective contributions was one which utilized the high-speed
capability of the computer te process all aircraft according to
its available (and programmed) information resources and then
to signal the operator to attend to those aircraft it was un-
able to classify reliably.

(3) How do flexible allocation schemes compare with fixed ones?
Fixed schemes involve pre-set allocation of tasks to the human
and the computer, while flexible schemes may vary the computer
and human contributions in any decision, depending on situa-
tional variables such as workload and the relative expertise of
the user and computer. For example, in a relatively %ow-
workload situation, an attack planning or targeting C“ system
might allocate data collection and display functions to the
computer and leave inferences and predictions regarding cricti-
cal events (e.g., identity and intentions of hostile and
friendly contacts), target selection, and decisions to engage
or not to engage to the human operator. Under a high-workload
multi-threat situation, however, the system "executive" might
reallocate more of the integrative tasks (Phelps, Halpin, and
Johnson, 1981) to the computer. As stress and load increase,
for example, tha2 computer might begin to display recommended
attack plans, target priorities, and weapon-target assignments.
Under still higher stress and load, the computer might assume
control of the actual f£iring of weapons or configuration of
combat equipment. We were particularly interested in the ef-
fects of giving operators the flexibility to allocate tasks to
the machine on-line by creating “rules" for governing the in-
ference process implemented by the machine.

Experimental work addressing these questions was conducted in a
framework similar to that developed in the Phase I research, but with a
more vepresentative air defense testbed and with actual air defenders. We
distinguish, however, two components of our approach. T%“e first involves
the direct testing of hypotheses about human-cemputer interaction. For ex-
ample, one such hypothesis is that a dynamic screening condition (such as
the one tested in Phase I) is appropriate under conditions of high workload
and where the human may have knowledge not possessed by the computer. The
second component, however, i{s the development of a more fundamental
theoretical understanding of the psychological mechanisms underlying
huran-computexr performance. It is this second thrust which makes possible
a more integrative, more generalizable, and more quantitative design tech-
nology than the mere accumulation of isolated principles or guidelines.

The cenitral idea is that, by understanding and madeling operators'’
information-processing strategies, we will be able to develop technology in
which overall human-computer system performance could be predicted, under
diverse task-allocation conditions and under diverse conditions of
workload, threat, cue conflict, and other variables. Such predictions will
often, of course, be approximate and relative; they will not remove the
need {va ecaploratory implementation, experimentation, and testing of new




systews. Nonetheless, a theory-based, quantitative methodology such as
this could represent a quantum leap in the ability of engineers and system
designers to make use of psychological results in the design of human-
computer systems. -

Givenr the above perspective, the first task performed in the first
year of Phase II was additional analysis of the Phase I data and modeling
of those data in terms of information-processirng strategies. This analysis
focused on a more extensive analysis of the basic performance variable
(target ID decisions), regression analysis of participants’ (Ps’) reliance
on different subsets of cues, and response latencies. The procedures and
results obtained for these analyses are presented in Section 2.0 of this
report.

The second major vask, which comprised the bulk of the Phase II ef-
fort, was the development and implementation of a computer-based testbed
that permitted controlled experimentation regarding the relative effective-
ness of alternative human-machine allocation schemes with actual U.S. Army
personnel performing representative air defense exercises. This broad task
had a number of primary subtasks. For example, the research team had to
identify altermative human-machine allocation schemes that were both
theoretically distinct and interesting, and yet operationally definable
within the context of our testbed. Second, we had to learn enough about
the Army air defense problem so that we could: (a) design a representative
testbed; (b) assess the implications of trading off certain characteristics
of the "real air defense problem" (e.g., when and how information is
presented) in order to obtain the experimental control necessary to
evaluate Ps' information-processing strategies in alternative conditions;
and (c) incorporate substantive domain knowledge into the testbed so that
the machine appropriately processed the information available to it. A
third subtask was to extend the machine's capability for processing infor-
mation well beyond that in Phase I so that it could deal with representa-
tive real-world conditions regarding lack of information and counflicting
information. Toward this end, Shafer's (1976) theory of evidence was used
as a pragmatically justifiable basis for expanding the “screening" condi-
tion in Phase I into a more collaborative, dialogue- (or suggestion-)
oriented human-machine allocation scheme for investigation in Phase II. A
fourth subtask in developing the computer-baszed testbad was the design and
development of the simulated air defense scenarios for the participants to
execute in the experiment. A fifth subtask was the programmiug necessary
to actually implement the testbed on an IBM PC-AT. The sixth subtask in-
volved all the activities required for successfully conducting two experi-
ments using the testbed with actual U.S. Army airx defense operators at Fort
Bliss, Texas. The first experiment was basically a replication effort of
the Phase I experiment, but now with a more represenmtative task and par-
ticipants. The second experiment extended the first experiment by evaluat-
ing flexible allocation capabilities implemented by on-line rule creation.
The eighth subtask involved performing the detailed and lengthy analysis of
the data c.,'ected at Fort Bliss. Analysis of the second experiment
focused, { articular, on the relattonship between performance and
informatic n-processing strategies for different human-mschine interfaces.
Al. of these subtasks are discussed in Section 3.0 of the report.




Section 4.0 of the report discusses the resuits of the experiments
from the perspective of (a) developing guidelines for human-machine inter-
faces, and (b) extending both the findings and broader theoretical and
methodological approach to other Army domains.




2.0 ADDITIONAL ; ¥\LYSES OF FHASE I DATA

The first task performed in the first year of Phase II was a more
detailed analysis of the Phase I data and preliminary modeling of the data
obtaincd for the different human-.computer allocation conditions in terms of
information-processing strategies. This analysis focused on a more refined
analysis of ID performance data, the extent to which participants relied on
different subsets of the five available cues, and their response latencies
in the different experimental conditions. Prior to presenting the proce-
dures and results for these additional analyses, the Phase I experimental
method and principal results are reviewed helow. A complete description of
the Phase 1 experimental materials and results can be found in Chinnis,
Cchen, and Bresnick (1985).

2.1 Phase I: erimental Method and Principal Results
2.1.1 Expeximental method. The task for the combined participant-

computer Sysic. was to observe approaching aircraft and various data
regarding the aircraft and to make decisions whether to shoot or not shoot
each aircraft based on whether the aircraft was friendly or hostile. Two
computer-driven displays were used to simulate an air defense console and
to present information to the participants (Ps).

Aircraft symbols appeared at the top of one display (the "radar" dis-
play) moving at constant and identical speed toward the bottom center of
the display, where the P and the air defense system were "located."
Traversal of the screen from the top of the display to an "in-range" line,
where missiles were fired, required approximately one minute. Four cues
were available to both the computer and P. One of these was available from
the graphics (“radar™) screen, the other three from the companion text
screen. In addition, a fifth cue--referred to as the “extra" cue--was
available only to P, it was available from the graphics screen, but was not
utilized in the computer’'s ID aigorithm. Information provided in the in-
structions (regarding the overall location of friendly and hostile air
bases) was intended to alert Ps to the potential significance of this cue.

The experiment used a within-Pg design with two primary independeat
variables or treatments. The first is the task allocation, consisting of
three conditioms:

. A manuai condition, in which all aircraft are {nitially shown as
having “*unknown" ID on the display screen and in which Ps must
wake all ID decisions. This is a human-only allocation s:heme.

. An override condition, {n which the computer applies a Bayesian
algorithm utilizing four cues to determine target ID and labels
ail targats as either hostile or friendly, but in which Ps may
override the coaputer in those cases which they believe are wrong.




° A screening condition, in which the computer processes the four
cues available to it for each aircraft, but produces an ID
decision only when 3 out of 4 of these cues agree. The com-
puter requests P assistance (by means of an "unknown" ("?7%)
symbol) for cases of cue conflict (i.e., where the Bayesian ID
algorithm in the ccmputer was inconclusive).

A fourth condition, useful for comparison purposes, is the fixed,
computer-alone scheme. In this condition, system performance measures can
be calculated analytically, without resort to experimental data.

The second independent variable is information load. This was used
at two levels. Low load resulted in six aircraft simultatieously on the
screen (a new aircraft appearing every 11 seconds), whereas high load
resulted in fifteen simultaneous aircraft (a new aircraft appearing every &
seconds). These aircraft counts refer to aireraft positioned above the
"in-range" line, i.e., those far enough away from the P that decisions
(shoot or don’t shoot) can still be made. A few aircraft are usually on
the screen beyond this point.

In all cases the P's mode of response was to type the number as-
sociated (on the display screen) with an aircraft. The result of this ac-
tion varied among the different task-allocation conditions. In the manual
condition, all aircraft were shown as unknowns; typing its target number
caused an aircraft to be designated hostile and to be destroy=d. In the
override condition, all aircraft were identified by the computer as either
friendly or hostila; typing a target’s number coused this designation to
reverse. As before, hostile aircraft were destroyed. In the screening
condition, aircraft associated by the computer with "unknown" symbols were
treated as in the manual condition: i.e., targets whose numbers were typed
were designated hostile and destroyed. Othe: aircraft, idemtified by the
computer as either friendly or hostile, were treated as in the override
condition: i.e., typing its number reversed the designation. Wwhenever an
aircraft number was entered, tha ajrcraft swubol shown on the radar screen
was wodified by enclosing it in a hexagor.

Feedback was provided to the Pg La ti.res simultaneous ways:
. by the use of a flashing aircraf: symbol in the lower part of
the radar screen to indicate an error (friendly destroyed, or

hostile not destroyed);

. by the use of a "right" or "wrong" message displayed next to
the appropriate aircraft data line on the text screen;

° by a running score displayed on the text screen in the form of
“number of correct decisions out of number attempted.*

Pg were not in the military. Ps vere paid six cents per aircraft correctly
classified, leading to average earnings of approximately $9.00 per hour.

A counter-balanced approach was taken to the two independent vari-
ables in the within-Pg design. All ‘Pg participated in three two-hour ses-




sions, with each session devoted to one of the task allocation conditions.
In each session, each P participated first iIn a training session followed
by a high-load condition and low-load condition in either order. Twenty-
four Ps participated. Ps were recruited from the local area using bulletin
board rotices and other means.

For each P, and each of the six combinations of task-allocation con-
dition and load condition, 200 responses (aircraft classifications) were
obtained and used as data. The first and last 25 responses out of each
250-response cell were discarded due to transient eflects related to start-
ing and terminating each data-collection segment. Thus, a total of 28,830
usable responses was obtained.

Simulation and Cue Diagnosticity. Emphasis was placed on presenting
Ps with a discrimination problem that wes as representative of the air
defense environment as possible. Therefore, although primary interest
resided in the handling of discriminations for which substantial conflict
of ID cues was present, a simulation vas developed which provided an
abstract but comprehensive situation from which Ps could learn about cue
diagnosticities. No direct information was provided to Ps regarding the
relative usefulness of cues; instead, they were provided with training
prior to the experimental trials intended to enable them to extract the re-
quired information for themselves. This training consisted of a complete
practice block of 250 trials at the start of each session, with 2 load in-
termediate between the low- and high-load conditions.

The computer software utilized a simulation mrdule which generated a
sequence of aircraft and ID cues according to the probability diagram shown
in Figure 2-1.
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Figure 2-1. Diagram of simulation process.

The simulation generated friendly and hostile aircraft with equal probabil-
fty. T:ollowing the selection of the true aircraft type, each of the four




cues utilized by the computer aid was independently generated so as to be
appropriate to the type of aircraft with probability 0.6. Thus, for ex-
emple, a friendly aircraft was assigned to fly within a safe-passage cor-
ridor with prcbability 0.6, whereas a hogtile aircraft was assigned to a
safe-passage corridor with probability 0.4. The "extra" cue--not utilized
by the computer aid, but available tv P3 who learned it--was genevated
similarly, but was somewhat more reliable in that it was selected to favor
the true aircraft type with probability 0.76. This meant, for instance,
that a hostile aircraft was positioned on the left side of the screen
{(where the hostile base was located) with probability 0.76.

The simulation process utilizing 5 binary cues resulted, of course,
in 32 possible cue combinations for any aircraft. Since the four cues
available to the computer aid were equivalent in diagnosticity, this is
represented more simply as a combination of (1) the number of the four com-
puter cues that favor hostile, and (2) the extra cue. This representation
is used throughout this report. Schematically it is shown in Table 2-1:

Table 2-1

Diagnosticity of Cue Patterns

Hostile/Friendly

Number of Probability of Cue Likelihood
Computer Cues Extra Cue Pattern if Aircraft is Ratic of
Favoring Hostile Favors Friend Hostile Cue Pattern

0 f 0.0985 0.0061 0.062

1 £ 0.2627 (0.0369 0.140

2 f 0.2627 0.0829 0.316

0 h 0.0311 0.0195 0.627

3 £ 0.1167 0.0829 0.7°0

1 h 0.0829 0.1167 1.408

4 £ 0.0195 0.0311 1.595

2 h 6.0829 0.2627 3. 169

3 h 0.0369 0.2627 7.126

4 h 0.0961 0.0985 16.147

1.0 1.0

The optimsl ctrategv i~ this context depends, of course, on the scoriug
system. In this study, there was an equal penalty for either type of
error--shooting down a frimndly or failing to shoot a hostile. Therefore,
the optimal decision rule was to vesnond “hostile™ in all cue patterns
wvhere the likelihood ratio oxceeded l--i.e., for all patterns that weve
zore likely under the assumption of a hostile aircraft thaa urder the as-
sumption of a friendly sircraft.

In the table, notice that the extra cue--available only to Ps {who
wmust infer it)--is sufficiently diagnostic to overwhelm all of the other
four cues except when they all agree. In other vords, optimal performance
by a P would correspond te always responding according to the extra cue,

- uniess aaa Jour of the other cues favor the other aircraft classificatfon.
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A similar table (Table 2-2) has been calculated for the computer aid
alone--i.e., for use of the four cues without the extra cue.

Table 2-2

Diagnosticity of Cue Patterns for the Four Computer Cues

Hostile/Friendly
Number of Probability of Cue Likelihood
Computer Cues Pattern if Aircraft is Ratio of
Favoring Hostile Friend Hostile Cue Pattern
0 .130 .023 .77
1 .346 L1354 445
2 .346 .346 1.00C
3 .154 .346 2.247
4 .023 .130 3.652

The optimal couputer performance based on these four cues alone is to
choose the aircraft identification suggested by the majority of cue.: if
more than 2 cues favor hostile, shoot; if fewer than 2 cues favor hostile,
do not shoot; if 2 cues favor hostile, either response is equally likely to
be correct.

Use of 5 cues rather than 4 will be an advantage in this task when
the four computer cues do not agree. Note, however, that since no cue or
cue pattern is perfectly associated with hostile or friemdly, ID “errors”
would still be expected even by an optimally performing participant. Thur
we need to distinguish between the _heoretically sppropriate or optiwmal
response (the “hast decisjor") and the response which happens to be corrcst
on a given occasion (a “good outcome®). An optimal response rule will
produce fewer mistaken IDs on the average (hence, a higher overall score)
but will not be right every time.

Table 2-1 shows the optimal response for each pattern of cues and the
percentage of correct IDs that would result. Th.se figures are given both
for the computer (vhich has access only to four cues) and for the total
huzan-computer system (which has access to four cues plus the extra cue).
Asterisks indicate conditicus under which utilization of £c¢.t cues plus the
eitra cue may lead to a different ID decision than use 3% Jour cues alone.
Note also that while use of the extra cue will help in csses of 1 cue
pointing one way and 3 cues the other, it helps more when 2 cues point each
vay (the case of maximum ID conflict for the autozmatad system).
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Table 2-3

Optimal Responses and Perceat Correct 1Ds for
Each Cue Pattern .

Number of 4 Cues Only 4 Cues Plus Extra Cue
Computer Cues Extra Cue Optinal % Optimal L]

Favoring Hostile Favors Response Correct IDs Respouse Correct IDs

0 3 f 94 .13 3 94.13

1l f f 87.69 f 87.63

2 3 - 50.00 £ 76.00

0 h f 61.52 f 61.52

3 f h 41.36 f* 58.46

1 h f 41.54 h* 58.46

4 f h 61.52 h 61.52

2 h - 50.00 h* 76.00

3 h h 87.69 h 87.69

4 h h 94.13 h 94.13

2.1.2 Principal results. M. st of the trials in the experiment were
necessary to produce an ecelogically valid set of stimuli which could be
regarded as reasonably representative of the air defense environment and
from which participants could learn the diagnostic values of cues. The
primary result of interest, however, has to do with the handling by the
human-computer system of those cases involving a high level of ID cue con-
flict. Since we are interested to see which task-allocation conditions, if
any, enable better integration and utilizarion of both computzr and human
contributions to the problem, attention will focus below on the case of two
of the cues available to the computer pointing toward hostile and two
pointing toward friend.

The dependent variable is the appropriateness of the human-computer
syster vesponse to each aivcraft--irn this case, shooting vhem the extra zue
favors hostile and not othervise. The data available consist of six scores
per participant: & scove for voth high and low vorkload in each of three
task-allocation conditions (manuzl, screening, overvide). Zach score is
the parcentage of appropriate respounses out of 6§ observatfions. Since
there are 24 participants, wve have alwost 10,000 total observations.

Table 2-4 summavrizes these data. It shows the percentage of
responses that wvere appropriate in each of the six couditions, aversged
across participants. For each cell in the table, the highest achievable
score is LO0%. (A score of 100% wuld maan that all responses had com-
forzed to the optimal decision rule for the 2 ws. 2 cue conflict condition,
i.e.. to respond in the direction of the extra cue. [ does not mean that
all responses would, in fact, have besn correct identifications.) Bata for
the computer conditions veve derived analvtically, and reflect the 50% op-
tizal response rate expected when theve is no kmovledge of the extra cue.
This rate is equivalent to chance performance. 503 reflects the level of
performance expected by chance aiore in all cells of the table.
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Table 2-4

Percent Optimal System Responses,
Mean of ali Participants .

MANUAL SCREENING OVERRIDE COMPUTER

LOW
Loap | 7457 72.24 71.69 50.00
HIGH

LOAD 61.34 70.89 64.46 50.00

Note that the percentage correct responses is a linear function of the per-
centage of opiir .l responses. Thus, although the analyses to be presented
here are in terms of optimal responses, the results would be essentially
unchanged in an analysis based on correct responses.

The most salient observation regarding these data is the superiority
of all the conditions in which human participation occurred in comparison
to the computer-only condition. T-tests were performed comparing the mean
number of appropriate responses in each of the six experimental conditions
with the 50% optimal response rate expected of the computer algorithm
(i.e., 34 optimal responses out of 68). All tests were significant at a
significance level well under 0.001. Since computer performance is optimal
with respect to the four cues available to the computer, the explanation
for supe~ior human performance (leaving aside the very remote possibility
of chance) must involve use by humans of the extra cue. Participants were
successful in learning the value of the extra cue and in employing that
knowledge to improve overall human-computer performance.

The next step was to compare the six experimental conditions among
themselves. A two-factors repeated-measures analysis of variance was per-
formed on the data, the results of which are summarized Table 2-5.

Table 2-5

Overall Aunalysis of Variance

Sum
Source df of Squares Mean Square F-ratio p

Allocation 2 187.0625 93.53125 1.310146 >.25
Workload 1 880.125 889.125 15.60896 <.001
Allocation x Workload 2 392.0313 156,076 5.294706 <.006
Allocation X Subjects 46 3283.938 71 38995
Workload X Subjects 23 1296.875 56.35587
Allocation x Workload

x Subjects 46 1702.969 37.02106

The effect of task allocation was not significant. However, the impact of
workload was highly significant (F(1,23) « 15.61, p<.001), and the task
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allocation by workload interaction was also highly significant (F(2,46) =
5.29, p=.006).

To explore further the interaction between task allocation and
workload, a subsidiary analysis was performed. Separate ANOVAs were used
to test the impact of task allocation at each of the two levels of
workload, The results are shown in Table 2-6. Task allocation had no ef-
fect at low workload, but had a highly significant effect (F(2,46) = 5.23,
p=.000) under high workload.

Table 2-6

Subsidiary Analysis of Variance

Vorkload

Condition Source df Sum of Squares Mean Sguare F-ratio p
Low Allocation 2 51.85938 25.92069 J4l704 >.50
Low Allocation x Subjects 46 2668.141 58.00306
High Allocation 2 527.25 265,625 5.229865 .006
High Allocation x Subjects 1 2318.75 $0.40761

In order to obtain a more detailed understanding of these data, a
series of contrasts involving paired comparison t-tests was carried out.
These comparisons resulted in findings that fit a definite pattern: (1) at
low levels of workload, the threze allocation conditions were equivalent;
(2) high workload caused decrements in the manual and override conditions,
but had no effect on performance in the scresening condition. Thus, perfov-
mance under the conditions (manual/low-load), (screening/low-load),
(override/low-load), and (screening/high-load) were all the same; but
marked worsening in performance occhrred under the two treatment combina-
tions (manuals/high-load) and (override/high-load). Table 2-7 graphically
illustrates this pattern. Shaded calls were fouud to be sssentially equiv-
alent in performance.

Table 2-7

Equivaient Cond{tions (Shaded)

HARUAL SCREENING OVERRID

Lo *
LOAD '
HIGH

The presence of this pattern was, finally, tested directly. We com-
puted the average performance under the four shaded conditions for each in-
dividual, and subtracted the average performance under the other two condi-
tions. For these data, the t-statistic was 5.13--move significant than any
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other paired comparison we have considered above, at far below the p<.001
level. We concluded that, under manual and override conditions, a real
worsening of performance occurred under high load, but that for the screen-
irg condition, load did not affect performance within the range tested.

In summary, within the limitations of the air defense simulation
employed, it was clear that major human contributions center around human
abilities to perceive patterns, to learn, and to adapt over relatively
short periods of time. Although the prototype representation of the air
defense system employed here was much simpler than any real system, the
results suggest that some strategies for task allocation will work better
than others and that in some settings under high processing loads, neither
fully manual nor fully automated systems work as well as a scheme permit-
ting some collaboration between the system’s human and computer elements.

Under low-workload conditions, and where the computer model in the ID
task was significantly incomplete, any of the three conditions invelving
human participation was superior to computer-only performance. However, at
high workload this advantage could only be maintained if the computer as-
sisted the human by direct: g the user’s attention to subproblems where
his/her contribution was mc:t needed. In short, a complementarity has been
observed in which the hunar nelps the computer by learning and adapting to
novel situations, and in which the computer helps the human by reducing the
size of the problem.

2.2 Additional Analyses and Cognitive Modeling

The analyses performed in Phase I (and summarized within Section
2.1.2 of this report) focused onlv on the primary conflict conditien, i.e.,
the condition where two cues pointed toward hostile and two cues toward
friend. This condition was of primary concern because it was clearly the
condition where Ps should use the "extra cue," which was not available to
the computer. In short, it was the case of maximum ID conflict for the
automated system and, therefore, where the humsn’s collaboration could have
the biggest impact. However, the extra cue also could help in cases where
one cue pointed one way and three cues the other. We were clearly inter-
ested in how Ps responded in the lesser conflict case and more generally
for all cue combinations, for the different allocation and worklcad condi-
tions. The purpose of this broadened analysis was to shed some light on
what information-processing strategies Ps were, in fact, using in making
their judgments.

2.2.1 Information-procissin ategies. To focus our discussion of
the data, it will help to consider two alternative information-processing
strategies which participants might have employed in the manual condition.
Figure 2-2a i{s an English description of an "optimal® approach to the task.
Recall that the participant received information on two computer screens:

a graphics screen containing the “extra" cue and a single additiomnal
graphic cue, and an alphanumeric screen containing three alphanumeric cues.
Since the extra cue was more diagnostic than any three of the other cues
combined, the optimal strategy involved looking at the graphics screen
fiese. 1L Loth or neither of the cues on that screen werc hostile, the
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participant could make a decision on that target (to shoot or not shoot,
respectively) without consulting the alphanumeric screen at all. If the
participant does have to switch his attention to the other screen, the op-
timal strategy is to scan the alphanumeric cues searching for one that con-
firms the extra cue (whether hostile or friendly); if onme is found, -any
remaining cues need not be examined.

Look at Extra Cue and Graphic Cue on Graphics Screen.
If both cues are hostile, shoot then go to next target.
If neither cue is hostile, go to next target.

If extra cue only is hostile,
switch to alphanumeric screen.
Look at cues until one addirional hostile cue is found,
then shoot, switch screens, and go to next target.
If no additional hostile cue is found, switch screens and
g0 to next target.

If graphic cue only is hostile,

switch to alphanumeric screen.

Look at cues until one additicnal friendly cue is found,
then switch to graphics screen and go to next
target.

If no additional friendly cue is found, shoot, then
switch screens and go to next target.

Figure 2-2a. Optimal processing strategy for manual condition.

Figure 2-2L presents an alternative, simpler strategy which does not
take into account th2 differential diagnosticity of the cuss. On the
"Majority of Confirming Dimensions" (MCD) strategy, a majority vote of the
five cues is sufficient to determine target ID. In this case, participants
would be expected to start with the alphanumeric rather than the graphics
screen, since it has more cues. If all 3 alphanumeric cues are hostile or
friendly, participants need not switch attention to the graphics screen at
all, since 3 is already a majority. Otherwise, if 2 alphanumeric cues are
hostile sr 2 cues are friendly, the best approach is to scan the graphics
cues searching for one that confirms the predominant vote of the 3 al-
phanumeric cues; if the first graphic cue looked at confirms this vote, the
remaining cue need not be examined.
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Look at All Cues on Alphanumeric screen.

If 3 cues are hostile, shoot and go to next target,
If 2 cues are hostile,

switch to graphics screen.

Look at cues until one additional hostile cue is found,
then shoot, switch back to alphanumeric screen,
and go to nexc target.

If no additional hostile cues are found, switch screens
and go to next target.

If 1 cue is hostile,
switch to graphics screen.
Look at cues until one friendly cue is found, then switch
screens and go to next target.
If both cues are hostile, shoot, then switch screens and
g0 to next target.

If no cues are hostile, go to next target.

Figure 2-2b. Majority of confirming dimensions strategy
for manual condition.

We do not believe that any participant followed either of these
strategies in its purest form. However, they provide en extremely useful
framework for making sense of the data to be described below. More
generally, we hope to illustrate how different human-computer task alloca-
tion schemes can be understood in terms of their impact on user cognitive
strategies.

Figures 2-3a and b give a more precise specification of each strategy
in terms of elementary information processes. (Note: Screen 1l is the al-
phanumeric screen; screen 2 is the graphics screen.) It is impressive that
these strategies can be analyzed into rules which are entirely composed ef
seven elementary operations (though we should stress that each of these
operations could be decomposed further into still more “elementary"
constituents):

) Go_to (a screen)

. Locate (a target)

. Read (a cue value)

] Categorize (a cue value as friendly or hostile)
) Add (1 to a running count)

. "Shoot" = type (target number)

° Set (a goal, i.e., all targets or all cues).
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€0_TQ (SCREEN-2)
SET (TARGET)
LOCATE (TARZET)

READ (VALUE OF EXTRA CUE)
CATEGORIZE (VALUE OF EXTRA CUE)
READ (VALUE OF GRAPHIC CUE)
CATEGORIZE (VALUE OF GRAPHIC CUE)

IF HOSTILE
CATEGORY {GRAPHIC CUE)
=

FRIEMDLY

(A} LOCATE (TARGET)
SET (ALPHANUMERIC CUE)
READ (CUE VALUE)
CATEGORIZE (CUE VALUE)

IF CATEGORY (EXTRA CUE) =

HOSTILE

ERIENDLY

SHOOT (TARGET)
NEXT (TARGET)

60_T0 (SCREEN-1)
(AT

GO_TO (SCREEN-2)
{8T

NEXT (TARGET)

1F CATEGORY (CUE) = FRIENDLY THEN

GO_TO (SCREEN-2)
NEXT (TARGET)

NEXT (ALPHANUMERIC CUE)
SHOOT (TARGET)

GO_TO (SCREEN-2)

NEXT (TARGET)

{B] LOCATE (TARGET)

Figure 2-3a. "Optimal" processing strategy for

manual condition.
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SET (ALPHANUMERIC CUE)
READ (CUE VALUE)
CATEGORIZE (CUE VALUE)
1F CATEGORY (CUE) = HOSTILE THEN
SHOOT (TARGET)

GO_T0 (SCREEN-2)
NEXT (TARGET)

NEXT (ALPHMANUMERIC CUE)
GU_TO (SCREEN-2)
NEXT (TARGET)




GO_T0 (SCREIN-1)

SET (TARGET

LOCATE (TARGET)

SET (ALPHANUMERIC CUE)
READ (CUE VALUE)
CATZGORIZE (CUE VALUE)

IF CATEGORY (CUE) = HOSTILE THEN ADD (COUNT, 1, COUNT)
NEXT (ALPHANUMERIC CUE)

IF COUNT = ) THEN
SHOOT (TARGET)
NEXT (TARGET)

IF COUNT = 2 THEN

GO_TO (SCREEN-2)

LOGATE (TARGET)

READ (VALUE OF EXTRA CUE)

CATEGORIZE (VALUZ OF EXTRA CUE)

IF CATEGORY (EXTRA CUE) = BOSTILE THEN
SHOOT (TARGET)
GO_TO (SCREEN-1)
NEXT (TARGET)

READ (VALUE OF GRAPHIC CUR)

CATEGORIZE (VALUE OF GRAPEIC CUZ)

IF CATEGORY (GRAPHIC CUE) = HOSTILE THEN SHOOT (TARGET)

GO_TO (SCREEN-1)

NEXT (TARGET)

. IF COUNT = 1 THEN

GO_TO (SCREEN-2)

1OCATE (TARGET)

READ (VAIUE OF EXTRA CUR)

CATEGORI2E (VALUE OF EXTRA CUE)

IF CATEGORY (EXTRA CUZ) = EOSTILE THEN
READ (VALUE OF GRAPHIC CUE)
CATEGORIZE (VALUE OF GRAPHIC CUE)

I? CATEGORY (GRAPHIC CWE) = HOSTILE TKEN SHOOT
(TARGET)

GO_TO (SCREEN-1)

NEXT (TARGET)

IP COUNT = 0 THER NEXT (TARGET)

Figure 2-3b. "Majority of confirming dimensions"
strategy for manual condition.
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Specifications of this kind can provide the basis for simulations of
human-computer performance under various task-allocation conditions, and
prediction of human workload in terms of the number of required operationms.
The data analysis to be described here; however, does not rely on a level
of detail beyond the English descriptions in Figures 2-2a and b.

Let us briefly consider where these two strategies might diverge in
their implications for the manual condition data.

. ID Performance. MCD strategy predicts 3 hostile cues of any
kind are sufficient for hostile ID; optimal strategy predicts
extra cue plus at least one other cue, or all four of the other
cues, would be required.

o Cue Reliance. Optimal strategy implies greater reliance on ex-
tra and graphic cues; MCD strategy implies greater reliance on
alphanumeric cues.

. Latencies. No divergence (for analyses performed). 3Both
strategies predict decreasing latency with increasing number of
hostile cues.

A princlpal goal of our analysis is to explore the impact of the two
independent variables--woxkload and zllocation scheme--on the selection and
execution of information-processing strategies. For example, increasing
workload might have any of the following effects:

] use of fewer cues per target;

) increase in performance errors (e.g., misreading cue values);

qualitative change in processing approach (for each target);
) increase in the response criterion for a hostile ID; or
) analysis of fewer targets.

By the same token, providing a facility for screening might protect
performance from deciements due to high workload by:

. permitting use of more or better cues per target;

) reducing performance errors;

. facilitating more optimal adjustments in strategy;

® pernitting more optimal response criteria; or

) focusing attention on targets most in need of human analysis.

Thus, the cognitive modeling methodology to be explored here holds
the promise of clarifying and explaining the results obtained in the
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earlier analysis, and pointing the way to improved design of human-computer
allocation schemes.

2.2.2 Manual condition.

ID Performance Data. Figure 2-4 shows the percentage of targets
labeled hostile in the manual condition under low workload, as a function
cf the total number of hostile cues, excluc’.g the extra cue. In the top
graph, the extra cue was friendly; in the lower graph, the extra cue was
hostile, (Recall that in the manual condition, the target was always rep-
resented by the symbol "U" for unknown. The participant typed the target's
number to identify it as "hostile;" targets which remained unknown were, in
effect, treated as "friends.")

What is most noteworthy here is (a) in the top figure, the large dif-
ference betw:2en responding when only 2 cues were hostile and responding
when 3 cues were hostile; and (b) in the bottom figure, the similar large
difference between responding wher. 1 cue was hostile (in addition to the
extra cue) and responding when 2 cues were hostile (..n addition to the ex-
tra cue). The two charts support the MCD strategy: they suggest that the
extra cue was like any other in perceived diagnosticity, and that par-
ticipants (on average at least) responded with a hostile ID when 3 out of
the 5 cues were hostile. By contrast, the optimal strategy implies 100%
responding in the upper chart only when 4 cues are hostile, and 0% else-
where; and 100% responding in the lower chart for 1, 2, 3, and 4 cues hos-
tile in addition to the extra cue.

A second observation qualifies the above conclusion: despite the
large jumps just noted, in both charts the chance of a target's being
labeled hostile increases to some extent across the board with the number
of hostile cues. It doss not go from 0% to 100% when the number of hestile
cues reaches a majority. A variety of explanations are consistent with
this finding: e.g., (a) a probabilistic response rule according to which,
for example, when cues suggest the probability of hostile is X%, par-
ticipants respond "hostile" X8 of the time (a "probability matching"
strategy); (b) errors in evaluating cues, i.e., occasionally misreading
hostile cues as friendly and friendly cues as hostile. Probability match-
ing does not easily explain the large jumps in responding when the number
of hostile cues reaches a majority. Occasional misreading of cues is cex-
tainly a possibility; however, the error frequency that would be required
to account for these data seems implausibly high, especially in the low-
workload condition.

For example, to explain the 218 response rate when only 2 cues are
hostile (averaging ovar extra cue status), we must suppose that one or more
of the 3 friendly cues are misread as hostile for 218 of these targets. To
explain a 948 response rate when 4 cues are hostile, it must be assumed
that at least two of the four hostile cues are simultaneously misread as
friendly for 68 of these targets.

It is worth considering an explanation which flows more naturally

from the MCD strategy, and which also accounts easily for the probabilistic
effects. A given participant may on occasion utilize only a subset of the
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Figure 2-4. Percentage of targets labeled hostile as function
of number of hostile cues (manual, low workload)
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available cues; for example, one may look at 3 of the 5 available cues. On
those occasions, a hostile response will occur when a majority of the util-
ized cues is hostile. Table 2-8 gives the probability that a majority of
the sampled subset will be hostile for_varying numbers of hostile cues in
the total set, and for varying sizes of the sample. (Predicted values are
based on the hypergeometric distribution; Feller (1950).

Table 2-8

Probability a Majority of Sampled Cues are Hostile

Number of Hostile Cues Size of Sampled Set

in Total Set of 5 1 2% 3 L% 5
Majority Hostile 5 .0 1.0 1.0 1.0 1.0
4 .8 .6 1.0 1.0 1.0

3 .6 .3 7 4 1.0

Majority Friendly 2 4 1 .3 0 0
1 .2 0 0 0 0

0 0 0 0 0 0

* A majority is defined for even sample sizes as more than half.

Under this strategy, then, even when the total set of cues Joes neot
have a hostile majority, a sampled subset of cues may have a hostile
majority; and even when the total set of cues does have a hostile majority,
the sampled subset may not. The larger the proportion of the total cues
which are hostile, the more likely it is that a majority of the selected
subset will be hostile. Therefore, the probability of a hostile response
increases with the total number of hostile cues, but it is not as high as
if all cues were sampled.

Note that all sampling strategies imply a probability of responding
of 1.0 when all 5 cues are hostile. Yet in that condition, participants
responded only 93.3% of the time. It is therefore plausible to assume that
about 6% of the targets were not attended, even under conditions of low
workload,

Figure 2-5 presents the ID performance data for both low and high
workload in the manual condition. High workload shows a similar pattern to
low workload, with the largast jumps in responding occurring where the num-
ber of hostile cues reaches a majority (whether the eittra cue was hostile
or friendly). 1In high workload, as expected, fewer targets were classified
hostile. The most striking observation, however, is that this discrepancy
between high- and low-workload performance only occurs when the number of
hostile cues is a majority, i.e., at 3 and 4 on the upper chart, and at 2,
3, and 4 on the lower chart.

Several possible explanations of the workload effect can be dis-
missed. First, these findings cannot be accounted for merely by assuming
that participants examine fewer targets under high workload, but use essen-
tially the same strategy for the targets that are examined. In that case,
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the reduction in responding would be a consistent proportion across all the
different numbers of hostile cues, rather than concentrated at the condi-
t.ions where hostile cues are in the majority. Second, the findings cannot
be accounted for by supposing that participants adopted a different
response criterion, since the high workload data continue to support the
predominant use of 3 hostile cues as a criterion for a hostile ID.

Finally, an account in terms of increased errors in cue evaluation
seems implausible. To account for the 57% average response rate when 3 cues
were hostile, w2 must imagine that one or more hostile cues was misread as
friendly for 43% of the targets. To account for the 77% response rate when
4 cues were hostile, we must suppose that for 23% of the targets at least
two hostile cues were misread simultaneously. In addition, an account in
terms of cue-evaluation errors does not easily account for the asymmetric
effect of workload on targets which have a majority of hostile cues and tar-
gets which do not. It must be assumed, rather arbitrarily, that workload
affects the tendency to regard hostile cues as friendly, but not vice versa.

The workload effect can be accounted for more naturally in terms of a
change in participants’ cue-sampling strategy: an increased tendency under
high workload to utilize only a subset of the cues for each target. This
hypothesis nicely captures an important qualitative feature of the data:
hostile ID responses decreased under high workload when there was, in fact,
a majority of hostile cues, but was relatively unaffected when there was
not a true majority for hostile.

Cue Dependence Data. Some confirmation for these hypotheses, and a
more detailed picture of the way participants utilized specific cues to ar-
rive at ID decisions, is provided by regressing the ID decisions against
cue values. Figure 2-6 shows the resulting regression coefficients, for
both low and high workload, in the manual condition. The MCD strategy pre-
dicts that participants will use the graphics screen only when the al-
phanumeric screen is inconclusive; hernce, there will be greater reliance on
the alphanumeric cues (anl, an2, ar3) in comparison to the extra cue and
the graphic cue (gl). the optimal strategy predicts the converse. As shown
in Figure 2.6, the coefficients for the alphanumeric cues are significantly
higher than for the extra and graphic cues, supporting the NCD wodel.

Dependence on cues of all types was less under high workload than un-
der low workload. Nevertheless, use of the extra and graphic cues was sig-
nificantly more reduced than the use of alphanumeric cues. This is consis-
tent with our hypothesis that under high workload, participants utilite
fever cues for each target; specifically, it suggests that participants are
less likely under high workload to switch their attention to the second
(graphics) screen even vhen the alphanumeric screen is inconclusive.
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Figure 2-6. Regression coefficients against cue values.

These conclusions are further confirmed by Table 2-9, which shows the
percentage of targets labeled hostile in the manual condition as a function
of how many alphanumeric and graphics-screen cues were hostile. There are
linear trends (significant) for both alphanumeric and graphics-screen cues
in high- and low-workload conditions (although the effect is wveaker in high
workload). Two findings are of interest. First, when three cues are hos-
tile instead of two, vegardless of combination, theve is a big jump
(roughly 50%) in the frequency of responding. This suggests a majorvity
principle is operating. Secondly, as noted in the regression, the al-
phanumeric cues carry a bigger weight than the graphics-screen cues. For
exagple, if 3 alphanumeric and no graphics-screen cues are hostile, the
percentage of firing is 82.308 (in the low-load condition) compared to
75.69% vhen 2 AN cues and 1 graphics-screen cue ave hostile compared to
70.33% vhen 1 AN cue and 2 graphics-screen cues ave hostile. This pattern
holds cthroughout the matzix.

2.2.3 gcreening condition. In the screening condition, 2gain three
hostile cues seemed sufficient for classification as hostile. Here the
data are woye difficult to analyze, however, because the computer is making
classifications in all but the 2 vs. 2 condition. To factlitate this
analysis, cell-by-cell comparisons are made between the screening condi-
tions and the manual condirions, which can be vieved as baseline, unaided
conditions. Table 2-10 indicates the computer syshols, and required
sperator vesponses tc change the sywbols, in the different conditions.

Uhen the 5th cue is on the friendly side and there are ¥ and 1 hos-
tile cues, participants behaved the saze in the screening conditions as iw
the manual conditfons. This could be attributable either to participants
not feeiing the nuxber of cues was sufficient to change the coaputer's LB




Table 2-6

Percent Engaging of Target by Cue Type

Manual Condition - Low Workload

# of Graphics # of Alphanumeric Cues Hostile

Cues Hostile 0 1 2 3
0 424 3.368 32,698 11 82.30%
1 2.74% 16.03% | 75.65% 94.89%
2 23.28% | 70.33% 93.97% , 93.33%

Manual Condition - High Workload

# of Graphics # of Alphanumeric Cues Hostile

Cues Hostile 0 ' 1 2 3
0 1.67% 3.87% R 3397 T 60.19%
1 3.74% 18,460 i 60.85% 77.13%
2 _}g.lS% j 43.52% B 75.75% 85.83%

Above dotted line: minority of cues are hostile.
Below dotted line: majority of cues are hostile.
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Table 2-10

Computer Symbols and Required Operator Responses
to Change Symbols in thc Different Interface Conditions

Interface Computer | Response

Conditio.n Symbol Requirement

Manual ? Change only to h

Screening f Change to h (or leave as f)
? Assign
h Change to £ (or leave as h)

Override Change to h (or leave as f)

Change to f (or leave as h)

= e}

or to participants ignoring those cases (since they are only prompted when
the condition is 2 vs. 2). One can try to distinguish between these ex-
planations by examining the 3 hostile cue situation when the extra cue is
friendly. The optimal response is "friend." Keep in mind the computer has
classified this target as hostile, unlike the manual condition where the
default classification is friendly.

In the screening, low-load condition with 3 hostile cues (5th cue
friendly), participants changed the ID 21.46% of the time, which means they
considered 21.46% of these targets friendly and 78.54% of them hostile. In
the analogous manual condition, they considered 23.54% of the targets to be
friendly and 76.54% of them to be hostile. The numbers for these two con-
ditions are virtually identical, suggesting that participants are looking
at cues rather than just ignoring those targets. The data for the 4 hos-
tile cues are also comparable, 13.89% judged friemdly in the screening con-
dition and 6.25% judged friendly in the manual condition.

In the screening, high-load condition with 3 hostile cues (5th cue
friendly), participants changed the ID 13.13% of the time (thus judging
13.13% of the targets friendly), while in the manual, high-load condition,
they called 63.75% of the targets hostile, thus judging 36.25% cf the tar-
gets to be frierdly. The finding that wore targets are judged friemndly
using the same cues in the high manual condition compared to the high
screening condition suggests that in the high load, screening condition
participants are paying less attention to the non-prompted targets. The
avgument is that if paxticipants were paying as much attention in the
screening condition as they were in the manual condition, they would have
changed the computer's ID 368 of the time rather than 13% of the tiame.

We can gain furcher support for this “attention® hypothesis by look-
ing at the 4 hostile cue conditions. When the extra cue points toward
friend, participants judge 11.81% percent of the targers friendly (based on

*change® scores) in the screening, high-load condition; whereas in the
manual high-load condition, they judge 21.52% friendly. Again, the find-
fve 1. peviicipants are overriding less in the screening condition tham
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would be expected based on the manual condition’s data (the number might
have been still lower if not for floor effects) suggests that they are
paying less attantion to these cases.

When the 5th cue is on the hostile side, the pattern of results con-
firmed our previous assertions. Again, in the O and 1 hostile cue condi-
tions for both high and low workload, the results seem the same for screen-
ing and manual conditions: participants judged targets as predominantly
friendly.

When the cues are 2 vs, 2, an interesting pattern emerges. First,
for the low-load conditions, when the extra cue is hostile, the number of
targets judged hostile is the same across the manual and screening condi-
tions (73.41 versus 77.45, respectively). However, when we look at the
high-load conditions, we find that the participants judged more targets as
hostile in the screening condition (69.61) than they did in the manual con-
dition (50.38). Since the participants were more accurate in the screening
condition than they were in the manual condition, this suggests that they
were paying more attention to the 2 vs. 2 condition in that condition.

This suggests an attentional-focusing heuristic. This pattern of results
did not, however, appear when the extra cue was friendly.

To further validate the "atteation" hypothesis, we compare the 3 and
4 hostile cue conditions when the extra cue is hostile. In the low-load,
screening condition, the number of targets judged friendly were 6.81% and
8.75% for the 3 and 4 hestile cue conditions, respectively. This was con-
parable to the analogous manual conditions, where the number of targets
judged friendly were 5.55% and 6.67%, respectively. In the high-load
screening conditions, the number of targets judged friendly in the 3 and 4
hostile cue conditions were 9.44% and 8.338, respectively. The analogous
manual conditions were 24.17% and 14.178. This discrepancy suggests that
participants in the screening, high-load condition were paying less atten-
tion to these cue combinations thanm in the manual, high-load condition,
since they overrode less frequently than would be expected if they had paid
an equal amount of attention.

To summarize the screening conditions, paxticipants in the low load
conditions responded similarly to those in the manual, low-load conditions.
This suggests that they were not just focusing on the the 2 vs. 2 cue con-
ditions but vcather were focusing on other conditions as well. In the
high-load conditions, participants compensated for the high load by focus-
ing wmostly on the 2 vs. 2 condition where they were prompted.

2.2.4 Querrjde conditfon. Finally, we look at the override condi-
tions. The first thing to note is that the percentages are low, suggesting
that little overriding occurred. In general, the numbers were lower for
the high-load conditions than they were for the low-load conditions, sug-
gesting sgain that participants compensated for increased load by ignoring
some of the targets. This is especially evident in the 2 vs. 2 cue condi-
tions. 1In this condition, the computer randnmly assigned targets as friend
or foe. Hence, we expect 508 accuracy and that 508 of the time par-
ticipants should change the ID if they are paying attention to the cues.

We see that in the low-load conditions, participants changed the ID roughly

29



42% of the time (across both 5th cue conditions) and in the high-load con-
ditions gbout 30% of the time (across both 5th cue conditions). What is
interesting here is that the difference between high- and low-load condi-
tions is greatest in the 2 vs. 2 conditions, suggesting that high load
degrades people’s ability to make judgments in the most ambiguous condi-
tions.

We now compare the override conditions to the screening and manual
conditions. What seems to characterize the override conditions (both high
and low load) is that participants did virtually all their changes in 2 vs.
2 and 3 cue conditions, i.e., in the cases of (a) 3 hostile cues plus
"extra cue" friendly, and (b) one cue hostile plus the "extra cue" hostile
(3 friendly cues). Whlle this was to some extent true in the screening
conditions, there the emphasis was much more on the 2 vs. 2 conditionms.

These results suggest a general continuum of attentional focus. 1In
the manual conditions, participants tried to focus on all cue conditions
and hence there is a greater difference in high vs. low load conditioms.
The override conditions focused much more on 2 vs. 3 cue conditions
(including the extra cue), hence a smaller difference in overriding across
load conditions. Finally, in the screening conditions, the focus was
primarily on the 2 vs. 2 condition (excluding the extra cue) and, hence,
the amount of ID changes is most similar across high and low load condi-
tions.

To give an overall summary, in low-load conditions, the amount of
changes were about the same across manual, screening and override condi-
tions, except the latter had a slight tendency to override only in 2 vs. 3
cue conditions. Also, differential changes seem to occur across cue condi-
tions suggesting that participants were looking at all the cues.

In high-load conditions, overriding drops off, suggesting that people
look at fewer than all the targets. The results of the screening and over-
ride conditions suggest that people look for heuristics to do this. 1In the
screening case, they focused largely on the 2 vs. 2 cue cases prompted by
the computer. In the override case, they focused on cases of maximum am-
biguity 2 vs. 3 cue cases. 1In fact, Ps were actually somewhat more ac-
curate for thz minor "conflict* targets, i.e., for those targets where 3
cues pointed ong way but the extra cue pointed another, in the override
than screening condition under both levels of workload. The "attention
focusing" hypothesis provides a reasonable explanation for this finding.

In the screening condition, as expected, participants rely more on
tha extra cue, especially in the 2 vs. 2 cue condition where the computer
proupts the user with a "?". In fact, in the 2 vs. 2 condition, the extra
cue is the only one with a significant coefficient.

Comparing the screening condition to the manuai condition, we see
that the coefficients are far less stable and lower (except for the extra
cue in the 2 vs. 2 condition), suggesting that when participants are ex-
pecting the computer to make a decision and prompt them when it is uncer-
tain, they are highly unsystematic in the strategies they use to decide
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whether or not to update, the computer’s decision. Moreover, except in the
2 vs. 2 condition, the R“s are extremely low.

2.2.5 Response latencies. The -analyses below focus on participants’
response latencies (i.e., how quickly they responded), and how they were
influenced by workload, the computer's identification of the target in the
screening and override conditions, and also which half of the session the
participant was in. The results of these analyses are presented in Tables
2-11, 2-12, and 2-13 for the manual, screening, and override conditions,
respectively. The one observation that was overwhelming for these analyses
was that participants responded faster under conditions vf low workload
compared to high workload. The effect size was on the order of 10-15
seconds, This finding is counter-intuitive and at odds with the findings
of other researchers (e.g., Payne, Bettman, and Johnson, 1986). One pos-
sible explanation for it that is consistent with the results presented ear-
lier in this report is that, in an effort to cope with greater workload,
participants spend more time examining those targets they choose to examine
and, thereby, attempt to minimize the likelihood of mistakes caused by high
workload. This explenation is, however:, post-hoc and in need of further
investigation in Phase 1I.

As for target ID, targets identifiled as hostile by the computer in
the override and screening conditions were responded to faster than targets
identified as friendly. Targets labeled as unknown or "?" in the screening
condition fell somewhere in the middle. An interesting parallel finding
relates the size of the regression coefficients for the cues to whether or
not participants predicted the target was hostile and friendly. In both
override and screening conditions, there is a general tendency for more
cues to have significant regression coefficients and for the coefficients
to be larger in general when targets are labeled friendly by the computer
than when they are labeled hostile. When taken with the response latencies
analysis, this suggests that when a target is lubeled friendly, par-
ticipants take longer to respond and seem to rely more heavily on more cues
than when a target is labeled hostile. This may be interpreted as a dif-
ference in perceived utility for own and enemy craft, i.e., cwn craft is
worth a lot so participants take more time and look at more evidence before
shooting at & target labeled friendly, but are more willing to let poten-
tially hostile craft through based on a quicker decision using the cues
less. It may be interesting if this effect holds up with real air defense
participants; if so, it may be analogous to previous research (e.g., Cohen,
Brown, and Chinnis, 1986) where target importance enters into the decision.
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Table 2-11
Response Latency, Manual Condition

Mean Response Latency in Seconds

1lst Half 2nd Half
Low Load 16.229 15,839
High Load 31.816 29,103
For Load F(1,4230) = 870.307, p = .000
Half F(1,4230) = 10,576, p = .001

Load & Half F(1,4230) = 5.330, p = .020

Table 2-12
Response Latency, Screening Condition

Mean Reponse Latencv in Seconds

High Worklcad Low Workload
1st Half 2nd Half 1st Half 2nd Half
ID=friendly 34,275 30.872 21.486 23.432
ID="?" (2 vs. 2) 32.617 30.904 18.887 19.708
ID=hostile 29.696 25.596 15.346 17.708

There are three general trends:

1) Low workload is faster than high workload (F1,2289) = 156.898,
p = .000,

2) 1D = hostile is faster than ID = "?", F(1,2289) = 14.800,
p = .000 and ID = "?" is faster than ID = friendly,
F(1,2289) = 3.440, p = .060.

3) Under high workload, subjects get faster going from lst half

to 2nd half; under low workload, subjects get slower going
from 1st half to 2nd half, F(1,2289) = 7.109, p = .000.
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Table 2-13
Response Latency, Override Condition

Mean ResBonse Latency in Seconds

High Load Low Load
1st Half 2nd Half 1st Half 2nd Half
ID=friendly 30.564 28.425 19.802 20.592
ID=hostile 28,753 27.163 18.264 18.743

There are three general trends:

1) Low workload is faster than high workload, F(1,1782) = 185,534,
p = .000,

2) ID = hostile is faster than ID = friendly, F(1,1782) = 5,535,
p = .018.

3) Under high load, subjects get faster going from lst half to 2nd
half; under low load, subjects get slower going from lst half to
2nd half, F(1,1782) = 3,313, p = .065.

Another finding of interest with regard to the latency data has to do
with the effect of session half. Irn the manual condition, participants’
speed increases in the second half of the session. However, this effect is
largely obtained in the high-load conditions. In the screening and over-
ride conditions, an interesting effect cccurs. While there is no main ef-
fect for session half, there is an interaction effect with workload, i.e.,
participants get faster going from lst half to 2nd half, under high
workload, but actually get slower going from lst half to 2nd half under
lower workload.

One possible hypothesis for explaining this finding is that, in low
workload, participants tend to abandon strategies going from the first half
to second half of the session. This suggests that as the session
progresses, participants start looking at more cues which could result in a
longer response latency. If we had latency measures of non-override
responses, which we do not, we could see whether this effect held up there
as well. As such, this hypothesis is purely speculative.

The final finding of interest focuses on the response latencies for
perticipants in the manual condition as a function of the number of cues
pointing to the target being hostile. Figure 2-7 shows that the response
latency decreased with the number of hostile cues up until three, &nd then
basically leveled off. This supports an "MCD" strategy; however, given
conflict among the cues, an "optimal strategy" can not be ruled out because
the latter strategy suggests a sequential processing of cues (3, 4, or 5)
until a threshold decision point is reached. In contrast, the response
latency is roughly constant with the number of cues in the high-workload
condition. One possible explanation that is consistent with the “attention
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focusing" hypothesis is that, under high workload, participants are more
likely to emphasize a target focus and, therefore, look at all cues for
each target they select, even if they are using an "MCD" strategy. Al-
though the explanations are speculative, they are consistent with the find-
ing of significant regression coefficients on all five cues in both
workload conditions. i
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Figure 2-7. Mean response latencies for participants
in the manual condition as a function
of the number of hostile cues.
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3.0 PHASE II EXPERIMENTS WITH ACTIVE-DUTY AIR DEFENSE OPERATORS

This section of the report describes controlled experiments testing
the relative effectiveness of alternative human-machine allocation schemes
with active-duty, U.S. Army air defense operators. Section 3.1 presents an
overview of the basic information-processing principles guiding our
research, and the experimental designs for the two experiments testing
these principles. Section 3.2 describes the air defense testbed used to
implement the experimental designs, as well d4s general information about
the air defense task. Section 3.3 provides an overview of the theory of
evidence introduced by Shafer (1976) that we used in the Phase II experi-
ments to expand the Phase I screening condition so that it could deal with
representative real-world conditions regarding both lack of information and
conflicting information. Sections 3.4 and 3.5 describe the procedures and
results for Experiments 1 and 2, respectively.

3.1 Basic Principles and a General Experimental Design

We begin this section by identifying those basic information-
processing principles that the Phase I research suggests that people should
implement to be good information processors. Our concern is only the
high-workload condition because that is the condition under which adhering
(or not) to these principles will have the biggest impact and, conse-
quently, the effects of alternative human-machine allocation schemes are of
most concern. We did, however, also use a low-workload condition in this
first experiment. The focus through much of the discussion below is on the
air defense problem being addressed in the Phase II experimentation, al-
though the basic principles are, of course, general ones.

The basic principles are as follows:

(1) Decision makers should focus their attention on only those
cases (in our case, targets) that require their attention.
Other cases should be delegated to others (people or machine)
that can solve them.

(2) Given that people are focusing on the cases needing their at-
tention, they need to use an appropriate information-processing
strategy to solve these cases. "Appropriate strategy" is a
function of accuracy and speed.

These principles were supported in the Phase I study. The screening condi-
tion made Pg primarily attend to the unresolved targets and, to a lesser
extent, more heavily rely on the “extra cue."

The implications of these principles were as follows for the Phase Il
experimentation when the person was working with the machine:

o When the machine’s belief values are accurate, i.e., something
has not happened that wguld cause them to be discredited:
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- let the machine identify all targets it can (i.e., those
that have passed specified thresholds on diagnosticity,
uncertainty, and conflict);

- the person should use the appropriate strategy, such as
examining cues in order of their value, to identify other
targets (i.e., unknowns).

It was hypothesized that this implication would result in the £follow-
ing finding under the condition of high workload in our experiment:

. Any capability that permitted screening would improve perforx-
mance over that which does not because it would help persons
attend to the appropriate targets (i.e., unknowns). This
“screening" capability could be in the form of both:

- internal rules that let the machine identify targets that
it can; and

- an allocation menu that permits persons to create rules
on-line that the machine can use to identify cases.

Two experiments were conducted to test this "implication® of the
basic principles. The first experiment tested the relative effectiveness
of three human-machine interface conditions (manual, override, and screen-

ing) under two levels of workload (low, high). Table 3-1 presents the
design for the first experiment.

Table 3-1
Design for the First Phase II Experiment

Workload Factor

{ Low High
Human-Machine Manual |
Interface Override |
Factor Screening |

The conditions were defined as follows:

(1) The human-machine interface factor (a “completely automated"
condition was assumed as a baseline):

. Manual - Participants (Pg) identify all targets.

° Override - The wachine identifies all targets; Ps change
only those identifications they want to change.

. Screening - The machine firmly identifies all targets
that have high levels of certainty; the machine prompts
Ps as to which targets it can not identify (called

36




"unknowns") thereby forcing Ps to identify these un-
resolved (i.e., unidentified) targets; and the machine
identifies "intermediate" targets, which are between
firmly identified targets and unknowns, along with the
reason for this judgment (e.g., not enough information or
conflicting cues).

(2) The workload factor:
o Low - A target came on the screen every 12 seconds.
) High - A target came on the screen every four seconds.

Every participant performed the target identification task for all
six cells of the 3 (human-machine interface) x 2 (workload) conditions,
resulting in a within-participant design. This design replicates the Phase
I experiment, but now using a significantly more representative air defense
task (and target simulation) with actual air defense operators. Consistent
with the Phase I results and "basic principles" above, we predicted:

(1) a significant main effect for workload, and

(2) a significant workload x human-machine interface interactiom.
Under low workload, all three interfaces would produce equal
(and high levels) of performance. Under high workload, only
the "screening" system would be able to maintain performance at
the level achieved under low workload.

The second experiment tested the relative effectiveness of five
human-machine interface conditions under high workload only. The ex-
perimental design is shown in Table 3-2.

Table 3-2
Design for the Second Phase II Experiment
Allocation
(i.e., Rule-Creation) Capability
No Allocation Allocation
Capability Capability

(Data inputted

Human-Machine Completely Manual lepon 15t experiment)

Interface . Qverride

Factor . Screening

Note: Assuming that “completely automated" is still a baseline condition.

Each participant ran all conditions, except the "manual:no alloca-
tion" cell of the design; the data for this cell were inputted from the
first experiment to coumplete the design and analysis becauss time
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constraints prevented us from running this cell. The conditions were
implemented as follows:

(1) The human-machine interface factor (a "completely automated"
condition was run as a baseline): -

. Manual - Ps identify all targets as in the first experi-
ment.
. Override - Machine identifies all targets and 2s change

only those identifications they want to changs, just as
in the first experiment.

. Screening - Machine firmly identifies “certain targets"
and human review is not needed; the machine passes off
targets it can not identify (i.e., unknowns) to Ps for
identification; and the machine highlights targets for
which it made identification but human review suggested.
(Note: 1In the first experiment, targets could leave the
display as "unknown" if the P did not identify them,
thereby becoming an incorrect identification. The
screening condition was changed in the second experiment
so that the machine always made its "best guess" iden-
tification for "unknowns" not identified by the P; conse-

-5

quently, no targets left the display as "unknowmn.")
(2) The allocation menu factor:

. None - Ps have no on-line mechanism for creating rules to
be used by the mackine to identify targets.

. llocation Capability - Ps have on-line creation
mechausm for creating rules to be used by the machine to
identify targets.

Table 3-3 presents the hypothesized rank order of performance in high
wvorkload for the (Expariment 2) conditions dascribed above; Figure 3-1
presents the same information pictorially.

Table 3-3

Hypothesized Rank Order of Performance (iw High Workload)
for Different Conditions

(Note: The lowver the nuzber, the better tha performance.)

Allocation Manu Factor

No Allocation Allocation

Capability Capabilicy
Huran-Nachine Completely Manual 4 3
Interface Override 4 3
Factoy Screening 2 1

38




These predictions are consistent with the following principles:

(1) Performance in the override condition will not te much better
than that achieved in the ‘completely mauual condition, and con-
siderably less than that achieved in the screening condition,

because it does not focus attention on the targets requiring
ic.

(2) Having an allocation (i.e., on-line rule-creation) capability
will significantly improve performance for all three human-
machine interface conditions,.

3) “Manual and override with allecation®™ will still not result in
performance as good as that achieved with "screening without
allocation" because participants are still not being directed
to focus on certain targets requiring their attention.

(4) “Screening with allocation" will result in the best performance
because it gives P;i the ability to create rules to identify cer-
tain classes of targets that they had to previously attend to
because the machine did not have rules in its knowledge base for
identifying these classes of targets. (Note: In the experi-
ments, we used messag2s f{rom Headquarters to alert Ps to classes
of *"unknown" targets for which rules could be created on-lime.)

. 1y Allocation
Relative
Performance 2 ¢ x No Allocation
{Rank
Ordered}) 3
4 0 o, R “{
Completely

\Manual Override Screening

Figure 3-1. Hypothesized performance levels in high vorkload
for the different counditions.

Specific details of the procedures for implementing each of the above
two experimental designs, and the results for each experizent, are
presented in Sections 3.4 and 3.5, respectively, of this report. We now
turn to describing the air defense task and testbed developed for im-
olementing the experiments.

3.2 The Air Defensz Tass and Expevimental Testbod

The air defense environsent is charactericzed by:
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. high stakes, with expectations of heavy losses in short periods
of time; '

. potentially heavy peak lodds, where the skies can be saturated
with enemy alrcraft; )

] sophisticated, high-performance threat weapon systems, result-
ing in minimum reaction time;

) highly critical vital assets requiring friendly air defense
protection.

The specific problem selected as the focus of the present research is
identification of aircraft as friend or foe. Air defense systems exist in
the field that run the gamut from virtually all identification (ID) deci-
sions left in the hands of the user (e.g., IHAWK) to virtually all ID deci-
sions made by the computer (e.g., PATRIOT). Current plans call for medify-
ing the IHAWK system to improve its capabilities in the direction of
PATRIOT, and there is a broail spectrum of intermediate capability optious
that must be considered.

During centralized operations, higher headquarters and adjacent units
provide the dominant ID cues. At the fire unic level, targets are desig-
nated for engagement from battalion command centers, ard the fire unit
focuses on engagement rather than ID decisions. However, in wartime it is
fully expected that a majority of combat engagements will be made under
decentralized autherity due to the inability of higher echelons to detect
aircraft attacking at low altitudes. Additionally, it is expected that
comrunications will be intervupted frequently, thus requiring fire units to
operate autononously.

In the IHAWK system, particularly during autonomous operations, the
Tactical Control Officer (TCO) and Tactical Contrel Assistant (TCA) are
vesponsible for identification decisions. Sources of information are
varied:

. Identification Friend or Foe (IFF) equipment at :“e Platoon
Command Post (FCP) (manually initiated by the TCA). This is
done using a manual intarrogation svitch that i{s coded to
veceive specific responses froa transponders in friendly
aivcrafe. These codes are changed frequeuntly to avoid ex-
ploitation by the enamy. '

. Correlation wvith f£light plans and safe-passage corridors.-for
exazple, the commander might establish a schedule vhich
prohibits ny €iring at aircraft ca certain headings during
specified time pericds.

. Afreraft actions (dropping chaff, use of other Electronic
Counter MHeasures, or ECM, attacking friendly troops.

] Inforwation passed from higher or adjacent units (i$
avaiiable).



. Pop-up criteria, which are designated parameters such as speed,
altitude, and bearing that must be observed by friendly
aircraft.

Often these identification cues are missing or can be conflicting,
and the friend or foe decision is a difficult one. Following prescribed
rules of engagement, the TCC/TCA typically will use electronic means to
mzke a nostile identification based upon the above criteria. For example,
if an aircraft is not respending to the prescribed IFF, is outside of =
safe-passage corridor, and is closing at a speed in excess of a prescribed
rate, it might be declared hostile. However, if it is not responding to
IFF, is in the safe-passagas corridor, and exceeds the speed criterion, the
identification is less clearcut. Subjective judgment, based on experisnce,
will be used tn combine the ID cues and reach a decision.

Similarly, in the PATRIOT system, input data come from the sources
above, except that a different IFF interrogator is used. Currently, cue
conflict resolution depends upon the levul of automation selected, the
relative importance and ireliability of the various data sources, and the
decision-making style of the officer rumnmning the engagement. At the
highest capability level, the automated system combines cues using a
predetermined weighting algorithm and makes the ID determination. For ex-
ample, IFF response, speed, altitude, and passage over restricted areas can
be assigned weights that reflect their relative importance. Each aircraft
is "scored" on each factor by the automated system, and based upon the
mathematical combination of scores and weights, the aircraft is designated
as friendly, hostile, or unknown. The TCO can change weights in the algo-
rithm or can override automated decisions, but is not likely to do so in
most cases. In this mode of operation, challenges using the IFF are in-
itiated without TCO/TCA intervention.

A potential improvement to the IHAWK system would be to bring the
capability level for ID closer to that cf PATRIOT. More will be done by
the automated portion of the system as far as challenging, analyzing data,
and determining friend or foe identification. Yet, experience with the
fully automated PATRIOT system has shown that this may not be the optimal
configuration for the system. Some problems include excessive challenging
to aircraft causing transponder damage, boredom of operators when in the
fully automated muode, and lack of confidence in the fully automated system.
Some have hypotliesized that under combat conditions, TCO/TCAs will not even
use electronic IFF challenges due to Increased vulnerability to enemy
exploitation of the signal. For these and other reasons, it may be the
case that an intermediate level of automation will produce hetter results.

It is within this context that the research team designed the testbed
for implementing the alternative conditions of the proposed experiment. We
will now turn to discuss the testbed. When reading this description, onz
should keep in mind that certain characteristics of the “"real air defense
problem” (e.g., erxactly when and how information is presented) were
modified in order to obtair the experimental control necessary to evaluate
Pg' information-processing strategies in alternative conditions. However,
we tried to be as representative of the air defense envircamenv as pos-
sible. -
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The "testbed"” hardware was an IBM-AT personal computer with a color
display monitor. The input devices were a three-key mouse and keyboard,
although the Ps used only the mouse. The testbed had a 20-megabyte hard-
disc for storing the air defense simulation and all software for presenting
the experimental materials to the Ps for each condition and for collecting
the Ps' responses.

The instructions to the participants can be found in Appendix A. In
brief, they were told that they were the tactical control officer (TCO) of
a proposed air defense system, and that they must decide which cf the
aircraft approach.ng them were friends and which were hostiles. They were
shown a "radar” picture of the sector they were responsible for defending,
and--on another portion of the screen--a variety of information that, in
addition to the radar display, would help them make identification deci-
sions. Figure 3-2 shows what the radar screen looked like. Conceptually,
the P as the air defense operator, is located at the bottom, where the two
straight lines come together. The whole pie-slice-shaped area is the area
of responsibility of the unit. The P is protecting two friendly assets.
In addition, there are two safe-passage corridors for the movement of
friendly aircraft. These corridors were outlined in blue on the display.

The U-.shaped figures on the screen shown in Figure 3-2 represent the
location of "unknown" aircraft. These aircraft have not been identified as
either friends or hostiles. Aircraft could fly at different speeds and al-
titudes depending on whether they were bombers, fighters, or helicopters.
Aircraft could appear at the extreme top or sides of the screen or they
could "pop-up" within the sector if they were flying at an altitude below
radar detection. If they popped-up, they could do so "close" to the P or
along the forward edge of the battle area (FEBA), Aircraft could be out-
side or inside a safe-passage corridor. Ailrcraft that were close to the
edge of the coic-idor were classified as "inside" if they traced the edge of
the corridor. If inside a corridor, they could be flying within the al-
titude and speed parameters set for the corridor or not. The acceptable
corridor altitude ranged from 2,000 to 10,000 feet; the acceptable corridor
speed was 700 knots or below. In all cases, the aircraft moved either
toward the P or the sides of the sector; never toward its top. Ps were
told that both friendly and hostile alrcraft had been appearing for the
first time well within the corridor and that, unfortunately. there had been
heavy euemy jamming fn the area of the corridor entrances and it had been
impossible to use the corridor entry point as a reliable ID criterion.

Ps were told that, in order to perform well, they had to correctly
identify as many aircraft (i.e., friend or hostile) as possible before the
aircraft went off the radar screen. Aircraft went off the screen when they
had reached the sides of the sector or when they were 40 km from the P's
position, which is the closest range ring in Figure 3-2. Ps were told that
they vere responsible for, and scored on, all targets within the FEBA, even
though their engagemeat capability extended only to the 2rnd range ring.

Figure 3-2 shows the symbols for different types of targets. n black

“U" represented an “unknown;“ a circle represented a “friend;" a diamond
vepresented a “"hostile.” A “"hexagon outline" represented a target that had
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Figure 3-2. The radar screen and basic symbols.
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been engaged by the system. Jammers were indicated by the symbol shown in
Figure 3-2.

Points were used to facilitate Pg' motivation. Specifically, Ps
received 5 points for each correctly identified target, either friend or
hostile. They received no points if they identified the target incorrectly
or if they left the target as "unknown." It was emphasized that their goal
was to maximize their point total. To help them, Ps were given feedback
every minute. The feedback was presented in a box in the lower left-hand
portion of the screen. During an attack phase, it told the Ps what cumula-
tive proportion of friends and hostiles they identified correctly, incor-
rectly, or left as unknown when those aircraft left the screen. If a high
proportion of "true" friendly aircraft were identified incorrectly, the P
was identifying too many friends as hostiles. Consequently, the P needed
to examine aircraft on the screen that were identified as hostile more
carefully because some of them were friends. In contrast, if a high
proportion of "true" hostile aircraft were identified incorrectly, the Ps
needed to examine aircraft on the screen that were identified as friends
because some of them were probably hostiles.

At the end of an attack phase, the feedback bex added the proportion
of friends and hostiles within the FEBA identified correctly, incorrectly,
or left unknown to help the P determine how well he did for that phase.
Attack phases varied in the amount of time they took, depending on the
workload condition.

In order to identify a target or obtain more information about it, Ps
"hooked" the target by (1) using the mouse to guide a cursor to the target,
and (2) pressing the mouse’s left-hand button. Only one target could be
hooked at a time. "Hooked targets" were represented by a square on the
radar screen; their track #s appeared at the top of the radar scope, as
shown in Figure 3-3.

Ps could use the other "buttons” on the top-half of the screen to ob-
tain more information about a hooked target. In particular, they could
find out whether the target "popped-up" (POPUP button); whether it was "in"
or "out" of the corrlidor (CORR button); or its speed (SPEED button), dis-
tance (DIST button), altitude (ALT button), and heading (HEAD buttom).

There are two buttons labeled "IFF CHAL" and "HQ ID REQ" in the upper
portion of the main display. Pg could gather new information about an
aircraft by pressing these buttons. "IFF CHAL" stands for “IFF Challenge,"
which i{s sending an electronic interrogation signal to which friendly
aircraft can respond automatically unless their equipment has malfunc-
tioned, they do not have an IFF transponder, or their codes are set im-
properly. Although typical air defense systems simultaneously challenge
multiple targets, an IFF challenge could be placed only against the hooked
target in the testbed in order for us to examine the Ps' information-
processing (and search) strategies. The "HQ ID REQ" button was used to
contact higher headquarters (HQ) to ask them for the identification of the
hooked target. The answer to the P’'s request appeared to the right of the
button. If the P received “unknown" in response, this meant that head-
quarters did not know the identification of tha aircraft. Figure 3-3 shows
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all the information for the "hooked aircraft" in the right-hand safe-
passage corridor.

The Ps were told that, in general, there were more hostiles than
friendlies, and that some of the information (called "cues") were better
discriminators than others. Ps were shown the table below, which indicates
which cues were the strongest indicators for each type of target, and which
had a lot of uncertainty associated with them in the testbed’'s simulation.
Although the diagnosticity of the cues in our simulation match those in an
actual air defense environment moderately well, distinct differences (e.g.,
that for "HQ ID Hostile" or "Corridor Two Out") did develop in the simula-
tion because of the effort to create "test cases," that is, targets that
would be difficult to identify. We showed Ps the diagnosticity table to
minimize the extent to which these differences affected Ps’ performance.

Cues Indicating FRIEND Cues Indicating FOE Non-Definitive
Value Strength value Strength
IFF Positive Very Streng Corridor OUT Strong HQ ID Unknown
HQ ID Friend Very Strong HQ ID Hostile Strong Popup (all values)
Corridor IN Strong Jammer Strong Non-Jammer
Corridor One Out Moderate {FF No Response Moderate Corridor Two Out

As can be seen from the above table, performing an "IFF Challenge"
and a "HQ ID Request" were by far the most diagnostic pieces of informa-
tion. Two actions were taken to prevent Ps from mechanically hooking a
target and pressing the buttons for those two pieces of information in or-
der to increase the judgmental aspects of the problem. First, penalties
were attached to "IFF Challenge" and "HQ ID Request." In particular, a
point penalty was attached to the former and a time penalty to the latter.

Performing an IFF challenge in the "real world" opens an air defender
to exploitation (i.e., attack) by enemy aircraft. To represent this situa-
tion, Ps were (randomly) exploited 10% of the times they issued an "IFF
Challenge." If exploited, they lost 10 poirnts and were notified in the
lower left-hand corner of the display. Requesting an "HQ ID* takes time to
perform in an actual air defense environment. To represent this, it took 4
seconds for Ps to get a response to their requests. During this time they
could get information about the hooked target, but they could not hook
another target. If the Ps performed an "IFF CHAL" or requested an HQ ID
for a hooked target, they could recall the information from their database
at a8 later time without incurring a point or time penalty. This was done
by rehooking the target and hitting the "IFF" and "HQ* buttons located
beneath the *SPEED" and "CORR* buttons.

The second action taken was to make avajilable information par-
ticularly salient for certain targets so that there would be no need to
press the "IFF CHAL" and "HQ ID REQ" buttons. This was accomplished by
sending Ps messages from headquarters about certain targets. This informa-
tion appeared in the MESSAGE box. For example, a message might have lookesd
as follows:
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(1) Hostile Group Profile
(1) Popup=No:Corr=Two out
(1) Alt=11,000:Speed=1200

The number in the parentheses indicated that this was Message #l.
"Hostile Group Profile" meant that the message described a group of targets
that was known to be hostile. "Popup=No:Corr=Two out" told Ps that the
hostiles did not pop-up and that, although they could be within the lateral
boundaries of both corridors, their speed and altitude did not match the
parameters of the safe-passage corridors. In particular, the hostiles had
an altitude of approximately 11,000 feet and a speed of approximately 1200
knots. No friendly aircraft were at that altitude and speed specified in
the messages. The message was in effect for no more than ten minutes,
depending upon how long it took the hostile group to leave the radar
screen. (Note: After those ten minutes, friendly aircraft might appear at
the altitudes and speeds identified in the message.)

We used a secondary task to obtain an objective measure of workload.
Specifically, while Pg were performing the target identification task, they
had to acknowledge orders from higher headquarters. These orders were rep-
resented b a light in the upper right-hand corner of the radar display.

It is labeled "RL" in Figures 3-2 and 3-3. This light went on throughout
the session based on a Poisson distribution. It stayed on for 3 seconds.
In an effort to ensure that Ps responded to the secondary task, (a) Ps were
toid to acknowledge the RL as fast as possible, and (b) if they failed to
respond within 3 seconds, they lost 2 points. We obtained accuracy
measures by asking Ps to press the middle button on the mouse when the
light was red, and the right-hand button on the mouse when the light was
green. The buttons were color-coded. Ps obtained 1 point every time they
responded correctly within the time limit; they lost 1 point if they
responded incorrectly.

The Ps' total "running" score appeared at the bottom of the feedback
box in the lower left-hand cormer of the display. The total score was a
function of: (1) the number of aircraft identified correctly; (2) the num-
ber of points lost through the exploitation of IFF challenges; and (3) the
number of points gained or lost through acknowledgments of the response
light. Ps were told that the worst possible score they could obtain at the
end of an attack phase was -400 points and that the best possible score was
+1500 points in an effort to help them evaluate their performances.

Ve now turn to a description of Shafer‘'s theory of evidence, which
was used and expanded upon by the research team to guide the machine's in-
ference process. The material below is, in large part, an abridged version
of a much more detailed discussion found {n Cohen, Watson, and Barrett
(1985).

3.3 Sshafex's Theory of Evidence
In the theory of belief functions introduced by Shafer (1976),

Bayesian probabilities are replaced by a concept of evidential support.
The contrast, according to Shafer (1981; Shafer and Tversky, 1983) is be-
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tween the chance that a hypothesis is true, on the one hand, and the chance
that the evidence means (or proves) that the hypothesis is true, on the
other. Thus, we shift focus from truth of a hypothesis (in Bayesian
Theory) to the evaluation of an evidential argument (in Shafer’s Theory).
By stressing the link between evidence and hypothesis, Shafer’'s system (a)
is able to provide an explicit measure of quality of evidence or ignorance
(i.e., the chance that the evidence is not linked to the hypothesis by a
valid argument); (b) is less prone to require a degree of definiteness in
inputs that exceeds the knowledge of the expert, and (c) permits segmenta-
tion of reasoning into analyses that depend on independent bodies of
evidence. We will find that each of these properties can contribute sig-
nificantly to the representation of uncertainty.

In Shafer’s system, the support for a hypothesis and for its comple-
ment need not add to unity. For example, if a witness with poor eyesight
reports the presence of an enemy antiaircraft installation at a specific
location, there is a certain probability that his eyesight was adequate on
the relevant occasion and a certain probability that it was not, hence,
that the evidence is irrelevant. In the first case, the evidence proves
the artillery is there. In neither case cculd the evidence prove the ar-
tillery is not there.

To the extent that the sum of support for a hypothesis and its
complement falls short of unity, there is "uncommitted"™ support, that is,
the argument based on the present evidence is unreliable. Evidential sup-
port for a hypothesis is a lower bound on the probability of its being
true, since the hypothesis could be true even though our evidence fails to
demonstrate it. The upper bound is giver. by supposing that all present
evidence that is consistent with the truth of the hypothesis were in fact
to prove it. The interval between lower and upper bounds--that is, the
range of permissible belief--thus reflects the unreliability of current ai-
guments. This concept is closely related to complcteness of evidence,
since the more unreliable an argument is, the more changeable the resulting
beliefs are as new evidence (with associated arguments) is discovered.
These concepts are not directly captured by Bayesian probabilities.

In Shafer’'s calculus, support m(:) is allocated not to hypotheses,
but to sets of hypotheses. As with probability, however, the total support
across these subsets will sum to 1, and each support m(-) will be between 0
and 1. It is natural, then, to say that m(-) gives the probability that
what the evidence means {s that the truth lies somewhere in the indicated
subset.

Suppose, for example, that we have thres hypotheses of interest: H,,
Hy, and Ry. Ve feel the evidence either means that Hy is true, or that (H)
or Hy) is true, or that it is not telling us anything (i.e., (H; or H, or
Hq) gs true), and that the weight of evidence is just as strong with each
possibility. 1In that case, a(liy) - n({H, or H3)) = n((B, or Hy ox H4)) =
1/3. In a Bayesian analysis, arbitrary éeclsions would have to be made
about ailocating probability within these subsets, requiring judgments that
are unsupported by the evidence.




This same device, of allocating support to subsets of hypotheses,
enables us to represent the reliability of probability assessments. Sup-
pose, for example, that a certain type of seismic reading has been as-
sociated with seismic activity 70% of the time and with nuclear tests 30%
of the time based on past frequency data. If we are confident that seismic
data now being analyzed are representative of this set, we may have
m(earthquake) = .7 and m(nuclear test) = .3, But if there is reason to
doubt the relevance of the frequency data to the present problem (e.g., be-
cause the frequency data come from U.S, tests and seismic data from other
geological regions). we may discount this support function by allocating
some percentage of support to the universal set. For example, with a dis-
count rate of 30%, we get m(earthquake) = .49, m(nuclear test) = .21, and
m( {earthquake, nuclear test}) = .30, The latter reflects the chance that
the frequency data are irrelevant.

Similarly, within the context of the air defense experiment described
above, the unreliability of various means of intelligence collection will
reduce one'’'s belief in HQ ID. For example, we might say that "HQ ID =
Friend" has a level of unreliability such that m(H; :target is friend) = .8,
m(H,:target 1s foe) = 0, m(H3:target is uncertain, i.e., either friend or
foe) = .2, Moreover, it is possible that "HQ ID = Foe" is more unreliable
than "HQ ID = Friend." Consequently, one might obtain the following degree
of support values for "HQ ID = Foe": m(letarget is friend) = 0,
m(H,:target is foe) = .60, and m(H3:target is either friend or foe) = .40.
In developing the belief functions for the testbed, we took the direct ap-
proach of independently asking two substantive domain experts the "Degree
of Support for Friend," the "Degree of Support for Hostile," and the
*Degree of Support for Either, i.e., Don't Know," for each level on each
cue. We then met jointly with both experts to resolve differences.

Shafer’s belief function Bel(:) summarizes the implications of the
n(-) for a given subset of hypotheses. Bel(A) is defined as the total sup-
port for all subsets of hypotheses contained within A; in other words,
Bel(A) is the probability that the evidence implies that the truth is in A.
The plausibility function P1(-) is the total support for all subsets which
overlap with a given subset. Thus, P1(A) equals 1-Bel(A); i.e., the proba-
bility that the evidence does not imply the truth to be in not-A. Imn the
example above, we get:

Bel(ﬂ3) - u(HB) - 1/3;
P1(Hy) = 1-Bel(iiij or Hy)) = 1;
Bel{(ﬂl or Hy)) = n(H3) + n((Hl or Hq)) = 2/3;
P1((H) or H3l) = 1-Bel((H;)) = 1.
Thus far, we have focused on the representation of uncertainty in
Shafer’'s system. For it to be a useful calculus, ve need a procedure for

inferring degrees of belief in hypotheses in the light of more than one
piccz of ovidence. This is accomplished in Shafer's theory by Dempster’s
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rule. The essential intuition is simply that the "meaning" of the combina-
tion of two pieces of evidence is the intersection, or common element, of
the two subsets constituting their separate meanings. For example, if
evidence E, proves {Hj or H,}, and evidence E, proves (Hy or Ha}, then the
combination Eq + E, proves Hy. Since the two pieces of evidence are as-
sumed to be independent, the probability of any given combination of mean-
ings is the product of their separate probabilities.

Let X be a set of hypotheses Hy, Hyy ..., , and write 2X for the
power set of X, that is, the set of all subsets of X. Thus, a member of 2
will be a subset of hypotheses, such as {Hy, Hg, H,}, H3, or {H;, Hy, H,,
H,)}, etc. Then if my(A) is the support given to A by one piece of
evidence, and nz(A) s the support given by a second piece of evidence,
Dempster’s rule is that the support that should be given to A by the two
pieces of evidence is:

L m(A)my(Ay)
AjnA,=A
- ) my(A)my(ay)’
AjnAy=¢ "

m12(A) =

The numerator here is the sum of the products of support for all pairs of
subsets Ay, A, whose intersection is precisely A. The denominator is a
normalizing factor which ensures that @y9(+) sums to 1, by eliminating sup-
port for impossible combinations.

The m("Degree of Support for Either, i.e., Don’'t Know") represents
the level of uncertainty in the evidence, and this value can range from 0
to 1.0 such that the sum of the evidential values equals 1.0. In addition
to uncertainty, there is conflict when different pieces of evidence occur
supporting different hypotheses (e.g., friend and foe). Human experts
typically use conflict as a symptom of the existence of problems in the
analysis, and thus as a prompt for action (such as reexamining the
credibility of sources, reconsidering basic assumptions of the analysis, or
searching for new iuformation). The simulation for the experiment was
designed such that significant conflict occurred for certain types of tar-
gets. It was neither clear exactly what information-processing strategy Ps
would use to resolve conflicts, nor how the various conditions in the ex-
periment vould affect their strategy. Nor was it clear that Ps would use
the same strategy to resolve "uncertain® versus "conflict® cases. Shafer's
theory of evidence gives one the framework of differentiating between these
tvo types of cases and, more globally, the means for determining whether
Ps' information-processing strategy (and conclusions) match those proposed
by the theory.

3.4 Expeximent )

This section of the report describes the method and results for the
first cxperiment conducted at Fort Bliss, Texas.



3.4.1 Method. The method section for Experiment 1 is composed of
the following subsections: the experimental design, the participants, how
the factors in the design were operationalized, a description of the air
defense simulation, the procedures used when conducting the experiment, and
the dependent measures used to assess the effects of the different ex-
perimental conditions. Each subsection {s considered in turn,

3.4.1.1 Experimental Design. A repeatad measures, 2 workload (low
and high) x 3 human-machine interface (manual, cverride, and screening)
factorial design was used in Experiment 1. A completely automated condi-
tion where the system performed the target identification vask without ac-
cess to IFF, HQ ID, or message data served as a baseline condition. This
design replicated the Phase I experiment, but nov using a significantly
mere representative air defense task (and taxget simulation) with actual
air defense operators.

3.4.1.2 Participants. Fourteen U.S. Army air defense operators par-
ticipated in the experiment between 19 May-2% May 1987. All participants
were either first or second lieutenants wvho had completed the Basic Course
and vho had some experience with either the PATRIOT or HAWK air defense
system.

3.4.1.3 Operationalizing Design Facters. Warkload levels were
operationalized by manipulating the time in between which tsrgets appeared
on the radar screen. Specifically, a target appeared every 12 seconds in
the low-workload condition and every 4 seconds in the high-workload condi-
tion. This 3:1 ratio was quite similar to the 2.75:1 ratio used in the
Phase I experiment, and easy to operationalize on the testbed.

The manual, override, and screening conditions were operationalized
as follows. 1In the manual condition, Ps were told that the system would
keep track of all information about the targets but that they had to per-
form all target identifications. The concept of “conflicting information"
wvas presented in the form of the example of an aircraft that is jamming--
which suggests it is hostile--but giving a positive IFF response--which
suggests it is friendly. Ps vere reminded about how to obtain information,
and about the point and time penalties for "IFF CHAL"™ and "HQ ID REQ,"
respectively. In sum, the manual condition in Experiment 1 was operatiom-
alized basically like it was in the Phase I study, except for changes rep-
resentative of the more sophisticated defense task and simulationm.

In the override condition, Ps were told that, in addition to keeping
track of all the information about the targets, the system would also make
an initial identification of all aircraft based on: (a) vhether and where
it popped up; (b) whether it was in the corridor or not; (c) whether its
speed and altitude met the corridor parameters i{f it was in the corridor;
end (d) whether or mot it was a jammer. Afrcraft {nitially identified as a
friend vere represented as black circles. Aircraft, exept jammers, ini-
tially identified as hostile were represented as black diamonds. All jam-
oers vere initially identified as hostile by using the black )ammer syzhol.
It is important to note that the system did not have access to messages
from headquarters or the results of ar HQ ID or IFF challenge when it made
e nltial fidentification. Consequently, the override condition was
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operationalizea similarly to how it was operetionalized in the Phase I
study where the system used all the information except the "extra cue,”
which had to be searched for and processed by the human operator. One im-
prortant difference between the override and screening conditions in Experi-
ment 1 and the Phase I study, however, was that the responses to the IFF
challenge were included in the system’s identification algorithm in the
former in an effort to help maintain task representativeness with actual
air defenders.

Ps, when i{n the override condition, were told about "conflicting in-
formation" and reminded about penalties just as in the manual conditionm.
Ps also were told that unless they changed the system’s identification, it
would represent their identification when the aircraft went off the screen
or, if the aircraft was within the FEBA, when the attack session ended.
Changes in the identifications made by the Ps were color-coded. In par-
ticular, a blue circle represented an aircraft Ps identified as friend; a
red diamond represented an aircraft that Pg identified as hostile. Psg were
also told that if they changed an identification to "unknown," because they
wanted to identify another aircraft before deciding, it would be repre-
sented as a green U, and reminded that they would not get any peints for
aircraft identified as "unknown." 1If Pg identified a jammer, the jammer
symbol wes color-coded blue, red, or green depending on whether it was
identified as friend, hostile, or unknown, respectively.

Finally, when in the override condition, Ps were told that in certain
cases where aircraft moved into the corridor or out of the corridor, the
machine might change an identification from hostile to friend, or vice
versa. This could be either a good or bad action. It could be a good ac-
tion if, for example, the P made an identification before an aircraft en-
tered a safe-passage corridor and, after the aircraft entered the corridor,
the machine took this information into account. It could be a bad decision
if the machine changed an identification the P made on the basis of an HQ
ID. Ps wvere tcld to remember that the machine did not have access to the
results of an HQ ID. Consequently, if they identified a target as a friend
on the basis of an HQ ID and the aircraft left the corridor for whatever
reason, the machine could incorrectly change their identification. When-
ever the machine changed an ID, a message appeared in the message box in-
forming the 2 of this change. Pas could ‘click’ on this message with the
mouse to hook this target and then again identify the target.

When {n the screening condition, Ps vere again told that the system
kept track of all the information about all the targets, and that it also
wade an initial identification of all aircraft based on: (a) whether and
vhere {t popped-up; (b) whether it was in the corridor or not; (c) whether
its speed and altitude met the corridor parameters {f {t vas in the cor-
ridor; and (d) vhether or not it vas a jammer. Agsin, it was noted that
the system did not have access to messages fron headguarters or am HQ ID,
and it could not initiate IFF challenges. On the basis of information it
did have, the system used a blue circle to identify afircraft that clearly
appeared to be friemdly; it used a red diamond (or jammer symbol) to iden-
tify aircraft that clearly appeared to be hostile. “Firm identifications*
vere targets that had degrees of belief in Shaferian terms (see Section
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1f the system were less certain of its identification, it used a
black eircle to identify "questionable friends" and a black diamond to
identify “questionable hostiles.™ By "questionables” we meant thare was
not enough inforumation to firmly ID, hut the evidence was more in favor of
one type or another (.6 < degree of belisf < .8). The color black meant
there was no conflicting evidence. When there was conflicting information,
the system ‘ised the color purple. A purple circle represented an aircraft
that was a "questionable friend* because of conflictinz information. A
purple diamond (er jammer symbol) represented an aircreft that was a
"questionable hostile" because of conflicting information. (Note: The
colors black and purple were used to suggest the reason why the system
classified different targets as questionable. All statisrical analyses of
performance were, however, performed on the entire subset of N«57 ques-
tionable targets because we wanted to know whether the screening condition
improved performance for this class of targets, irrespective of the reason
for the classification.)

i, eirther because there was not enough information or the informa-
tion was conflicting, the system was unable to identify the aircraft on the
basis of its initial information (i.e., degree of belief < .6), the system
in the screening condition classified the aircraft as an "unknown" (a black
U). Often, however, the system indicated a "highest priority unknown."®
This was the target that, in the system’s opinion, was the most important
to ID next. The priority rating was based on the amount of uncertainty,
the amount of conflict, and the aircraft’'s "time to nearest friemdly
asset.” This unknown (U) had a purple, s0lid circle avound it. In addi-
tion, its identification number appeared at the top of the message box. Ps
could hook the *highest priority unknown" by either (1) clicking on its
identification number in the message box, which hooked it automatically, or
(2) heoking it just like any other aircraft. It is important to note that
aircraft could go off the screen classified as “unknown" if the P failed to
identify them. This is different than in the Phase 1 study wherz Ps only
had to identify threats. Censequently, in the Phase I study, it was not
possible to ascertain whether an unknown was an airciaft that the P vas um-
able (or did not have time) to {dentify (i.e., a true "unknown") or ar
aircraft that the P knew was & friemd, but did not bother to identify.
Aircraft had to be explicitly identified by Ps {with or without the system)
in all conditions in Zxpariment 1.

Finally the screening condition had all of the other capabilities
available in the override condition.

31.4.1.4 Simulation. The basic copponents of the air defense simula-
tion from the participants' perspactive are described in considersble
detail {n Section 3.2 of the report; conseguencly, only those aspects that
affected the ability to analyze performance under varicus experinmental con-
ditions are discussed here. Specifically, a 200-target simulation was
developed for subsequent test and analysis. Twenty-five targets preceded
these 200 targets under ali conditions as a means of getting participants
actively involved in the air defense task before sny targets for vhoa par-
ticipants’' performance would be analyzed appeared cn the screen. All 200
(performance) targets left the screen before the simulation ended in all
conditions. The nuaber of %argets following the 200 (performance) targets
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depended, however, on the workload condition because targets came on the
screen faster in the high-workload condition, and yet, each target still
took the same amount of time to traverse its path across the radar screen.

The 200 (performance) targets, hereafter referred to as the
*performance simulation," were constructed of three sets (or classes) of
targets on the basis of the data available to the system in the completely
automated condition, that is, prior to IFF challenges, HQ ID requests, or
messages. The three sets of targets directly match the turee identifica-
tion categories in the screening condition: "firm identification” (d=gree
of belief > .80), "questionables” (.6 < degree of bellef < .8 regardless of
conflict), and "unknowns" (degree of belief < .6). In particular, there
vere 85 "firm identification" targets, 57 "questionable* targets and 55
*unknowns.® In the completely automated condition, the couputer correctly
identified 746 (or 878) of the *firmly identified targets,” 36 (or 648) of
the "questionables,® and 27 (or 46%) of the "unknowns.® The "unknowns® are
most comparable to the test cases in the Phase I experiment, which had a p
= .50 accuracy without the extra cue.

It should be noted here for irs implications for future research that
development of the performance simulation was a slow and time-consuming task
composed of four principal activities. The first activity was to divide tar-
gets into the three target sets described above. Two DSC domain experts were
interviewed to obtain degree-cf-belief (DB) values indicating the extent to
which each cue level indicated (or pointed to) friend, foe, or don't know.

The domain experts were independently interviewed primarily by one

knowledge engineer (others assisted in the knowledge engineering , $) over
a number of sessions to cbtain independent assessments of the belf .. tues.
Meetings were then held with both domain experts to resolve areas of disagree-
ment. The belief values used to construct the performance simulation and used
in the override and screening conditions are shown in Table 3-4.

Table 2-4

Degrve of Belief Values for Individual Cue levels
(Assuming Cue Independence)
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Then, using the values for the different ievels of pop-up, jamming, and
corridor and the Dempster-Shafer algorithm described in Section 3.3 of the
report (as implemented on a spreadsheet), we created the three target types
(firmly identified, questionable, and unknown) described above.

The second principal activity was to determine the values for IFF
challenge and HQ ID for targets with the same levels on the pop-up, jam-
ming, and corridor cues so that the proportion -¥ friends and hostiles in
the simulation after IFF Challenge and HQ ID would approximate the degrees
of belief for friend and hostile prior to this information. This was im-
portant in an effort to ensure the overall representativeness of the per-
formance simulation to an actual air defense environment, as represented by
the system's degree-of-belief values, and yet create targets with conflict-
ing information for the experiment. For example, according to the
(compromise) degree-of-belief values of the two participating domain ex-
perts and the Dempster-Shafer algorithm for combining these values into
overall values, a target that, prior to an IFF response on an HQ ID, (a)
pops-up close in the safe-passage corridor, (b) is not jamming, and {c) is
at the correct speed and altitude should, in general, have an overall de-
gree of belief (Friend) = .64, DB (Hostile) = .29, and DB (Don‘t Know) =
.07.

Table 3-5 shows the table we used to construct the IFF challenge
responses and HQ IDs for the 14 targets in the performance simulation so
that 9 of them (i.e., 64%) were actually friends an. the degrees of belief
pointed to the corract action.

Tal le 3-5

The IFF Challenge and HQ ID Responses Constructed
for One Type of Target’
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Table 3-6 shows the cue diagnosticities--i.e., normalized likelihood
ratios--for individual cue levels based on the entire 200 target perfor-
mance simulation, Compariug Table 3-4 with Table 3-6 shows good com-
pacisons ir some cases (e.g., IFF response, out of corridor, heading in
corridor whon speed and altitude correct, etc.), but only moderate com-
parisons (at best) in other cases (e.g., HQ ID Hostile and Jamming).




Consequently, we concluded that we were only reasonably successful at main-
taining the representativeness of the air defense environment. For th's
reason, participants were given qualitative information about the diagnos-
ticity of individual cue levels while being trained to perform their basic
job on the system regardless of the human-machine interface condition.

Table 3-6

Diagnosticity Values for Individual Cue Levels
(Based on all Targets in Performance Simulation)

DIAGNOSTICITY DIAGNOSTICITY
CuE FOR_MFRIENDM FOR_MHOSTILEM
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The third principal activity involved in developing the simulation
was to create messages so that 28 of the 58 "unknown" targets and 28 of the
57 "questionable” targets could be perfectly identified without IFF chal-
lenges or requusts for HQ ID. This was accomplished by having the messages
focus on groups of targets that were in the safe-passage corridor, but that
had particular values for pop-up, speed, and altitude. This action was
taken in an attempt to make participants have a reason for using this in-
formation and not simply perform the identification task solely on the
basis of visual information (i.e., being out of the corridor and/or jam-
wing) or HQ ID and IFF challenges.

The fourth principal activity was developing the file of instructions
for telling ecach target where to appear on the screen and how to traverse
its path across it. A file of inforwaticn, referred to as the master file,
was created. The master file contained a target identiffication number, the
target’'s cue value for IFF, HQ ID, Pop-Up, Jamming, and Corridor, and the
target’'s true identification. The master file also contained the target
type (fighter, bomber or helicopter), the initial location of the target in
terws of distance from self and szimuth, the infitial heading of the target
in degrees north, and speed. No target was permitted to head in an upward
divection, that is, all targets had an initial heading randomly chosen to
be betveen 135 and 225 degrees. Generally, targets that did not pop-up
wvere initially located beyond the FEBA and targets that popped-up close
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were initially located between the FEBA and the second inner ring. Targets
that popped-up near the FEBA and had corridor values of in, one out, or two
out initially appeared in the top part of eithor of the two corridors.
Targets that popped-up close and had corridor values of in, one out, or two
out initially appeared in the second part of either of the safe-passage
corridors. Targets that were not pop-ups but had corridor values of in,
one out, or two out were initially located beyond the FEBA and moved into
one of the two corridors. Targets were randomly assigned their charac-
teristics based on the following guidelines.

Cuidellnes for "ome out” targets that pop-up.

Altitude:
Speed:

2000-3000
Bomber:
Fighter:

700-1000
70G-1500

Guidelines for "two out" targets that pop-up.

Altitude:
Speed:

100-2000
Bomber:
Fighter:

700-1000
700-1500

Guidelines for "in" corridor targets that pop-up.

Altitude:
Speed:

2000-3000
Bomber:
Fighter:
Helicopter:

400-500
600-699
150-220

Guidelines for "ome out® targets that do not pop-up.
Target may have either an invalid speed or an invalid altitude.

Invalid Speed
Altitude:
Speed:

Invalid Altitude
Altitude:
Speed:

2000-10000
Bomber:
Fighter:

100-2000
Bomber:
Fighter:
Helicopter:

700-1000
1G60-1500

400-500
600-699
150-220

Guidelines for targets “in" the corridor that do not pop-up.

Altitude:
Speed:

2000-10000
Bomber:
Fighter:
Helicopter:

400-699
600-699
150-220

Guidelines for targets that pop-up close and are “out" of the cor-

ridor.

Pop-Up in the Closest Friendly Half.

Altitude:
Speed:

300-3000
Bowber:
Fighter:
Helicopter:

57

400-500
400-500
150-229




Guidelines for targets that pop-up near the FEBA and are "out" of the
corridor.
Pop-up Near the FEBA.
Altitude: 300-3000
Speed: Bomber: 400-500
Fighter: 600-700
Helicopter: 150-220

The exceptions to these general guidelines were the test cases with
messages. These targets were assigned random values for speed and altitude
within a small range so that they could be identified based on the speed
and altitude values appearing in the message. The initial location of each
target was checked to ensure that its appearance on the screen was consis-
tent with the targets assigned cue values. Targets were reassigned initial
locations and/or speeds if, given their current characteristics, they could
not travel off the scope within ten time steps.

The information in the master file was then used as input into a com-
puter program that determined each target’s path across the radar scope.
For each sweep of the radar scope, the program produced a new location for
each target based on its current heading and speed. The program also
determined if the current cue values changed based on the target's new
location. For example, the program determined which direction a "no pop-
up" target with corridor value cf in, one out, or two out would have head
in order to move into the closest corridor. (This target would initially
appear beyond the FEBA and would move into a corridor.) At each sweep of
the radar scope, the program ensured that targets supposed to be in the
corridor vere indeed in the corridor and ensured that the target continued
to trace the corridor, once in it. The program produced an output file
containing each target’'s locatiou at each of the ten sweeps of the radar
scope. Every target in the simulation traveled off the radar scope by the
tenth time step. The file also contained each target’'s current cue value
at each time step, and the associated belief function with and without an
IFF Challenge, because we did not knov when or i{f a participant would per-
form an IFF Challenge on a target. All this information was stored in the
target file. The air defense experiment program then read in the informa-
tion concerning location, cue values, and belief functions to assess the
target's i{dentification and move each tsrget across the radar scope.

The targets vere displayed to the user in the order depicted in one
of six order files. The three order files for the high-workload conditions
contained 355 total targets: 25 were leading rtargets: 200 made up the per-
formance simulation; and the rest were trailing targets. The number of
trailing targets for the high-workload condition targets ensured that all
200 performance targets traveled off the radar scope before the simulation
ended. The three low-workload order files contained 265 targets: 25 were
leading targets; 200 made up the performance simulation; and the rest were
trailing targets. Ageln, the number of trailing targets for the low-
vorkload conditioa ensured that all 200 performance targets had left the
radar scope before the simulation ended. The order of the leading targets,
perfornance targets, and trailing targets was randomly determined for each
nf rhe cix files. Then the six "order files" vere randomized as part of
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the experimental design, and the experimenters were provided with instruc-
tions as to the particular order file to use,

3.4.1.5 Procedures. Each of the fourteen participants took an en-
tire work-day (approximately 8 hours not including a one-hour lunch break)
to perform the air defense task for each of the six cells in the 2 Workload
X 3 Human-Machine Interface design, Most of the time, two participants
participated each day the experiment was conducted at the ARI Field Unit'’s
offices at Fort Bliss. The participants were separated by partitions, and
they worked independently on identical testbed systems. There were two ex-
perimenters, one for each participant.

The experimenters were graduate students in the Department of
Psychology at New Mexico State University, Both experimenters had ex-
perience conducting experiments, and both had some experience with com-
puters. The experimenters were blind to the hypotheses guiding the experi-
ments, The experimenters were trained in using the testbed and conducting
the experiment by two DSC team members: a domain expert (Major, U.S. Army
Reserve) and a Ph.D. psychulogist. The experimenters were trained the day
before the experiment began; DSC personnel remained for 1 1/2 additional
days (i.e., after the experiment began) to help ensure that the experiment
was being conducted as designed.

The session with each participant began with them reading the "your
job" description in Appendix A which described the basic air defense task
as represented in the testbed and described in Section 3.2 of this report.
After they had completed reading the description, the experimenter dis-
cussed it with them to make sure they understood it, particularly the dif-
ferences between the testbed and an actual air defense systen.

The order in which the participants were tested on the different con-
ditions of the experiment was counterbalanced as shown in Table 3-7. As
can be seen, participants worked the high- and low-workload conditions for
a level of the Perscn-Machine Interface factor before moving on to another
interface level. The project team made this decision as a result of pilot
testing in order to facilitate the training of each interface condition.
After all participants said that they fully understood the “your job"
description, they were given a written description of their first interface
conditien. After the participant finished reading the description, the ex-
perimenter working with the participant would call-up a training xun of the
interface condition and demonstrate the key points of the description.
Then, the participants had an opportunity to work with the interface condl-
tion until they said they felt comfortable with ft. The first familiariza-
tion sessfon took approximately 30 minutes because the participants had to
take time familiarizing themselves with the characteristics of the testbed,
particularly using the mouse for all {nteraction with the system. Subse-
quent familiarization sessions for the other two interface conditions took
approximately 15 minutes.

After each familiarization session, participants had a practice scs-
sion siaulating an actual test session. Targets appeared on the screen
every 8 seconds, thereby representing a vorkload level halfway betveen the
actual high-and low-workload conditions. Participants vere urged to per-
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form as well as they could, but not to hesitate in asking the experimenter
questions about the system’s capabilities. The experimenters observed par-
ticipants’ performance during the practice session, pointing out only
aspects of the written system descriptions that the participants seemed not
to be considering when performing the air defense task. The practice ses-
sion for all three interface conditions took approximately one-half hour.

Table 3-7

Experiment 1: The Order of Experimental Conditions
Used for Counterbalancing

Session (in Time Order)

Participant* 1 2 3 4 S 6
13 MH1 ML2 oL3 OH2 SH3 SL1
14 OHl OL2 SL3 SH2 MH3 ML1

Gk SH1 SL2 ML3 MH2 OH3 OL1
4 ML2 MH3 OH1 OL3 SL1 SH2
5 oL2 OH3 SH1 SL3 ML1 MH2
12 SL2 SH3 MH1 ML3 0oLl OH2
10 SH3 SL1 oL2 OH1 MH2 ML3
11 OH3 OLl ML2 MH1 SH2 SL3
6 MH3 MLl SL2 SH1 OH2 OL3
15 SL3 SH2 OH1 OL2 ML1 MH3
7 oL3 OH2 MH1 ML2 SL1 SH3
8 ML3 MH2 SH1 SL2 oLl OH3
1 MHZ ML1 oL3 OH1 SH3 SL2
2 oL2 OHl SH3 sL1 ML3 MH2
3 SH2 SL1 ML3 MH1 OH3 oL2
M « Manual L. = Low Worklead

0 = Override H = High Workload

S = Screening 1,2,3 - Target Orderings

*Participants were matched randomly with rows of the table.
**Due to an error, data for Participant 9 were lost.

After answering any questions, che experimenter would then start the
designated test condition. ("Training to criterion" wvas preferred but
abandoned prior to the experiment because the project team was uncertain as
to vhether it could be implemented in a manner ensuring that every par-
ticipant completed all six cells of the design within the eight-hour time
limit.) After completing the test conditfion, the participant filled ocut a
gquestionnaire asking the participant to evaluate his/her performance, the
vorkload level, and the degree to which s/he liked working with the system.
After ccoapleting the questionnaire, the experimenter started the second
test case vith the interface condition, but now with the other workload
level. The sequence of "read systeam description, familiarization session,
practice session, first fnterface test condition, questionnaire, second
test condition, and questionnaire” was used “ur all three interface




conditions. Appendix B contains the "system description” for all th... in-
terface conditions,

3.4.1.6 Dependent Measures. There were three sets of dependent
measures in the experiment: (1) objective performance measures; (2) objec-
tive workload measures; and (3) subjective performance, workload, and
preference neasures. The measurement of participants’ performance was
straightforward because the true identity of each target was known.
Moreover, given the manner in which the 200-target simulation was con-
structed, it was possible to examine performance for different groups of
targets. Specifically, performance for the different experimental condi-
tions was examined for: (a) the entire 200-target simulation; (b) the 85
targets with a degree of belief > .80; (c) the 57 targets with a degree of
belief between .60 and .80; and (d) the 58 targets with a degree of belief
below .60 before participants collected additional information via IFF, HQ
ID, or messages. Groups (b), (c), and (d) represent, respectively, the
"firmly identified," "questionably identified,” and (d) "unknowns" clas-
sifications used in the "screening® interface. Group (d) is most com-
parable to the "p=.5 without the extra cue* targets analyzed in detail in
Phase I.

Two objective workload measures depended on the secondary task per-
formed by the participants. The first objective workload measure was the
participants’ response time to the "response light." The second measure
was their response accuracy; participants were told to press the middle
button of the mouse when the light was red snd the right-hand button of the
douse when the light was green.

Two questionnaires were used to obtain participants’ subjective per-
formance, workload, and preference measures. One qua2stionnaire was given
after the completion of each of the six test cases (i.e., one for each con-
dition in the design) and asked participants to rate (on a 9-point scale)
their performance, the level of worklead, and the degree to which they
liked working with the system. The second questionnaire was given a: the

“end of the experimental session, immediately aftexr the participants con-

pleted the questionnaire after the sixth teut case. Again, participants
were asked to rate on a 9-point scale how well they think they performed
with each of the three systems, how hard they worked to perform the
aircraft identification task with each system, and how much they liked
working with each system. In addition, each participant ratzsd how much
each cue affected his/her ability to get correct fdentifications so that we
would have a subjective measure of what information the participants com-
sidered useful. The cues were HQ ID, IFF, pop-up, corridor, speed, al-
titude, distance, heading, jammer, and messages. Copies of beth guestion-
naires can be found in Appendix C.

3.4.2 PResults. This section of the report presents the results, in
turn, for each of the three sets of dependent measures.

35.4.2.1 Performance. The perforwance results are organized accord-
ing to the target's degree of belief (in Shaferian terms) before par-
ticipants collected additional information via IFF, HQ ID, or messages. In
particuiar, Table 3-8 presents the “mean perceat correct® for each human-
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machine interface factor for each of the two workload levels, for the N=~58
targets that had a degree of belief (in Shaferian terms) below .60 (on a
1.0 scale) before participants collected additional information.

Table 3-8

Experiment 1: The "Mean Percent Correct" for N=58 Targets
with Initial Degree of Belief Below .60

Workload Factor

Low High X
Human-Machine Manual 69.8 24.5 47.2
Interface Override 72.2 53.2 62.7
Factor Screening 75.5 47.0 61.3
X - 72.5 41.6 57.1

These data are most comparable to the "p=.5 without the extra cue" data
analyzed in detail in Phase 1. The principal points to make on the basis
of repeated measures, ANOVA and paired comparisons, are as follows:

1. In contrast with Phase I we obtained a significant Main Effect
for the human-machine interface factor due to significantly
better performance in override and screening than in the manual
condition [X,~47.2, X, -62.7. Xg=61.3, SSy=.402, SSp=.351,
F(2,26)=14.894, p<. 00

2. As in Phase I, we obtained a significant Main Effect for
workload [X =72.5, Xy=41.6, SS y=d.972, SSp=.385,
F(1, 13)-201 376, p<. 801] In contrasc to Phase I, this dif-
ference was significant for each interface condition.

3. And, as in Phase I, we obtained a significant interaction.
This was primarily due to extremely low performance in the
manual-high workload condition (X=24.5). As in Phase I, ve
found no significant differences between the three conditions
under low workload. In contrast to Phase I, however, we found
no significant difference in performance in the override and
screening conditions under high workload. Both conditiomns vere
significantll better than the manual-high workload condition
iXy y=24.5, x -53 2, SSy~1.123, SSp=~.058, F(1,13)=251.239,
p<.001; x% ~47.0, SSy=.688, SSp=.235,

F(1,13)=3 Q p( 081? And, in contrast to Phase I, both
conditions under high vorkload resulted in significantly vorse
perforzance than that achieved in the manual-lowv vorkload con-
dition ( -69.8, n:SB 2, SSy=.387, SSg=.521,

F(1,13)=9. 6?1 p-.008] Ry 1=69.8, Xg =47, SS;=.727, S5p=.645,
F(1,13)=14.639, p=.002].

Tables 3-2 and 3-10 present the "mean percent correct” for the (a)

Ne57 targets with an initfal degree of belfef between .6 and .8, and (b)
the total N=ll5 targets with an initial degree of belief below .8, respec-
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tively. All the results presented above for the ANOVAs and paired com-
parisons replicated those for the N=58 targets with an initial degree of
belief < .60 with two exceptions. Specifically, the manual-low workload
condition was (a) not significantly higher than that for the override or
screening interfaces under high workload for the N=57 targets with degrees
of belief between .6 and .8, and (b) not significantly higher than
override-high workload condition, but significantly higher than the
screening-high workload condition (¥y y=70.8, Xg y=57.2, SSy=.259, SSp=.43,
F(1,13)=7.833, p=.015] for the N=115 targets witﬁ an initiag degree o%
belief < .80.

Table 3-9

Experiment 1: The "Mean Percent Correct" for N=57 Targets
with Infitial Degree of Belief Between .6 and .8

Workload Factor

Low High X
Human-Machine Manual 71.8 36.7 54.25
Interface Override 77.7 69.3 73.50
Factor Screening 77.7 67.5 72.6
X = 75.7 57.8 66.78

Table 3-10

Experiment l:- The "Mean Percent Correct" for Ne1l53 Targets
with Initial Degree of Belief Below .80

Workload Factor

Low High X
Human-Machine Manual 70.8 30.7 50.75
Interface Override 74.9 61.2 68.05
Factor Screening 76.6 57.2 66.90
X - 26.1 49.7 6..90

As indfcated in Section 3.4.1.4, 28 of the 58 “unknown" targets and
28 of the 57 “questionable® targets could be perfectly identified without
IFF challengrs or requests for HQ ID. This was accomplished by having the
messages focus on groups of targets that wvere in the safe-passage corridor,
but that had particular values for pop-up, speed, and altitude. This ac-
tion vas taken in an attempt to make participants have a reason for using
this information and not simply perform the identification task solely om
the basis of visual information (i.e., being out of the corridor and/or
jamaing) or HQ ID and IFF challenges.

Table 3-11 presents the "mean percent correct® for the N=36 targets
that could be perfectly fdentified from messages without IFF chailenges or
requests for HQ ID. Statistical tests for this subset of targets repli-
cated the results presented above for the N=58 targets with an initial de-
gtee vt belief € .6.




Table 3-11

Experiment 1: The "Mean Percent Correct" for "Message Targets"

Workload Factor

Low High X
Human-Machine Manual 70.1 33.4 51.75
Interface Override 73.4 58.9 66.15
Factor Screening 75.5 55.7 65,60
X - 73.0 49,33 61.17

Tables 3-12 and 3-13 present the "mean percent correct" for (a) the
N=85 targets with an initial degree of belief > .80, and the (b) entire
N=200 target simulation, respectively.

Table 3-12

Experiment 1: The "Mean Percent Correct" for N=85 Targets
with Initial Degree of Belief > .80

Workload Factor

Low High X
Human-Machine Manual 85.0 36.1 60.55
Interface Override 93.2 88.8 91.00
Factor Screening 90.2 8§7.1 88.65
X = 89,5 70.7 80.07
Table 3-13
Expeviment 1: The “Mean Percent Correct" for the Entire 200-
Target Simulation
Workload Factor
Low High X
Huran-Machine Hanual 76.8 33.0 54.90
Interface Override 82.7 72.9 77.80
Factor Screening §2.4 69.9 76.15
X - 60.63 56.6 69.62

Again, we obtained a significant main effect for worklead, with low
vorkload resulting in better performance than high workload for each of the
three huzan-machine interface comditions. Again, we obtained a significant
zain effect for human-machine interfiace conditioms, with override and
screening both resulting in significantly higher performance than the
manual condition for both analyses. And, ve also obtained the previous
significant vorkload x interface interactions. Again, we found that both
the override and screening conditions resulted in significantly higher per-
formance than the manual condition in only the high-vorkload condition. In
auwavaven, hGdever, in contrast to the previous analyses, ve aiso found that
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the override condition resulted in significantly higher performance than
the screening condition under high workload for both the N=85 target set
[xo ~88.8, Xg 4y=87.1, SSy~.004 SSg~.007, F(1,13)=7.937, p=.015] and for
the entire u-§03 target simulation [xo w72.9, x §=69.9, S5y=.013

=.025, F(1,13)=6.61, p=.023). 1In both cases, ﬁowever. the performance
cEieved in the override and screening conditions under high workload were
not significantly different than that achieved in the manual condition un-
der low workload.

Table 3-14 presents the percentage of targets correctly identified by
a totally automated system using only the initially available information
for different classes of targets. Examination of Tables 3-8 through 3-14
and repeated-measures, multivariate tests using the totally automated
system’s “"percent correct” score as the null hypothesis showed two prin-
cipal findings. First, using the manual interface, participants were able
to perform as well and, more often than not, better than a totally
automated system under low workload. However, they performed significantly
wvorse than a totally automated system under high workload for all com-
parisons. Second, using either the override or screening interface, par-
ticipants performed significantly better than the totally automated system
for all comparisons under low workload. They performed as well as the to-
tally automated system under high workload. The override interface also
resulted in significantly better performance than the totally automated
system using only the initially available information for all comparisons
under high worklead. However, under high workload, the screening condition
significantly outperformed only the totally automated system for targets
with an initlal degree of belief between .6 and .8. The latter results are
in sharp contrast to those obtained in the Phase I experiment. They sug-
gest that the participants were not able to effectively utilize additional
information in the high-workload condition when using the initial implemen-
tation of the screeaing interface for a highly representative air defense
scunario.

Table 3-14

Percent Correct for a Totally Autozated System (i.e.,
vith Initial Data Only) for Different Classes of Targets

Initial Degree of Belief < . - 46.55
.6 < Initial Degree of Belief < .8 - 64.28
Initia)l Degree of Belief > .8 - 87.33
Entire 200-Target Simulation - 69.00

3.6.2.2 Workload. Tvo objective vorkload measures vere develeped
tied to the secondary task performed by the participants. The results for
each measure are presented, in tura.

The fivst objective measure vas the participants’ response time to
the response light. Although \NOVAs found no significant mafin effects or
interactions, planned coaparison tests did £fnd that participants took sig-
nificantly longer, on the average, to respond to the ligh: using the over-
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ride interface when in the low- than high-workload condition [fo p~1256.7,
%o, y~1187.7, SSy=66654, SSp=65426, F(1,13)=13.24, p=.003]. '

The second objective workload measure was the accuracy of the par-
ticipants’ mean responses. ANOVAs and paired comparisons found no sig-
nificant differences in the mean response accuracies for the different con-
ditioms.

3.4.2.3 Subjective Measures. Two questionnaires were used to obtain
participants’ subjective performance, workload, and preference measures.
The results for each questionnaire are considered, in turn.

The first questionnaire was given immediately after the completion of
each condition in the design. Participants were asked to rate, on a
9-point scale, their performance, the level of workload, and the degree to
which they liked working with the system. Table 3-15 presents the mean
responses for subjective performance, workload, and preference for each of
the six conditions in the design. Higher values represent better scores oa
all three subjective measures.

Table 3-15

Experiment 1: Mean Subjective Performance, Workload,
and Preference (First Questionnaire)

(a) Subjective Performance
Workload Factor

Low digh X

Human-Machine Manual 5.67 3.73 4.70
Interface Override 6.53 6.47 6.50
Factor Screening 6.60 6.33 6.47
X - 6.27 5.51 5.89

(b) Subjective Workload
Workload Factor

) Low High X
Human-Machina Manual 5.33 3.a7 4.40
Interface Override 5.40 4.1 5.07
Factor Screening 5.93 4.9 5.43
X - 5.55 4.38 4.9?

(c) Subjective Preference
Workleoad Factor

, ~Low High X
Human-Machine Kanual 5.67 64.67 5.27
Interface Override 5.93 $.60 5.77
Factor Screening 6.900 5.73 5.87
X - 5.93 5.33 5.63

A vepeated-neasures ANOVA on the subjective performance ratings
rev!icared the significant main effects and interface x vorkload interac-
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tion obtained for the objective performance. Specifically, on the average,
participants thought they did worse in the high- than low-workload condi-
tion (xL-s 27, XH-S 51, SS5,=38.53, SSp=.115.47, F(1,14)=4.672, p=.048], and
with the manual than override or screening interfuces | .7, X5=6.5,

Xg=6.47, SSy=63.62, SSg=108.71, F(2,28)=-8.193, p=.002]. In particular,
parcicipants thought tEey performed extremely poorly in the manual-high
workload condition, as, in fact, was the case. Hovever, participants also
thought they performed significantly worse with the manual interface under
the low-workload condition than with the override and screening interfaces
under either low or high workload; this was, in fact, not the case.

An ANOVA on the subjective workioad ratings shows that participants
thought it_was easier to perform the task under the low-workload condition
=3.55, Xy=4.38, SS;=93.63, SSp=117.87, F(1,14)=11.12, p=.005]. The main
%ect for interface was not significant; however, the 1nterface x workload
interaccion was significant [SSy=5.76, SSp=22.24, F(2,28)=3.622, p=.04],
because of the great difficulty the participants perceived in the manual-
low werkload coundition.

The subjective workload results contrast sharply with the objective
workload results. This coculd be due to expected differences between objec-
tive and subjective worklead measures. However, it might also be the
result of our secondary task being perceived as part of the primary task by
our participants because they gained or lost points on the basis of their
performance in acknowledging orders from higher headquarters.

An ANOVA alsc was performed on the participants’ preference ratings.
The only significant effect was a main effect for worklead; participants
prefe red working in the low- than high-workload condition [XL-S 93,
Xy=3.63, $5y=30. 0, $8p=75.0, F(1,14)=5.6, p=.033]. Paired comparisons
sﬁouud chat participants preferred working in each of the five other condi-
tions significantly wore than they preferred working in the zarnual-low
workload condition.

The second questionnaire was given at the end of the experimental
session, immediately after the participants completed the juestionnaire
after the sixth test case. Again, participsnts vere asked to rate on a
9-point scale how well thery think they performed with each of the three
systens, hov hard they vorked to perform the aivcraft-identification task
vith each systez, and how much they liked working with each systeam. ANOVAs
found no significant differences in the uean values for the three systems
for the subjective perforzance vorklosd, or preferenca ratings. This
result, vhen taken in conjunction with the results for the first question-
naire, demonstrates the japortance of the workload factor iw participants’
subjective opinion of the systems.

The second questionnaire also asked participarts to rate how much
each cur affected their ability to cbtain correct jdentification, thus
providing a subjective measure of cus utility. The mean cue utility
ueasures aire shown in Table 3-16.
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Table 3-16

Mean Utility Rating for the Target ldentification Cues

-

IFF - 8.14

. 1
HQ 1D - 7.39 Cluster
Corridor = 6.75 ]
Speed - 5.89
Altitude = 5.75 Cluster 2
Messages = 5.57
Jamning = 5.07 |
Pop-Up = 4.36 ]
Distance - 3.35 Cluster 3
Heading = 3.35

Paired comparison tests suggest that the cues can be grouped into roughly
three clusters. Specifically, the first cluster would include IFF and HQ
ID. The mean values for these twe cues were not significantly different,
yet they were both significantly higher than all other cues at the p<.05
level. The second cluster would include corridor, speed, altitude, mes-
sages, and jamming. The mean values for these cues were not sigrificantly
different, although the comparisons for corridor versus speed, altitude,
and messages approached significance (i.e., <.10). The third cluster com-
prises pop-up, distance and heading. In almost all cases, the mean values
for the cues in the second cluster were significantly higher than the wmean
values for the cues in the third cluster.

3.4.3 Discussion. In rotal, the conditions in the first experiment
supported the hypotheses in most, but not all, cases. Specificilly, as in
Phase I, we obtained a significant main effect for vorkload. For all
classes of targets, participants' wean performance was better in the low-
than high-vorkload condition. And for all classes of targets, we obtained
a sfignificant main effect for the human-machine interface factor due to
stgnificantly better mean performance with override and screening than
zanual. And, as in Phase I, ve obtained a significant fnteraction due
primarily to the extreumely lov performance in the manual-high vorkload con-
dition. However, in stiarp contrast to Phase I when screening wvas used in
the high-vorkload condition, participants vere unable to maintain the level
of performance they achieved under the low-workload conditfon. Par-
cicipants had higher maan performance scores in the override-high workleoad
condition than in the screening-high workload condition for all groupiugs
of targets on the basis of the inttial degree-of-belief values, as wvell as
for the entire 200-tacrget simulation. For the N«8§5 targets with degree of
belief > .80, the mean values for override (io-ss.s) and screening
(X¢=87.1) under high vorkload were extremely similar, but significantly
ditferent because of the extreamely small error variance (suss of squares
for error term equaied .007). In contrast, we think the significantly
higher mean value for overricde (72.9) versus screening (69.9) in the high-
vorkload condition for zhe 200-target test case vas more a function of
(large) sample size than (small) error variance.
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It is important to note here that the two DSC team members who
trained the experimenters at the beginning of the first experiment raised
the possibility with the project team that there might be no difference be-
tween override and screeniug in high workload because they observed that a
small percentage of the targets sexe leaving the screen as "unknown” in the
screening condition. We think this occurred because the task in the Fort
Bliss experiment was more difficult than the Fhase I task, and in the
screening condition, there was a higher proportion of "unknowns" in the
Fort Bliss than Phase I simulation. Consejuently, the screening condition
in the second experiment was modified so that no targets left the screan as
"unknown;" if the participant did not have time to identify the target, the
computer classified it as Friend ¢» Hostile, depending on which hypothesis
had the highest degree of belief, just as in the override condition. This
is obviously a reasonable thing to do fox generalizing to a real combat
svstem, More importantly, it permits a better test of the valuc of over-
ride versus screening in facilitating participants’ information processing
and, in turn, performance under high-workload conditions.

We now turn to discuss the second Fort Bliss experiment. In addition
to the modified screening interface, the second experiment tested the
utility of an allocation (i.e., rule-crea:'i~n) capability under the high-
workload condition. :

3.5 Experiment 2

This secticon of the report descrides the method and results of the
second experiment conducted at Fort Bliss, Texas.

3.5.1 Method. The method section for Experiment 2 is composed of
the following subsections: the experimental design, the participants, how
the factors in the design were operationalized, a description of the air
defensa simulation, the procedures used when conducting the experiment, and
the dependent measures used to assess the effects of the different inter-
face conditions. Each subsection 1s considered, in turn.

3.5.1.\ Experimental Design. The second experiment was a within-
subject, repeated-messures design with the following five conditions, all
under high-workload only: completely manual with allocation, override
without allocation, override with allocation, screening without allocation,
and screeninyg with allocation. A completely automated condition whrre the
system performed the target identification task without access to IFF, HQ
ID, or message data served as the baseline condition.

3.5.1.2 Participants. Fourteen U.S. Army air defense operators par-
ticipated in the experiment between Z June - 19 June 1987. Al) par-
ticipants were either first or second lieutenants who had completed the
Basic Course and who had some experience with either the PATRIOT or ilAWK
air defense system. None of the participants had participated in Experi-
ment 1.

3.5.1.3 Operationalizing Design Factors. High workload was again
overationalized by having a target appear on the screen every 4 seconds, as
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in Experiment 1. This resulted in a total of 355 targets being displayed
on the screen during the course of the session., As in Experiment 1, the
200 performance targets were sandwiched between 25 leading targets to get
participants fully engaged in the task and 130 trailing targets that en-
sured that all performance targets had left the dispiay before the simula-
tion ended. The same three differently ordered files of the targets that
were used in Experiment 1 to minimize the effects of memory on performance
were also used in Experiment 2.

Except for one relatively uminor change, the override:no allocation
condition was the same as t':at used in Experiment 1. The system made an
initial identification for all incoming targets (black circles for friends
and black diamonds for foes) on the basis of (a) whether and where it
popped up; (b) whether the target was in the corridor or not; (c) whether
its speed and altitude met the corridor parameters if it was in the cor-
ridor; and (d) whether or not the target was a jammer. Participants could
override (or change) the target identification on the basis of available
and newly collected information, that is, IFF responses, HQ identifica-
tions, and messages. Again, responses to an IFF challenge went directly
into the system to maintain represer- .veness with tha2 actual air defense
domain; consequently, it also was possible for the system to change its
identification on the basls on this new information. The one change was
that the system nc longer changed an aircraft identification made by the
participant {f the aircraft subsequently moved into or out of the corridor.
While this "change in identification" happened seldom in Experiment 1
(e.g., €5 times per session, on the average), participants found it par-
ticularly disconcerting when the system changed an identification that the
subject made on the basis of "HQ ID" information, which the system did not
havs.

The screening:no allocation condition was basically the same as that
used Iin Experiment 1. When, on the basis of the initially available infor-
mation (which was the same information initially available in the override
condition), the target had a degree of belief >.80, the target identified
the target as "firmly identifiecd; foes were red diamonds and friends were
blue circles. When the target had an initial degree of belief between .60
and .80, the system classified the target as either a “"questionable friend"
(circle) or a "questionable foe" (diamond), and indicated whether this was
due to uncertainty, by using the color black, or conflict, by using the
color purple. If the system was unable to identify the target because of
either uncertainty or conflict (i.e., degree of belief <.60), the system
classified the target as unknown (a black circle). The "highest priority
unknown® was identified by a purple, solid circle around it.

There were, however, two changes in the screening condition in Ex-
periment 2. First, the screening condition in the second experiment was
modified so that no targets left the scrmen as "unknown;" if the P did not
have time to identify the target, the computer classified it as friend or
foe depending on which hypothesis had the highest degree of belief, just as
in the override condition. And, second, as in the override condition, the
system no longer changed an identification made by the participant.
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In the manual:allocation condition, the participants were still
responsible for identifying all targets, but now they could "allocate" some
of the decision making to the system by creating rules that the system
could use to identify incoming aircraft. Fox example, participants (23)
could tell the system to identify all jammers as hostile, and the system
would do so automatically. Or, for example, Pg could tell the system to
automatically identify all aircraft in a safe-passage corridor with the
correct speed and altitude as friends, and so forth.

The allocation capability worked the same in the manual:allocation,
override:allccation, and screening:allocation conditions. Before beginning
an attack phase, the Ps had the cpportunity to create identification rules.
The system started off with the display shown in Figure 3-4. Table 3-17
identifies the options for each button in the rule-cieation component of
the system. For example, the POPUP button had four options: No, Close,
Feba, and Yes. The CORR button had five options: In, One-Out, Two-Out,
Out, and N/A. Let us assume, for example, that the P wanted to say that
all jammers were to be identified as hostile. The P would move the mouse
to the JAMM button and click the left mouse buttcen. When YES came up. in-
dicatin_ that the P was referring to jammers, the P would then go over to
the RESULT column in the far left-hand corner of the display and click-on
"Hostile," implying that the P wanted all jammers to be identified as hos-
tile. Then, the P would click-on "Save Rule," which is directly belo'r the
"Hostile" button, to save the identification rule. The system now under-
stands that all jammers are to be idencified automatically as hostile.

If Ps now clicked on RULES at the top of the display, making sure to
hold down the mouse button, tihey would see that a rule called R6(H) had
been created. At any time, the Pg could move the mouse over R6(H) and lift
their finger off the mouse button. The values of the R6(H) identification
rule would then appear on the screen; that is, "jammers are hostile." 1If
Ps wanted to erase this rule, they need to click-on "Clear Rule" directly
helow "Save Rule." As another example, i{f Ps wanted all aircraft doing
everything correct in the corridor to be identified as friend, they would
do the following:

. click-on CORR until it read In;
] click-on Friend; and
. click-on Save Rule.

Refore creating a new rule, Ps needed to select a rule number. To do
this, they (1) clicked-on RULES, and (2) while pressing the mouse button,
moved the mouse to an empty rule and released the mouse button., Initially,
rule R6 was selected for the P because the first five spaces for saving
rules in the RULES box were listed under MES3AGE., Message rules were ex-
ascuted first by the system because they indicated rules that were created
to identify specific groups of aircraft with the characteristics indicated
in messages. For example, assume Ps received the message below:

(1) Hostilae Group Profile

(1) Popup=No: Corr=TwoOut
(1) Alt=11,000: Speed=1200
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Table 3-17

Rule Work Sheet

Rule # _

CIno:
CarD:

(altitud
band, feet)

(knots)

I :

CITA)
(Time to
Asset)

FRIEND
HOSTILE
UNKNOWN

NO
CLOSE
FEBA
YES

IN
ONE OUT
TWO OUT
oUT
N/A

POSITIVE

NEGATIVE
NO CHAL

UNKNOWN

YES
NO

1 MIN
2 MIN
3 MIN
3 MIN+

M,0

(Target did not pop up)

(Target popped up close to friendly asset)
(Target popped up near FEBA)

(Target popped up close or near FEBA)

(Target in corridor, speed and altitude are correct)
(Target in corridor, speed or altitude incorrect)
(Target in corridor, speed and altitude incorrect)
(Target not in corridor)

(Targets have not reached corridor entrance)

(Targets that have been challenged, respond as

FRIEND)

(Targets that have been challenged, no response)
(Targets that have not been challenged)

(All unknown targets)

0:1009
1000:2000
2000:5000
5000:10000

10000:80000
80000+

0:200
200:400
400:600
600:800
800:1000

1000+

(All targets
(All targets

(All targets
(All targets
(All targets
(All targets
assets)
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that are not jamming)

vithin 1 minute from friendly assets)
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They could create a rule that identified all these aircraft as hostile by
doing the following:

select Rule MR1; -

click-on POPUP until it read No;
click-on CORR until it read TwoOut;
click-on ALT until it read 10000-80000;
click-on SPEED until it read 1000+;
click-on Hostile; and

click-on Save Rule.

This rule would be stored as MR1(H) in the Message category under the RULES
menu. It would identify all aircreft as hostile with the above charac-
teristics. Ps needed to erase or ‘clear' this rule from the RULES menu
when this message (i.e., Message 1) disappeared from the message box be-
cause all the hostile aircraft with these (message) characteristics had
left the screen.

23 could create as many rules as they liked before and during an at-
tack phase. The message rules always were executed first. The other rules
wera executed in the order that they were listed. It was emphasized that
this order was important. For example, if Ps wanted all jammers to be hos-
tile and any other aircraft that were traveling correctly within a coiridor
to be friendly, then the rule for jammers had to come before the corridor
rule. (Note: .Although this sounds complicated, it was readily communi-
cated during training.)

In the manual:allocation condition, any target not covered by a rule
was identified as unknown; a target not covered by a rule in the
override:allocation condition was identified as friend or foe on the basis
of the initial information; and, in the screening condition, identification
was based on the degree of belief (i.e., <.6, between .6 and .8, and 2>.8)
for the initial information. (The written descrip '-n of these three con-
ditions given to the participants is found in Appendix D of this report.)

3.5.1.4 Simulation. The air defense simulation used in the high-
worload condition in Experiment 1 was used in Experiment 2. The simula-
tion is discussed in detail in Section 3.4.1.4 of this report.

3.5.1.5 Procedures. The same basic procedures as those used in Ex-

periment 1 were used in Experiment 2. Each of the fourteen participants
took an entire workday (approximately 8 hours, not including a one-hour
lunch break) to perform the air defense task for each of the five interface
conditions in the design. Most of the time, two participants participated
each day the experiment was conducted at the ARI Field Unit's offices at
Furt Bliss. The participants were separated by parti<ions, and they worked
independently on identical testbed systems. In addition, there were two
experimenters, one for each participant.

The session with the participants began with them reading the "your
job" description in Appendix A which described the basic air defense task
as represented in the testbed and described in Section 3.2 of this report.
After they had completed reading the description, the experimenter dis-

74




cussed it with them to make sure they understood it, particularly the dif-
ferences between the testbed and an actusl air defense system.

The order with which the participants were run through he different
conditions of the experiment was counterbalanced as shown in Table 3-18.
After all participants said that they fully understood the "your job"
description, they were given a written description of their first interface
condition. After the participant finished reading the description, the ex-
perimenter working with the participant would call-up a training rule of
the interface condition and demonstrate the key points of the description.
Then, the participants had an opportunity to work with the interface condi-
tion until they said they felt comfortable with it. The first familiariza-
tion session took approximately 30 minutes because the participants had to
take time familiarizing themselves with the characteristics of the testbed,
particularly using the mouse for all interaction with the system. Also,
the first session with an "allocation condition" took approximately 30
minutes of training. Subsequent familiarization sessions for the other in-
terface conditions took approximately 15 minutes.

Table 3-18

Experiment 2: The Order of Experimental Conditions
Used for Counterbalancing

Session (in Time Order)

Participant* 1 2 3 b N

5 MA2 SA3 SN1 ON3 0A2

11 ON2 0A3 MAl SA3 SN2

3 SN2 SA3 oAl ON3 MA2

14 MAl SN2 SA3 0A2 ON1

9 cal oN2 MA3 SN2 SAl

15 SN1 SA2 0A3 ON2 MAL

2 MA3 SAl SN2 OoN1 0A3

1 ON3 0Al MA2 SAl SN3

7 SA3 SN1 ON2 0Al MA3

13 SA2 SN3 MAl ON3 0A2

10 ON2 0A. SAl SN3 MA2

12 LiA2 ON3 0Al SA3 SN2

4 SN1 SA2 MAJ 0A2 ON1

6 0Al ON2 SN3 SA2 MAl

B MAl 0A2 ON3 SN2 SAl

M = Manual A« Allocation

0 = Override N = No Allocation

§ = Screening 1,2,3 = Target Orderings

*Participants were matched randomly with rows of the table.

**Only 14 of the 15 requested participants were available for the
experiment. The sessions were not conducted for "Participant 8" to
minimize counterbalancing effects.
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After each familiarization session, participants had a practice ses-
sion simulating an actusl test session. Targets appeared on the screen
every 4 seconds, just like the test sessions. Participants were urged to
perform as well as they could, but not.to hesitate in asking the ex-
perimenter questions about the system’s capabilities. The experimentexs
observed participants’ performance during the practice session, pointing-
out only aspects of the written system descriptions that the participants
seemed not to be considering when performing the air defense task. The
practice session for each interface condition took approximately one-half
aour.

After answering any questions, the experimenter would then start the
designated test condition. After completing the test condition, the par-
ticipant filled out a questionnaire asking the participant to evaluate
his/her performance, the workload level, and the degree to which s/he liked
working with the system. After completing the questionnaire, the ex-

- perimenter would start the second interface condition. The sequence of

*read system description, familiarization session, practice session, first
interface test condition, questionnaire, second test condition, and ques-
tionnaire" was used for all three interface conditions.

The seme two experimenters who participated in Experiment 1 also par-
ticipated in Experiment 2. The experimenters were trained in how to
operate the three allocation conditions by a DSC team member the day before
the experiment began. The DSC team member remained for an additional day
(i.e., after the experiment began) to help ensure that the experiment was
being conducted as designed. As in Experiment 1, the experimenters were
blind to the hypotheses g.iding the experiment.

3.5.1.6 Dependent Measures. There were four sets of dependant
measures in the experiment: (1) objective performance measures; (2) objec-
tive workload measures; (3) subjective performance, workload, and
preference measures; and (4) measures of participants’ information-
processing strategies. The first three sets of dependent measures were the
same a3 those used in Experiment 1, and are not discussed here. The
information-precessing measures included (a) the percentage of targets
hookad; (b) the length of hooking (in seconds); (c¢)'the order in which cues
were used; and (d) the types of rules participants created in the alloca-
tion conditions.

It is important to note that the information-processing analyses were
& long, slow time-consuming process. All of the participants’' mouse
clicks while performing the experiment were stored in data files on the
IBN-AT testbeds. These data files had to be reduced for analysis. This
required the development of some computer programs for data reduction, the
subsequont transfer of the reduced data files to spreadsheets for format-
ting and, finally, their input into the statistical package. TIherefore,
due to time and rusource constraints, the information-processing analyses
were performed only for Experiment 2. This experiment was selected because
it included the allocation conditions in addition to the basic, override
and screening condition. Consequently, the second Fort Bliss experiment
represented tha best situation for proposing information-processing
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guidelines for future applications based on our theoretical position and
empirical results,

3.5.2 Results. This section of the report presents the results, in
turn, for each of the four sets of dependent measures. .

3.5.2.1 Performance. The performance results are organized accord-
ing to the target's degree of telief (in Shaferian terms) before par-
ticipants collected additional information via IFF, HQ ID, or messages. In
particular, Table 3-19 presents the "mean percent correct" for each human-
machine interface condition for the N=58 targets that had a degree of
belief (in Shaferian terms) below .60 (on a 1.0 scale) before participants
collected additional information. In addition, Table 3-19 presents the
mean performance score for the high workload-manual condition from the
first Fort Bliss experiment for comparison purposes.

Table 3-19

Experiment 2: The "Mean Percent Correct* for N=56 Targets
with Initial Degree of Belief < .60

Allocation (i.e., Rule-Creation) Capability

No Allocation ! Allocation

Capability Capability
Human-Machine | Completely Manual | 24, 5% 57.4
Interface Override 59.6 69.7
Factor Screening 4.2 75.6

*Data from High-Workload Manual Condition in Experiment 1

The principal results are presented below. Paired comparison tests
were perforwed only for the five conditions in Experiment 2.

1. Examination cf Table 3-19 shows that all five conditions in Ex-
periment 2 markedly improved performance over that achieved in
the manual: high-workload condition in Experiment 1.
Noreover, all five conditions performed better than the totally
autonated system (percent correct = 46.55) for the sat of tar-
gets with an fnitial degree of belief < .60.

2. In contrast with Experiment 1, screening without allocation
resulted in significantly higher performance for targets with
initial deprees of belief < .60 than uid override without al-
location [X? A=99.6, x NA™74.2, 5Sy=.306, SSg=. 098,

F(1,13)=40 $§ p<. 001] Thin 1ndicates that the statistically
equivalent level of performance obtained in Experiment 1 was a
function of the screening ‘nterface permitting targets to leave
the display classified as "unknowm" instead of classifying the
targets on the basis of available information, as in Experiment
2. Moreover, screening without allocation resulted in sig-
pificantly better performance than that achieved in the manual
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vith allocation condition [Xg.ya=74.2, Xy.p=57.4, SSy=.404,
$Sp=.481, F(1,13)=10.930, p-.ogﬁj. A

3. Having an allocation capability, that is, the ability to create
rules on-line for the computer to use in identifying targets,
significently improved performance for ths manual and override
conditions [xo;ua'59-5- xO:A769'7' §Sy=~.15, SSE-.IOZ,
F(1,13)=19.155, p=.001}, but not the screening condition. In
fact, override with allocation (io. =69.7) did not perform sig-
nificantly worse¢ than screening wiﬁﬁ allocation (Xg.,=75.6);
both performed significantly better than manual with allocation
at the p<.0l significance level [e.g., X5.,=69.7, Xy.p=57.4,
SSy=.221, S$Sg=.307, F(1,13)=9.355, p=.009].

Table 3-20 presents the "mean percent correct® for the N=57 targets,
with an initial degree of belief between .6 and .8.

Table 3-20

Experiment 2: The "Mean Percent Correct" for N=57 Targets
with Initial Degree of Belief Between .6 and .8

Allocation (i.e., Rule-Creation) Capabilit

No Allocation Allocation

Capability Capability
Human-Machine | Completely Manual 36.7* 66.2
Interface Override 72.1 77.1
Factor " | Screening 67.2 76.1

*Data from High-Workload Manual Condition in Experiment 1

The principal findings wire as follows:

1. all five conditions significantly improved performance over
that achieved in the manual:high-workload condition in Sxperi-
went 1. However, the screening without allocation and manual
with allocation conditions in Experiment 2 did not improve per-
formance over that achieved with the totally automated system
(percent correct = 64.28).

2. The override:no allocation condition resulted in significantly
better performance for targets with an initial degree of belief
between .6 and .8 than did screening:no allocation [Xg.na=72.1,
Xg.NA=67.2. S5,;=.033, S5p=.073, F(1,13)=5.974, p=.03), and ap-
proached significance for the manusl:allocation condition
(iobug‘72~1' Ky.pA=66.2. §8,=.049, SSg=.153, F(1,13)=4.125,
.063].

3. Having an allocation capability improved performance for all
three interfaces. Even wichout a statistical test, there {s a
marked increase in performance for the manual:allocation condi-
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tion over that achieved with the manual:no allocation condition
under high workload. In addition, screening with an allocation
capability resulted in a significant improvement in performance
over that achieved without allocation [X a=76.1, X NA-67 2.
SSy=.111, SSp=.237, F(1, 13)=6.073, p-. 03? Althoug "perfor-
mance for the override condition improved with an allocation
capability (X A~77.1, ﬁo Na=72.1), the increase was not sig-
nificant (p=. ) Override with allecation did, however, result
in significantly better performance than the manual:allocation
condition [X5.,=77.1, Xy.,=66.2. SSy=.166, SSp~.190,
F(1,13)=11,365, p=.005], and the screening no allocation condi-
tion [io:A-77.1 XS.NA'67 2. SSp=.137, SSp=.243, F(1,13)=7.346,
p=.018]. The increase in performance achieved with
screening:allocation over that achieved with manual:allocation
approached significance [Xc.,=76.1, =56.2. SS;;=.137,
§Sp=.439, F(1,13)=4.067, p§ 865] Xa A H

Table 3-21 presents the "mean percent correct" for the N=115 targets
for which the initial degree of belief was <.80. The results of paired com-
parison tests replicated all the findings for the subset of N=58 targets
with an initial degree of belief <.6, not the findings for the subset of
N=57 targets with an initial degree of belief between .6 and .8. In par-
ticular, screening without allocation resulted in significantly better per-
formance than override without allocation [is:NA-70.2. RO'NA'65 2, SS -.035.
SSE- 048, F(1,13)=9.513, p=.009}, and manual with allocation [X .

=61.1, SSy=.115, §Sg=.19, F(1,13)=7.886, p=.015] for the N-?lg cargets
witg an initial degree of belief <.8. The better performance without al-
location achieved with screening than override is a function of the much
larger mean difference Eavoring screening for targets with an initial degree
of belief <.6 (x 74,2, =59.6) than that favoring override for tar-
ets with an lnitiaﬁ degree of Qelief between .6 and .80 (X.ya~67.2,

.Na=72.1). Agiin, the allocation capability had a marked e fect for all
chree interfaces [X =30.7, )(g -61.1; ~65.2, Xn.a=72.3, S5,,-.083,

-.094, F(1,13)=11.589. p=.00 A” -7§OQ“Ai ~75. :Ass ~.035 HssE- 098,

{ 13)=4.726, p=.049), with the (now statistica significance of the in-
crease for screening being a function of the larger number of targets.
Again, the performance levels achieved for override and screening with the
allocation capability were statistically equivalent.

Table 3-21

Experiment 2: The “Nean Percert Corvect® for N-115 Targets
with Initial Degree of Belief Below .80

Allocation (i.e., Rule-Creavion) Capability

No Allocation Allocation

Capability Capability
Human-Machine | Completely Manual 30.7* 61.1
Interface Override 65.2 72.9
Factor Screening 70.2 75.2

*Data from High-Workload Manual Condition in Experisent 1
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Table 3-22 presents the "mean percent correct” for the N=56 targets
with an inicial degree of belief <.80 that could be perfectly identified by
messages. These data show the advantsge of the rule-creation capability
for messages that was available in the allocation condition. In par-
ticular, for the first and only time, manual with allocation resulted in
better performance than that achieved with the screening without allocation
and the override without alluvcation conditions, with the latter being
statistically significant [Xﬂ =75.1, Xo A=63.4, SSy=.192, SSp=.367,
F(1,13)=6.788, p=.022]. Hoteovet perfornance achieved in the
manual:allocation condition was not significantly lower than that achieved
in the override:allocation and screening:allocation condition. These
results clearly demonstrate the value of giving the human operator some
means of allocating work to the machine under high workload.

Table 3-22
Experiment 2: The "Mean Percent Correct® for N-56 “Message Targets”

Allocation (i.e., Rule-Creation) Capabilicy

No Allocation Allocation

Capability Capability
Human-Yachine | Completely Maaual 33.4% 75.1
Interface Override 63.4 77.5
Factor Screening 69.2 80.3

*Data from High-Workload Manual Comdition in Experimeat 1

Table 3-23 presents the “mean percent correct® for the N-85 targets
with an initial degree of belief >.80. These results tend to replicate
those achieved for targets with sn initial degree of belief between .6 ard
.8. First, both the screening:no allocation and manual:allocation cenil-
ticns did not improve performance over that achieved with the totally
automated system (percent correct = 87); in fact, the manual:allocation comn-
dition resulted in poorer performance (x§ A=75.1, S5y=.105, SSp-.298,
F(1,13)=4.60, p=.05]. The overrxide:no locacion. override allocation and
screening:allocation conditions did result in significantly better perfor-
wance than tha totally automated system. Second, the override:no allocation
condition resulted in significantly better perforrance than the screening:no
allocation condition {X.ya=88.7, Xg.ja=87.2, SSy=.003, SSp=.005,
¥(1,13)=7.82¢, p=.015). §n addition. oth nonallecation conditions resulted
in significantly better performance than the wanval:allocation condition
[ho na=868.7, Xyq.a=78.7, SSy~.1G, SS5p=.307, F(1,13)=5.92, p~.03; xs w872,

8.7, SSu=.103, SSp= gO F(1,15)=4.45, p=.055]. Again, the allocation
cap:bility feproved performance for all thiree interfaces. The increase for
the manual interface is again extreae; in fact, it f{s stunning howv poorly
actual air defenders performed under high-vorkload in the first experizent
for rhese "easy targets® without some (allocation) assistauce from the
zachire. Although small, the increase for the screening condition is sig-
nificant (X A—87.2, X a~88.6, SS;;=.003, SSp=.002, F(1,13)=13.471,
p=.003]. itkougb the %ncreased perfornance achieved for the
override:allocation condition cver that achieved for the
override:nonallocation condition is.not significant (ﬁb:HA'88'7' §0:A-89.7.
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=-.002, ss ~.008, F(1,13)=2.654, p=.127), it is significnnt over that
ﬂieved for the screening:allocation condition [Xo A™89.7, xs =88.6,
SS“- 002, 55g=.003, F(1,13)~7.559, p=.0C 7]

Table 3-23

Experiment 2: The "Mean Percent fTorrect” for N=85 Targets
with Initial Degree of Belief >

Allocation {i.e., Rule-Creation) Capability

No Allocation Allocation
Capability Capability
Human-Machine | Completely Manual 36.1% 78.7
Interface Override 88.7 89.7
Factor Screening 87.2 88.6 I

*Data from High-Workload Manual Condition in Experiment 1

Table 1-24 presents the “=-in percent correct” for the entire 200-
target simuiation,

Table 3-24

Experiment 2: The “Mean Percent Correct for the Entire
200-Target Simulation

Allocation (i.e., Rule-Creation) Capability

No allocation Allocation
Capability Canabilit
Huzan-Machine | Cozpletely Hanual 3.0 b 66.6
Interface Override i 75.1 | §0.0
Factor Screening | , 1.6 | 80.¢

*Data from High-Workload Manual Condition in Experiment 1

The principal vesults are as follovs:

1. The manual interface with an allocation capability resulted in
an extremely large increase in performance under high vorklead
EXH -53.6, kﬂ h&'33 0}. The performance achieved vith tha
nanual allocation interface was, however, not Jdifferemnt than
that achieved with a totally autozated system using only the
initially available information (percent correct « 59.0).
Noreover, for the entire 200-target siwmulatfon, the mean per-
forzance achieved with the manual:allocation interface vas sig-
nificantly lover than that achieved for all four of the other
inturface conditfons in Experiment 2 [e.g., kﬂ a~€3.6,

=75.1. §5,~.06, SSg=.177, F(1,13)=4.8G6, p=.055]. These
roeu ts sugsest that giving the husan operators initial target
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identifications based on rules stored in the system better gper-
mits them to take advantage of additional information not
available to the system and, thereby, improves performance over
that achieved with only a "rule-creation” capability for al-
locating tasks (in our case, target identifications).

Supporting our hypothesis, screening without allocation
resulted in significantly better performance than override
vithout allocation (Xg.ya=77.4, Xg.ya=75.1, SS,=.007, SSg~.017,
F(1,13)~5.682, p~.033]. This result was due co the substan-
tially better performance (i.e., large mean difference)
achieved with the screening:no allocation condition than the
override:no allocation condition for the N=58 targets with an
initial degree of belief <.60, for the latter condition ac-
tually resulted in small, but signi€icantly better performance
than the former for the N=57 and N=85 targets with initial de-
grees of belief between .6 and .80, and 2.80, respectively.
These results suggest that air J2fenders using a screening
capability without allocation wili indeed focus their attention
on, and perform better for, the more difficult identiffcation
targets, but that there may be costs in terms of their ability
to ensure the accurate identification of other (presumably
easicy) targets upon which their attention is not focused.

As hypothesized, the allocation capability significantly im-
proved performance for all three interfaces [X,.,=68.6,
-33.0; =80.0, «75.1, §S,=.034, SSp-.0133,
k?l“§3)~13 04 Ap— 003; X g -80.9, x H NA~77.6. gs,- 017,
S8p=.03, F(1,13)=7.386, p~. 610] Hoaever. in contrast to our
hypocheszzed rank order, override with allocation re-ulted in a
higher mean leval of performance than the rcreening without al-
location condition, although the differunce was not statisci-
cally significant {xg A~80.0, x -RA~77.4, S5y~ 01, S5p=.043,
F(1,13)=2.863, p~.114}. Horeover screening with allocation
did not result in sigaificantly better performance than ovar-
ride with allocation (xs ~80.9, X5.,=80.0, $S;=.001, $Sp=.055,
F(1,13)-.242, p=.831} Eor the entire 200-target simulation. We
have gencrated three hypotheses for explaining this result.
The first hypothesis i{s that the cllucation capability essen-
tially permits the operator ta turn the override interface into
a screening interface. 1f this were true, we would expect
operators to use differen information-processing strategies in
the ovarride:no allocation, override:allocation, and both
screening conditions, and similar strategies in the
override:allocation and both screening conditions. The second
hypothesis is that this zay be so, but the two differant inter:
faces still fostor somevhat different fnformation-processing
strategies. And the third hypothesis fs tlat there are
“ceilfing effects." and mesn performance can not excead about
.80 (or so0). VUe can categorically assert that the last
hypothesis is noz true tecause 195 of the 200 targets {i.e..
97.5%) could be correctly identified on the basis of all the
information.




We now turn to discuss the results of the information-processing
analyses.

3.5.2.2 Information-Processing Strategy. The information-processing
analyses focused on. (a) the percentage of targets hooked; (b) the length
of hooking (in seconds); (c) the number of items of infcrmation requested;
and (d) the percentage of times these items we e requested in the five in-
terface conditions in Ezperiment 2. In addition, we examined the types of
rules generated in the three allocation conditions. Each of these analyses
is considered, in turn.

Table 3-25 presents the mean values for "percentage of targets hooked
by class" for each of the five conditions and three target classes, for the
two override and twec screening conditions, and for the two nonallocation
and two allocation conditions for override and screening (i.e., not includ-
ing the manual:allocation condition).

Table 3-25

Mean Percentage of Targets Hooked by Class

Humati-Maciiine Degree of Belief Based on Initial Information
Condition <.6 .6 to .8 >. 860 X
Manual + Allecation 51.4 42.6 29.2 41.1
Override £5.4 2.9 29.2 52.5
Screening 82.0 82,4 10.8 45.1
Override + Allocation 46.4 46.9 26.3 39.9
Screening + Allocation 58.4 32.4 08.7 33.2
Override (without and
with Allocation) 1.1 5l.4 27.8 6.8
Screening (without and
_vith Allocation) 70.2 7.6 09.8 39.2
Nonallocation (0+3) é8.9 58.2 200 h9 4
Allccation {0+8) 2.4 39.6 17.5 36.6

Paired comparisons showad that participants hooked a signiiicantly
higher percentage of targets with an i{nitial degree of belfef < 60 in the
screening than override condition ia =70.2, xo-al 1, SSH-Z 054, SSE~1 057,
F(1,13)«25.253, »<.001}. 1In concrasr they hooked a significantly higher
percentage of Eargu:s with degree of belief batween .6 and .8 [fnuﬁl 4,
hs-3? 6, $8,=2.054, SSE=1.057, F(1,13)=25.253, p<.001} and 2.8 [{p27.8,

Xg -9 8, JSH-I 819, SSg~. 808, F{1,13)=29.266, p<.001] in the overrvide than
screening condition. This clearly demonstrates that the override and
screening conditions affected air defenders' information-processing
strategiss and, in turn, performance for different classes of targets. It
also affected their overall performance, for participants achieved higher
zean performance values (signiffcantly so wvithout allvcation) in the
screening than override conditions, for both the N=115 test targets and the
entire N=200 target simulatios.
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Paired comparisont also showed that when participants were in the
override and screening conditions, they hooked significantly fewer targets
with {nitial degree of belief <.60 and between .6 and .8 in The allocation
than nonallocation condition [EA-EZ.A, X A=68.9, SS=1.514, SSp~1.294,
F(1,13)=15.205, p~.002; X,=39.8, Xya=59.2, 58,=2.099, SSp=1.071, )
F(1,13)=25,406, p<.001}. Since their performance also improved in the al-
location condition, che information-processing analyses suggest that, on
the average, they were able to effectively create rules to deal with tar-
gets that they previously had to examine in the nonallocation condition.
Interestingly, the mean values for the manual:allocation condition are com-
parable to the mean of the mean values fer allocation with the override and
screening conditions, except for considerably higher values for the manual
condition for targets with an initial degree of belief >.80. Participants
did not need to focus on these targets, particularly in the screening con-
dition where they were classified as "firmly identified," as indicated by
the lower mean values for screening in both the nonallocation and alloca-
tion conditions.

Figure 3-5 graphically presents thz meau percentage o»f targets hocked
by interface condition ard initial degree of belief.

100 1
S0 ¢
ue 4
20
60 ¢
Meon % of
Targees 50 ¢
Hookea
W0 e
0 ¢ Override
Qvertide +
0 ¢ Allocation
Screening
10 ¢ Screening
allocation

.60 6 ta .8 .80

Dagrce of Belief Bagsed on
lnfcial Information

Figure 3-5. Hean percentage of targets hooked by interface
condition and initial depree of belief.

The data for the override:allocation ccndition looks similar to that for
the override:no allocation condition, except for targets with an initial
decree of belicf between .6 and .3. For this class of targets, the data
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are more similar to that for the two screening conditions. In contrast,
the data for the screening:allocation condition looks similar to that for
the screening:no allocation condition except for targets with an initial
degree of belief <.60, which is more similar to the two override condi-
tions. These data suggest that the override and screening conditions
foster different information-processing strategies. In addition, the al-
locaiion capability affects these different strategims by permitting
operators to create rules to deal with targets they had to hook previously
withcut ar allocation capability.

Teble 3-26 presents the mean values for "length of hooking by class*”
for waca of the five conditions and three target classes, for the two over-
ride and tJ0 screening conditions, and for the two nonallocation and al-
location conditions for override and screening. Examination of Table 3-26
_hows thar participants spent more time per hooking in the srreening than
override condition for all three classes of targets. Paired comparisons
showed that significance levels were p=.049, p=.059, and p~.138 for the
.6, bztween .6 and .8, and >.8 classes, respectively; the difference for
the last class did not approach significance because of a large mean
squared error term. Paired comparisons also showed that participants spent
significantly more time per hooking for the <.6 (p=.008) and between .6 and
.8 (p=.04) targets when in the allocation condition. The mean value for
the manual with allocation condition was comparable to that for the mean of
the mean values for allocation with the override and screening conditioms.

Table 3-26

Mean Length of Time (in Seconds) of Targets Hooked by Class

Huzan-Machine Degree of Belief Based or Initial Information
Condition <.6 .6 to .8 >.80 X
Manual + Allocation 13.79 13.49 12.92 13.40
Override 9.58 9.46 8.97 9.3
Screening 10.90 10.25 12.40 11.18
Overxide + Allocation 12.84 11.97 10.1R 11.67
Screening + Allocation . 14.49 15.37 20.63 16.83
Overvride (without and
with Allocation) 11.21 10.7 9.58 10.50
Screening (without and
with Allocation) 12.69 12.81 16.52 14.01
Nonallccatfon (0¢S) 10.24 9.86 10.68 10.26
Allocation (0+S) :Y.66 13.67 15.41 14.25

Figure 3-6 graphically presents the mean length of time data for the
different interface conditfons and fnitial degree-of-belief classes.
Again, the reader is caurionad that the mcan values betueen conditions wvere
not significantly different for the targets with an f{nitial degree of
belfef >.80 because of a large mean squared ervor term. Instead, the
reader should focus on the form of the functions between interface condi-
tions. Specifically, the functional form for override with allocation is
wave cimflar to that for override without allocation than the two screening
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conditions. Again, these data suggest that having an ellocation capability
did not turi the override interface into a scraening interface; it just
pernitted participants to take somewhat longer to examine targets per hook-

ing.

The third information-processing analysis was for the mean number of
items of information requested per hooking with different interfaces. The
mean number of items requestnd were override:no allocation = 2.05;
screening:no allocation=2.682; manual:allocation=2.011;
override:allocation=2.101; and screening:allocation=2.76. A repeated-
measures ANOVA found a main effect for interface [SS“-7,576. SSE~27.306,
F(1,13)=3.607, p=.011]. Examination of the means again shows a distinct
difference between the override .nd screening conditiors.

The  fourth information-processing analysis focused on the percentage
of times the participants using the differer:i interfaces requested inforaa-
tien about the four primcipal cuecs: IFF, HQ 1D, corridor, and pop-up.
These data are presented in Table 3-27, along with the row and column imeans
of the data for comparison purposes. A repeated-measures ANOVA found a
significant main effect for interface [SSy=8447.6, SSp=29,995.6,
F(4,52)=3.661, p=.011] and for cue [SSy=82,209.5, SSp=10%,924.2,
F(3,39)=10.485, p<.001]. Consistent with the dats for the mean number of
itews requested per hooking, there were lorger mean percentages for the
screening than override (and manual:alloceétion) conditions. Participants
also requested IFF and HQ ID much more frequently than information about
corridor and pop-up. Although IFF was more frequently requested than HQ ID
vhen participants were in the override conditions, and less frequently in
the screening conditions, the interaction was not statistically sig-
nificant. : '

Table 3-27

Experiment 2: Fercentage of Time Different Cues were Requested
by Condition

B HQ IFF CORR  POPUP X_
Overrides/NA 53.3 §2.4 47.4 21.0 46.0
Screening/N& 711 €3.5 $4.9 23.7 53.3
Manual /A : 48.6 61.9 38.3 11.4 &0.0
Ovexride/A 54.1 €3.6 40.0 15.9 43.4
Screening/A 69.8 63.6 58.0 24.5 540
: X 59.3 63.0 7.7 19.3 ar.3

In total, the {nformation-processing analyses suggest that par-
vicipants fecused on different types of targets, took lunger to exazine

-ther, and gathered more information about them when in the screening than

overrids condition. ¥Nith access to an allocation capability, participants

 also focused on different classes of targets and took longer to examine the
Latgets tnat they chose to e¢examine, Jetting the system use its prior rules

and those generated by the participants to deal with more of the targets.
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This "cooperative problem-sclving”" approach, under the allocation control
of the human, reculted in the best overall performance.

Table 3-28 presents rhe types of rules created by three or more par-
ticipants, as well as the numbier of instances the rule was created in to-
tal. The table is divided into two classes of rules: non-message and
message-oriented rules. Within each class, the rules are ordered by the
nuazber of instances. Examination of the non-message rules indicates that
participants primarily focused on the most diagnostic cue values (IFF +,
Corridor:In, Corridor:Out, and Jammer:Yes), as indicated by our participat-
ing domain experts in Table 3-6 of tnis report. Interestingly, all per-
ticipants did not create these rules in the manual:allocation condition;
they, of course, did not have to create them with the override and screen-
ing interfaces. Moreover, some of the less frequently creaced rules have
mulciple clauses that appear unnecessary when compared with the more fre-
quently created clauses. This suggests that more training in creating
non-message-oriented rules when using the allocation condition, or perhaps
a "knowledge-engineering” session toward this end with each participant,
could have further improved performance. The latter possibility is par-
ticularly appealing because participants appeared quite capable of using
the allocation capability to create message-oriented rules which explains
why they performed so well in identifying the message-oriented targets with
an initial degree of belief <.8. (The resder is reminded that "HQ ID*
responses did not go into the system, consaquently, no rules were created
using this highly diagnostic cue.)

Table 3-28

The Types of Rules Created by Three (or More) Participants
When Using the ‘llocation Capability

®» of » of
Type of Rule Ps  Instances
Non-Hessage Rules
IFF:+ =~ F 8 22
Coxx:ln =« F 10 21
Corr:Qut <« H 8 18
Corr:0ut and Jamaer:Yes - H ? 15
Jawnmer:Yes - H 6 14
Corrx:In and Jammer:No - F 4 7
Corr:Two-Out and Jamser:Yes = H & 7
1FFie— = H A 6
IFF:— and Jamnmer:Yes - H 4 6
IFF:+ and Corr:In = F 3 6
Corr:Two-Out - H 4 5
Message Rules
Pop-up:FEBA, Corr:Ir, Alt:2030-5000, Sp:600-800 - H 13 30
Pop-up:FEBA, Corr:Ono-Out, Alt:2000-5000, S5p:1000+ - K 13 30
Pop-up:No, Corr:Two-Out, Alec:10000-60000, Sp:1000+ - H 13 29
Pop-up:Close, Corr:In, Alt:2000-5000, Sp:6060-800 - H 12 28
Pop-up:FEBA, Corr:in, Alt:2000-5000, Sp:400-600 -~ H ) 4
fup-up.cause, Corr:In, Alt:2000-5000, Sp:400-600 - H 3 3




Examination of the rules created, the information-processing anslyses
for the mean percentage of requests for different cues, and the subjective
anglysis for cue usage all indicate that participants considered certain
cues more diagnostic than others. Moreover, although there were certainly
individuel differences, participants appzared to have a hierarchical (or
ordered) sequence they went through to process cue information. Appendix E
presents the cue-processing sequence that one of DSC’s domain experts
tended to follow in the nonallocation conditions for the manual, override,
and screening interfaces. These results indicate that actual air defenders
vorking with a realistic air defense simulation do net tend to use a
*majority-of-confirming-dimensions® strategy to process information unless,
of course, the values for different cues (i.e., dimensions) are basically
contradictory and they are forced to count the cues "pro®" and “con” the
hypotheses.

3.5.2.3 Workloac. The same two objective workload measures used in
Experiment 1 vere used in Experiment 2. Table 3-29 presents the means for
all five conditions for both measures. Examination of the data in Table
3-29 suggests that adding the allocation capability does increase workload.
The increase, however, did not tend to reach statistically significant
levels. As in Experiment 1, we found no significant effects regarding the
accuracy of the participants’ responses to the "response light.* The only
paired comparison that approached significance was greater accuracy to the
response light with screening:ronallocation than screening:allocation
[x Na™89.07, Xs A™806.64, §8,,=274.57, SSp=835.43, F(1,13)=4.27, p=.059].
Interestingly. the only statistically significant comparison for the second
cbjective workload measure, mean response tima to the response light, also
found significant workload effects for adding the allocation capability to
the screening condition (X NA™1179.1, X A=1324.6, 55,+296092.6,
SSE-330341 4, F(1,13)=11.65, p=.005). ese (vorkload) results arc consis-
tent with the information-processing analysis showing that vhen par-
ticipants vere using the screening interface and the allocation capability,
they gatherad more data and took longer to examine targets than when thay
had only the screening interface. Although screening:allocation resulted
in better performance than screening:nonallocation, one vonders if the per-
formance difference might not have bean greater except for the increased
vorkload {n the xcreening:allocation condition.

Table 3-29

Experiment 2: Hean Values for Both Objective Uorkload Measures
' for the Five Interfaces

Nean Accurscy Mean Speed (in

of Response to asec.) of Response

“Response Light" to "Response Light"
Override:No Allocation 89.21 ) 1196.6
Screening:No Allascation 89.07 i179.1
Nanual:Allocsation 85.71 1283.9
Override:Allocation 87.57 1241.9
Screeuning:Allocation 84.64 1324.6
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3.5.2.4 Subjective Measures. The same two questionnaires used in
Experiment 1 to obtain participants’ subjective performance, workload, and
preference measures were used in Experiuent 2. The results for each ques-
tionnaire are considered, in turn. i

The first questionnaire was given immediately after the completion of
each condition in the design. Participants were asked to rate, on a
9-point scale, their performance, the level of workload, and the degree to
which they liked working with the system. Table 3-30 presents the mean
responses for subjective performance, workioad, and preference for each of
the five conditions in the design. Righer values represent better scores
ot all three subjective measures.

Table 3-30

Experiment 2: Mean Subjective Performance, Workload, and
Preference (First Questionnaire)

(a) Subjective Performance
Allocation Capability

No Yes
Human-Machine Manual 3,73 5.36
Interface Dverride 5,50 6.93
Factor Screening 5.71 6.57
(b) Subjective Workload
. Allocation Capability
No Yes
Human-Machine Nanual 3o 4,14
Interface Override 4.50 6.07
Factor Screening 5.57 5.63
{¢) Subjective Preference
' Allocation Capability
No Yes
Huzan-Hachine Manual 4,67 a.79
Interface Overvide 6.5 6.6R4
Factor Scresring 3.2 6.14

*Data from Ligh workload:manual condition in Experiment 1

Exanination of Table 3-30 {ndicates that the allocstion capabilicty
had a aarked effact on the mean subjective performance rating for all three
interfaces, a result that aprees fully with the objective perforsance data.
A one-vay, vepeated-messures ANOVA on the subjective performance ratings
for the five interface conditfons in Experiment 2 wvas significant
5558-27.057. §SE§80.963. F{4%,52)=4.346, p=.004]. Paired coaparisons shoved
that the mean subjective performance for the override:allocation condition
vas not significantly different than that for the screening:allocation




condition, but that both were significantly higher than that for all other
conditions.

in addition to having the best mean subjective performance rating,
the override:allocation condition had the best mesan subjective workload
rating. In particular, paired comparisons showed that, in contrast with
the vbjective workload measures, the mean subjective workload rating for
the override:allocation condition was significantly better than that for
both the manual:allocation condition [xo A=6.07, xﬂ =4.14, S85,=52.07,
SSE-BO 93, F(1,13)=8.365, p=.013] and override:no allocation cendition
(Xg.A=6.07, xo NA=4.50, S8,=34.574, SSp=33.43, F(1,13)~13.444, p=.003].
Other significant paired comparisons included better mean subjective
workload in the screening:no allocation condition than the
manual:allocation condition [ =5.57, AmG. 14, SSy=28.57, 55p=67. 43,
F(l 13)=5,508, p=.035] and overrise no nllocation condition [Xs Na™d-57.

‘NA=4-50, SSu=16.07, S5p=30.93, F(1,13)=6.755, p=.022). However, in con-

ttast with the abjective vorkload results, parvicipants did not consider
the screening interface tv be more difficult with the allocation
capability.

Examination of the subjective preference data again shows the posi-
tive effect for the ailocation capability, although the effect for the
manual interface is small. The mean subjective preference rating for the
override:allocation condition was significantly higher than that for all
conditions except the screening:allocation condition. The mean subjective
preference rating for the screening:allocation condition was significantly
higher than that for the override:no allocation condition (x ~-68.14,

A~ -9, SSR-B7 19, §Sg=37.21, F(1,13)=8.586, p=.012], and a?most sig-

'nificancly higher (i.e., p<.10) than the manual:allocatiocn and screening:no

allocation condition.

As in Experiment 1, the second questionnaire was given at tho end of
the erperimental session in Experiment 2. Again, participants were asked
to rate on a 9-point scale how well they think they performed with each of
the systeas, how hard they worked to perform the aircraft-identification
task vith each system, and how much they liked wvorking with each system.
Table 3-31 presents thz mean responses for the three measures for each of
the five conditions; again, higher values represent better scores.

Table 3-31

Expecinent 2: Nean Subjective Performance, Vorkload, and
Preforence (Second Questionnaive; Higher Values
Represent Botter Scoras)

Performance Workload Praference
Override:No Allecation $.29 1.9 4.79
Screening:No Allacation 6.29 5.14 5.50
Kanual:Allccation 5.5%0 .79 5.4}
Qverride:Allocation 6.64 $.14 5.57
Screening:Allocation 6.50 5.64 €.4)
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(The mean valuzs for the manual condition in Experiment 1 are not included
in Table 3-3%1 because the second questiounaire in Experiment 1 did mot dis-
tinguish batween high and low worklcad; consequently, the values sre not
comparable to those in Experiment 2, which are only for high workload.)

As with the first subjective questionnaire and the objective perfor-
mance data, the override:allocation and screening:allocation conditions had
the two highest rean subjective performance ratings. Although the mean
subjective performance rating for the override:allocstion condition was not
significantly higher tnan that for the screening:no allocation condition,
it was_significantly higher than that for the override:no allocation condi-
tion {Xo =5.64, io NA™Y- 29, S8,=25.79, SSgp=27.21, F(1,13)=12.32, p=.004])
and the nanual al]ocation condition (X .A=6.66, XH =5.5, SS,~18.286,
SSg=37.714, F(1,13)=6.303, p=.026]. The mean subjective per?otmance rating
for the screening:allocation condition was significantly higher only than
that for the override:no allocation condition (xs A=6. 5. ko NASD- 29,
SSy=20.643, SSp=40.357, F(1,13)=6.65, p=.023].

The screening:allocation, override:allocation, and screening:no al-
location conditions also had the best mean subjective workload scores. 1In
contrast with the first questionnaire, however, none of the paired com-
parisons were statistically significant at the p<.03 ievel. This occurred
because of considerable variability in the subjective workload measures for
the second questionnaire and, consequently, large $Sg terms.

There also was large variability in the mean subjective preference
vatings. The only significant paired comparison was the increased
preference for the screening interface with an allocation capability
'hs A™S.43, xs NA™3- 30, SSy=12.071, SSg=32,929, F(1.13)=4.766, p=.048].

The second questionnaire also asked participarnts to rate how much
each cue affected their ability to obtain correct identification, thus
providing a subjective measure of cue utility. The mean cue utility
measures ave shown in Table 3-32.

Table 3-32

Experiment 2: Kean Utility Bating for the
Targot Identification Cues

IFF - 7.714

KHQ ID - 7.571

Corridor = 6.714 Clucter 1
Jaming = 6.571

Messages - 5.290

Speed - 4.286 |

Altitude - 3.571

Heading <~ 3.286 Cluster 2
Pop-Up - 324

Distance = 2.929 j
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Paired-compsrison tosts suggest that the cues can be grouped into roughly
two clusters. Specifically, the first cluster includes IFF, HQ ID, Cor-
ridor, Jamwing, and Messages; among these cues, the only significant dif-
ference was between IFF and Messapges [XI‘7 714, 5.29, SSp=44.643,

SSE-SB 357, F{1,13)=6.568, p= 7°24}. The second cluster includas Speed, Al-
titude, Heading, Fop-Up. znd Distance; among these cues, the only sig-
nificant dic€e: encs was bsiwcen Sneed and Distance [xs-a 286, XD~2 929,
5§S,<25.78€, SS 24, F(1,13)=7.474, . .017). A1l of the cues in the
:irst cluscer gud significarvly hfghaz mean usefulness ratings than esach
cue in the secc d cluster.

The mean usefulness ratings obtairnod in Experiment 2 are comparable
to those obtained in Experiment 1. In toth experiments, IFF, HQ ID, and
Corridor had the three highest meen recings and Heading, Pop-Up, and Dis-
tance had three lowest mean ratings. Jamming and Messages had higher mean
ratings, and Speed and Altitude had lower mean ratings in Experiment 2.

In addition, the rank-order of mean subjective ratings for IFF, HQ
iD, Corridor, arnd Pop-Up matches that obtained in the information-
processing analysis. In the latter, however, IFF and HQ 1D each had sig-
nificantly higher wmean values than Corridor.

We now turn to a discussion of the results of the Fort Bliss experi-
ments in Section 4.0 of this report.
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4.0 CONCLUSIONS

Jur research investigating the relative effectivenes:z of alternative
human-machine allocation schemes has, in large part, been guided by iwo
information-processing principles resulting from cognitive psychological
research under high-workload conditions:

(1) Decision makers should focus their attention ou those cases
that require their attenticn. Other cases should be delegated
to others (people or machines) who can solve then.

(Z) Given that people are focusing on the rases needing their at-
tention, they need to use an appropr..te information-processing
strategy to solve these cases.

These principles were supported in the Phase 1 research; under high
workload. only the “screening" condition made participants primarily attand
to the unresolved targets and, to a lesser extent, more heavily rely on the
“extra cue.” These principles vere supported in the Phase II reseavch,
particularly in the second Fort Bliss experiment; under high workload, the
best performance was achieved by adding an allocation (i.e., rule-creation)
capability to the screening and override interfaces, respectively, thereby
permitting participants to gather more information and take longer to ex-
amine those targets vequiring their attention. Both phases of our research
derongtrated that when successfully fmplementad, cooperative problem-
solving approaches between the person and the machine vere significantly
more effective than the “manual only* or *totally sutomated“ approaches to
solving coaplex inference tasks.

The above “basic principles® have been one component guiding our ef-
forts to expand the “screening” condition in Phase ! finto more collabora-
tive buman-machine allocation schemes for investigaticn in Phase II. A
second component has been the developaent of a more fundamantal theoretical
understanding of the msychological mechanisss undariying human-computer
perforcance. This second thrust makes possible a mora integrative, =more
generalizable, and more quantitative design technulogy than accuzulating
fsolated, albeit powerful, principles by permitting one to model
inforsation-processing strategies. 5y successfully linkirg models of
information-processing strategies to performance with differeat huzan-
sachine interfaces, ve have moved tovard the long-term goal, of which the
current vesearch program is but a small pavt, of developing cognitive
huzan- factors technology that is 2 theory-based, quantitatfve metheodalogy
for predicting huzan-computer systez performance under diverse conditions

in presenting the results of our experiments in Sectfons 2.0 and 3.0
of this report, wve have stayed. so to speak, very close s our data. In
closing this report, hovever, we attempt to generalize from our coentroll-d
experiments to the real-vorld Army environment. We, cf coursc, de sc with
some trepidation and urgings of caution, for additiomal experisental
research directed tovard developing models of {nformation-precessing
stratecies is required before achieving our long-term goal of developing
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cognitive human-factors technology. We fully appreciate, however, the need
to relate our findings to ongoing requirements of personnel designing
person-machine interfaces in air aefense and other Army domains. There-
fore, Sections 4.1 and 4.2 of the report discuss the results of the experi-
ments from the perspective of (a) developing guidelines for human-machine
interfaces and (b) extending both the firdings and broader theoretical and
methodological approach to other Army domains, respectively.

4.1 Toward Gu ines for Human-Compute ce

The theoretically-based rosearch performed to date supports the fol-
lowing guidelines for constructing human-computer interfaces for performing
tasks involving the identification of a large number of objects (e.g.,
aircraft) under conditions of (a) high workload and (b) high uncertainty,
because all the data are not resident in the computer’s database.

1. Design the interface to support cooperative problem solving be-
tween the human and the machine. Do not develop "manual only*
or "totally automated" systems.

2. Embed "identification" rules in the computer to give it the
capability to solve "easy" problems mot requiring the
operator’'s attention., If the workload is excessively high,
then implement some type of screening mechanism to bring
"difficult" problems to the operator's attention. It is impor-
tant to point out that both objective and subjective workload
measures indicated that workload was not excessively high with
the c¢verride interface in the two Fort Bliss experiments,
whereas it was too high in the Phase I experiment. Therefore,
the workload required by different interfaces needs to be con-
sidered from a cognitive perspective.

3. If possible, develop a flexible interface that permits the
operator to develop rules for allocating (cognitive) tasks to
the computer because this significantly imp..ves performance.
It is iwmportant to note that this capability was used exten-
sively in the second Fort Bliss experiment pcior to initiation
of the problem runs, but not often once ajrcraft began ap-
proaciing the air defense sector. Again, the workload level
for this interface needs to be seriously considered if this in-
terface is to be used "on-line,*®

4, The interface designer needs to give serjous consideration to
task characteristics. Our research indicates that interfaces
(such as the "screening" interface) that are designed to focus
attention on certain types of tasks (e.g., targets with initial
diagnosticity <.6) may cause operators %o examine more informa-
tion cbout those tasks and thus take longex to solve them,
perhaps to the detriment of other presumably easier tasks
(L.2., targets with initial diagnosticity >.6). Therefore, the
designer needs to give serious consideration to the charac-
teristics of the task environment (e.g., the distribution of
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targets with various initial diagnosticity probabilities).
Through pilot-testing efforts, the designer can develop
information-processing models for different types of inter-
faces, and via simulations, predict the anticipated performance
levels for different, but expected, distributions of task
characteristics.

5. Designers need to consider procedures for reducing the cogni-
tive workload and speeding-up the information-processing time
associated, on the average, with both the screening and the al-
location capabilities. These capabilities resulted in the best
performance in the second Fort Bliss experiment, but it appears
that operators also expanded the task to the time available.
Since even better performance was attainable in our task,
faster information-processing with the screening and allocation
capabilities may have resulted ir even better performance with
these interfaces.

6. The designer should assume that expert operators have a hierar-
chical (or ordered) sequence of cues (based on cue diagnos-
ticity) that they go through to process information. The ex-
periments with actual air defenders suggest that operators do
nrt use a "majority-of-confirming-dimensionc” strategy to
p 82 information unless, of course, (a) the values of dif-
fvcent cues are contradictory and they are forced to count
"pros and cons,*® or (b) the enviromment is such that the cues
need to be equally weighted to achieve the best prediction.
Again, all of this emphasizes the importance of understanding
and modeling the human’s information-processing strategy in or-
der to best design the human-computer interface.

4.2 JImplications foyr Army Command and Control

4.2.1 General applications. The concept for an integrated Army Com-
wand and Control System (ACCS), previously called SIGMA-STAR, will link

five battlefield functional aress: wmaneuver control, fire support, air
defense, intelligence and electronic warfare (IEW), and combat sexvice sup-
port  The Aruy is presently engaged in a significant upgrade of the sys-
tem, with the fintent that & single system would be procured for each of the
above five elements. Each of theze systems will provide for communication
and data-sharing among the various nodes within cach ¢f these elements, as
well as somwe data-sharing and comuunication between elements. Each of
these systems, in effect, represents s distributed database capability with
zaniager (commander) interface support. Systems such as the Mobile Sub-
scriber Equipuent (MSE) will link the a’ssion areas vish secure jam-
resistant communications provided by a comprehensive C” network of mobile
radios, switching centers, and telephones.

The results of the Phase II experizents i{n the air defense mission
area strongly suggest further experimental applications in the other four
areas. In the area of maneuver control, a commander wmust effectively con-
«eii Nis tactical elements, he must know where they sre located and must
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have a means by which to talk to them even in an enemy electronic counter-
measure environment, ACCS will permit battlefield cowmanders to receive
real-time combat data such as troop maneuvers and general battlefield con-
ditions. New capabilities, such as the Enhanced Position Location Reporc-
ing System (EPLRS), the Joint Tactical Information Distribution Svstem
(JTIDS), and the Maneuver Control System (MCS), are currently being
developed and fielded. Additional new capabilities may be provided by con-
cepts such as remotely piloted vehicles (RPVs) and robotics (e.g., the
Teleoperated Mobile Anti-Armor Platform (TMAP)) which will offer the com-
mander new opportunities for data gathering, analysis, and even tactizal
operations. The increased information available to the tactical battle
manager, much of it time-sensitive, has the potential to overwhelm his
decision-making capability. This information includes friendly unit loca-
tion updates down to platoon-sized elements, terrain and other battlefield
conditions, and reported enemy positions. Maneuver control includes both
real-time decision makine on the mansuver activities of ground forces as
well as longer-term considerations that may range from hours to days. A
maneuver control decision aid which allows thz commander to operate in the
screening or override modes may improve the quality of decisions.

Fire support applications are very similar to the air defense
problem. Firs support involves use of surface. . tc-surface missiles, ar-
tillery, and close-in support resources against enemy forces in support of
maneuver units. Fire planning involves assessing enemy activities, pre-
dicting target types and locations, and allocating forces against the
highest payoff targets. Larger numbers of ground targets will be available
to the fire support element because of increasing target acquisition
capabilities, including Joint Surveillance and Target Attack Radar System
(JSTARS), Advanced Field Artillery Tactical Data System (AFATDS), Quick
Look, Guardrail, and Position Locating Strike System (PLSS). As in the air
defense application, tentative taxget identifications are made using mul-
tiple sources #nd "cues" The decision maker must select target
priorities, assign weapon systems for interdiction (target distribution)
and cnordinate airspace and ground spazea.

Intelligence and electronic warfare (IEW) applications are also pos-
sible. The Joint Tactical Fusion Prograi is developing an all-source,
real-time intelligence capability for the commander, but the advantages of
such & system may be lost without a complementary decision support system.
In particular, the development of order of battle and the irtelligence
preparation of the battlefield could be autowmsted. The Order of Battle
technician i{s particularly susceptible tc make errors in judgment as infor-
nation is coming in faster than he can evaluate it.

Finally, the combat service support mission area holds applications
possibilities. The new Tactical Aray Combat Service Support Computer Sys-
tem {(TACCS) will support persomnel functions {n battalions and the main-
tenance and supply operations of direct support units. Systems such as the
Logistics Application of Automated Harking and Reading Symbols (LOGMARS)
offer the opportunity for real-time equipzent management, and will feed
directly into TACCS which will allow the Army to operate from a single
daCabase during peace and war. However, deci{sions about difficult systems
oot © zuzh as inventory control, shipping and routing, personnel re-
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placemeat requisitioning and allocation of medical resources must still be
made by staff officers supported by such systems. An automated system
which can help make these decisions subject to "allocation" rules as well
as tc screening or override assistance to the human operator may 1mprove
the timeliness and quality of the decisions.

4.2,2 Additional testbed application. 4s indicated above, there are
potential applications for the results of Phase II in each of the other
battlefield functional areas. Based upon the criticality of need, state-
of-the-art in fielded systems, and projections for new equipment, thu
f1tel1l{gunce/EW area appears to be the most appropriate choice for an addi-
tional testbed for the findings of this effort.

Intelligence support of the command and control (02) function is a
key ingredient in achieving a decisive edge on the battlefield. The serv-
ices have the need for an intelligence processing system that can collect
all available intelligence, mold it into a tetal look at the battlefield,
and present it to intelligence officers and commanders to support decisions
rapidly. To that end, the Army and Air Force have initiated a program
called Joint Tactical Fu-ion (JTF) that will allow the commander to seize
the initietiv~ by _etter understanding enemy intentions. The problem of
tactical fusion is to transform a continuous stream of literally thousands
of coilcction reports into a list of military units and their locationms.

The majc .- components of JTF are the Air Force's Enemy Situation Cor-
relstion Element (ENSCE) and .he Army's All Source Analysis System (ASAS).
Together, these “ysteams operating as JTF will form the focal point for com-
duct of the Airland Battle. The complete system is expected to be avail-
able in 3-4 years, but some cumponents are already being readied. Software
programs should be completed and ready for testing in 1988.

JTF is not designed to process vaw data, but rather to accept as
standard messages, information "rom various collection and analysis
agencies. It {s -capaule of accepting reports from any of the tactical or
national systems such as Joint-Stars, NSA satellites or remote sensors.

JTF will be able to integrate and correlate intelligence from communica-
tions, huwan, imagery, or cwmissions sources and develop a coherent estimate
of enemy potentiai. It will also contain organizational, situational, aand
doctrinal templates €or enemy forces thal will allouw analysts to estimate
enemy capabilities and intentions based upon past perforuance.

The role of the human analyst in JTF remsins critical since JTF is
not designed to replace the intelligence analyst or the commander. At
present, intelligence stoffs acve overloaded with information, particularly
during periods of hecvy combat; deal with multiple inputs from many sophi:s-
ticated souvces; are under considerable time stress as the battlefield
status changes rapidly; and are involved in high-stakes tasks since the
compander’s decisions rely heavily upon intelligence input. Recognizing
that these are the same characteristics that wade the air defensc func-
tional area an appropriate choice for the Phase 1 and Phase II testbed for
the effort, we suggest that the JIF arcna is an appropriate testbed for
further testing and validating of our con:lusions.
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At present, intelligence staffs are overwhzlmed by manual operations.
Reports must be sorted manually, analysis has little automation support,
and there is only a modest degree of standardization across reports.
Databases are extensive, and searching for key pieces of informatien is
time-consuming, difficult, and often redundant. Multiple sources often
provide conflicting or overlapping information, and correlation is a dif-
ficult task. Under JTF, many of these problems will be solved, but based
upon our findings in Phase II, we believe that it would be more efficient
if JIF included some of the guidelines for human-computer interfaces dis-
cussed in Section 4.1,

Of particular interest within the intelligence area is the order of
battle (0B) analyst. Order of battle analysis produces an assessment of
the identification, strength, command structure and disposition of the per-
sonnel, units, and equipment of the enemy military force. This is typi-
cally expressed to the commander in terms of an analysis of enemy probable
courses of action based on collated order-of-battle information. The OB
analyst receives information crom a variety of sources and has access to
numerous intelligence databases. He makes use of doctrinal templates (how
does the enemy like to fight if unrestricted by terrain), situaticnal
templates (terrain constraints sre applied), event templates (conditions
and events to assist in collection planning), and decision-support
templates (to match intelligence needs with tactical decision points}. He
must consider the following OB factors: composition, training, disposi-
tion, logisvics, strength, combat efficiency, tactics and miscellaneous
data. The OB analysts must deal with extensive reference material to in-
clude:

0B handbooks - background data on political structure, tactical
doctrine, and military organization;

OB books - compilations of currxent intelligence which preseut com-
position and disposition of forces;

installation handbooks - detailed information on all military instal-
lations;

niscellanecus references.

The OB analyst is responsible for preparing and maintaining the OB
workbook, situation maps, card files, personality files, strength
workshvets, and for evaluation and interpretation of all OB elements.

Under the JTF program, the OB analyst will be greatly supported by
automated systems. But wany issues nust Lie resolved that relate directly
to the Phase II research results:

1. The interface should be able to support cooperative problem
solving that does not rely solely on the human or solely on the
automated system. For example, in a fully manual state, the 0B
analyst would rece{ve unprozessed data from numerous sources
(e.g., from corps HQ's report that enemy heavy bridging is
moving forward in the vicinity of grid coordinates MB8634; from
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surveillance satellites, nuclea:-capable SCUD units have been
sighted within 20 km of FEBA). He must manually examine each
piece of data, determine its accuracy and the reliability of
the source, and infer the implications of the data. For a
fully automated mode, all data is directly inputted to the com-
puter which processes and analyzes the information and draws
inferences. Both the human and the computer have qualities
that the other lacks. The human can visually correlate intel-
ligence reports to terrain features or maps in a way that the
conputer cannot. The computer, however, can sort its way
through masses of intelligence reports that the OB analyst can
not possibly complete. A cooperative system could merge the
advantages of both.

Rules need to be embedded in the system to allew it to solve
problems not requiring the OB analyst’'s attention. These rules
can be based on the templates described above and can be ex-
tended to include situaticnal issues. For example, if the goal
of the situation assessor (with the help of the OB analyst) is
to identify and locate enemy units on a map as a function of
intelligence reports, a prototypical system with an override
capability could perform as follows:

In~elligence summary reports (INTSUMs) are received as showm
below:

1. Enemy anti-tank gun sited in dug in position in vicinity
of MB 8672.

2. Combat patrol engages threat platoon in hasty defensive
position, vicinity of MB 8651. The position had incom-
plete overhead cover, and communications trenches were
being built.

3. Enemy patrol sited vicinity MB 8942 emplacing mines by
hand.

The OB analyst would attempt to use this information to iden-
tify type and location of cnemy units. He then would work in
conjunction with the situation assessment anslysts to determine
eneny capabilities and intentions. Together they could use the
computerized system to assist the intelligence analysis
process.

The computer would have a set of embedded rules and templates
for various organizations, doctrine, and tactics. For example,
a template for a deliberate defense might include:

Deliberate defense:

- is used to retain terrain;
- makes heavy use of anti-tank guns in dug-in positions;
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- is structured to include a security zone and defensive
belts;
- makes extensive use of mines placed by hand and overhead
coverag::. ..
The embedded rules would include an inference syst:m such as
the Shaferian models used in Phase II, a Bayesian structure, or
some other approach tc quantifying uncertainty. This would
enable the computer to look at the INTSUMs and derive a conclu-
sion such as there is an 858 chance that the enemy intention is
to prepare a deliberate defense.

In many cases, the indicators are clear &nd the resulting in-
ferences have a high degree of credibility. However, in others
there are conflicting reports making the picture less clear.
For example, if the INTSUM report referred to above also indi-
cated that heavy bridging was moving forward (an indicator of
attack), there would be conflict in assessing enemy intentions.
In this type of situation, the computer could use a screening
condition to alert the OB analyst that further assessment is
needed.

The interface of the OB analyst and his portion of JTF should
be flexible enough to allow the OB analyst to develop rules for
allocating tasks to JTF. The designer of the interface must
carafully focus on the information-processing models used by
the OB analyst on a variety of tasks. Some OB analysts focus
on movement of artillery as the major indicator of enemy in-
tent. Others look more closely at the actions of the combat
service support elements as being more diagnostic. Still
others will prefer to focus on the maneuver units. The results
of Phase II indicate that an interface is needed that allows
the fndividual analyst to tailor the way the system operates to
his own cognitive style. Ths {nterface might allow for user
preferences in knowledge representation to include scripts,
frames, mental models, and production rules. For oxample, the
user might specify the production rule:

IF high activity in rear area and
high activity is newly detected, aad
other units not moving rearward,

THEN determine that new unit has entered
Tear area,

The system then correlates new intelligence inputs with the em-
bedded knowledge base. Since the diagnosticity of the various
indicators may be situation-dependent, provision should be made
for the user to wodify the quantitative factors in the model s
appropriate. Unlike the air defense situation, the factors in
this case would probably not change more frequently than once
every 24 hours.
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In attempzing to apply the findings of Phase II to the OB analyst and
JTF, a simulation on the IBM-PC could be developed that represents the OB
analyst/JTF link. Sinca JTF is not fully fielded, its projected major
characteristics could be emulated to included analysis capabilities,
database access, and presentation of output. A prototype of the JTF is
scheduled for user evaluation in Deceaber 1987 by the 552nd Military Intel-
ligence Battalion at Fort Hood, Texas, and that prototype could serve as a
model for the testbed. If the evaluation is successful it might be
feasible to use the prototype itself as an experimental vehicle.

The research would address the same issues for the OB analyst that
were addressed in the air defense testbed.

What is the impact of workload on human processing of information?
The OB analysts would have to perform their tasks under varying con-
ditions of time stress, workload (in terms of pieces of information
needing processing and degrees of conflict of information).

What is the impact of allocation schemes that represent cooperative
problem solving? The system could be made to operate in (1) a manual
mode in which the computer serves only as a link to pass data; (2) an
override mode in which the computer processes data to make OB assess-
ments, presents them to the OB analyst, and allows him to override
these assessments, and (3) a screening mode in which the romputer
brings to the attention of the OB analyst conflict situations regard-
ing enemy intentions/capabilities.

How do flexible allocation schemes compare with fixed ones? In the

fixed schemes, the OB analyst and computer eack has pre-set rvles €or
allocation of tasks. In the flexible scheme, the OB analyst may vary
the computer contribution as a function of the situational variables.

We would anticipate conducting controlled experiments regarding the
relative effectiveness of aiternative human-machine allocation schemes with
actual U.S. Arxruy OB analysts. This could be done in conjunction with the
JTF user test at Fort Hood, or at Fort Huachuca at the intelligence school.
We antizipate that the results of the psychological research would be use-
ful in the final design of the human-machine interface for the 0B portion
of the JIF.
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APPENDIX A

INSTRUCTIONS DESCRIBING THE PARTICIPANTS' “"BASIC JOB"
AND THE AIR DEFENSE TESTBED

A.l Purpoge of Study

The study you are taking part in is designed to help the Army learn
how to design future air defense systems so that they efficiently allocate
tasks between the person and the computer under different levels of
workload.

A.2 Your Basic Job

You will be the tactical control officer (TCO) of a proposed air
defense system and must decide which of the aircraft approaching you are
friends and which are hostiles. You will see a "radar" picture of the sec-
tor you are responsible for defending, and--on another portion of the
screen--you will find a variety of information that, in addition to the
radar display, will help you make identification decisions. Your job is to
accurately identify incoming aircraft so that as many enemy aircraft as
possible are shot down and that as few friendly aircraft as possible are
shot down. Do not think in terms of "weapons tight," “weapons hold,* or
*weapons free." Instead, think onlv of “correct identification.*

Figure A-1 shows what the radar screen looks like. You are iocated
at the bottom, where the two straight lines come together. The whole pie-
slice-shaped area is the area you: radar can see. You are protecting two
friendly assets. In addition, there are two safe-passage corridors for the
movement of friendly aircraft. These corridors are outlined in blue.

The “U" shaped figures on the screen represent the location of UN-
KNOWN aircraft. These aircraft have not been identified as either friunds
or hostiles. Aircraft will fly at different speeds and altitudes depending
on vhether they are bombers, fighters, or helicopters. Afrcraft may appeax
at the extreme top or sides of the screen or they may “pop-up* within the
sector if they had been flying at an altitude below radar detection. 1If
they pop-up, they may do so “close" to you o' along the FEBA. Aircraft may
be outside or inside a safe-passage corridor. Afrcraf:t that are close to
tha edge of the corridor are classified as "inside” if they trace the edge
of the corridor. If inside a corridor, they may be flying within the al-
titude and speed pavameters set for the corridor or not. The acceptable
corridor altitude ranges from 2,000 to 10,000 feet: the acceptable corridor
speed is 700 kunots or below. In all cases, the aircraft will move either
tovard you or the sides of the sector; never toward its top. You may use
pop-up criteria, together with your other ID means, to deteraine if an
sircraft is friendly or hostile. Unfortunately, there has been heavy encay
jomning in the area of the corridor entrances and it has been {. possibie to
use the corridor entry point as a reliable ID criterion. Both friendly and
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hostile aircraft have been appearing for the first time well within the
corridor.

To perform well, you must correctly identify the type of as many
aircraft (i.e., fricnd or hostile) as possible before they go off the radar
screen, Aircraft will go off the screen when they have reached the sides
of the sector or when they are 40 ka from your positio:, which is the
closest range ring from your position. Since your task is "aircraft
identification,” you are responsible for, and scored on, all targets within
the FEBA, even though your engagement capability extends only to the 2nd
range ring. Figure A-1 shows the symbols for different types of targets.

A black *U" represents an "unknown;"” a circle represents a "friend;" a
diamond represents a "hostile." A "hexagon outline" represents a target
that has been engaged by the system. Jammers are indicated by the symbol
shown in Figure A-1.

You will receive 5 points for each correctly identified target,
either friend or hostile. You will receive no points if you identify the
target incorrectly or if you leave the target as UNKNOWN. Your goal is to
maximize your poiut total. To help you, you will be given feedback on how
well you are deing every minute. This feedback is presented in a box in
the lower left-hand portion of the screen. During an attack phase, it will
tell you what proportion of friends and hostiles you identified correctly,
incorrectly, or left as unknown wheiu those aircraft left the screen. If a
high proportion of friendly aircraft is identified incorrectly, that means
you are identifying too many friends as hostiles. Consequently, you should
examine aircraft on the scizen that are identified as hostile more care-
fully because some of them may be friends. In contrast, if a high propor-
tion of hostile aircraft are identified incorrectly, you should examine
aircraft cn the screen that are identified as friends because some of them
are probably hostiles.

At the end of an attack phase, the feedback box will add the propor-
tion of friends and hostiles within the FEBA you identified correctly, in-
correctly, or left unknown to help you deteruina hov well you did for that
phase. Attack phases vary in the amount of time they take. So, make sure
to correctly identify as many friends and hostiles within the FEBA as you
can throughout each phasa. Remember, you get 5 points for each aircraft
you corrvectly fdentify, and no points for targets you incorrectly idemtify
or leave as "unknown."

Once you “hook" a target, its track ¥ vill appesr at the top of the
radar scope, as shown in Figure A-2. In order to identify a target or ob-
tain more inforzaticn about it, you must first "hook" the target by (1)
using the mouse to guade & 2uruor te the target, and (2) pressing the
mouse's left-hand button. Only one target 3z bes hooked at a time, the
target number Jppears at the top of the right-hand halt of the screen.
*Hooked targets" are represented by s square on the radar screen. 1f you
WMMWM%

vapt jquare. You
can then zake your identificanion of the hooked target by using the mouse
to guide the cursor to one of the three “ID® buttoms in the upper portion
of the left-hand half of the screen, as shown in Figure A-2. If a hooked
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target leaves the screen before you have made your ident{fication, the
track # will bs replaced by "No Target” at the top of the display; simply
proceed by hooking another target,

You can use the other “buttons® on the top-half of the screen to ob-
tain more information. In particular, you can find out whether the target
“popped-up" (POPUP button); whether it’s "{n" or "out” of the corridor
(CORR button); or its speed (SPEED button), cdistance (DIST button), al-
titude (ALT button), and heading (HEAD button).

There are two buttons labeled °IFF CHAL" and "HQ ID REQ* in the upper
portion of the main display. You can gather new information about an
aircraft by pressing these buttons. "IFF CHAL* stands for "IFF Challenge,®
which is sending an electronic interrogation signal to which friendly
aircraft can respond automatically unless their equipment has malfunc-
tioned, they do not have an IFF transponder, or their codes are set im-
properly. In typical afivr deferse systems, multipie targets can be chal-
lenged simultaneously. In the system you will be using today, an IFF chal-
lenge can be placed only against the “hooked" target. The “HQ ID REQ" but-
ton is used for you to contact higher headquarters (HQ) to ask them for the
identification of the hooked target. The answer to your request will ap-
pear to the right of the button. If you receive “UNKNOWN* in response,
this means that headquarters does not know the jidentification of the
aircraft; consequently, you'll have to identify it on the basis of other
information. Figure A-2 shows you all the information for the “hooked
aircraft” in the right-hand safe-passage corridor.

You shoyld give serious consideration to other available information
about a target before using the "IFF CHAL*® and “HQ ID REQ" buttons. Per-
forming an IFF challenge in the “real world" opens you to exploitation
(i.e., attack) by enemy aivcraft. To represent this situation, you will be
exploited 10V of the times you issue an IFF challenge. If you are ex-
ploicted, you will lose 10 points; you will be notified in the lower left.
hand corner of the display. Requesting an "HQ ID* takes time to perform in
an actual air defense environzent. To represant this, it will take 4
seconds for you to get a response to your request. During this time you
can get information about the hooked target, but ysu can not hook another
target. If you perform an “IFF CHAL® or request an HQ ID for a hooked taz-
get, you can recall the information from your database at a later time
vithaut incurring a point or time penalty. This is done by rehooking the
target and hitting the *IFF* and "KQ® buttons located beneath the *SPEED*
and “CORR® buttons.

Twe Other Points. First, you vill sometises rweceive important infor-
sation from headquarters about certain targets. This information will ap-
pear in the MESSAGE box. For exaaple, a message might look as follows:

(1) Hostile Group Profile

(1) Popup=No:Corr-Iwo out

(1) Ale=11,000:Speed=1200
The nuaber in the parentheses indicates that this is Message #1. “Hostile
7. ; Preiile” means that the message describes a group of targets that is
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known to be hostile. *Popup=No:Corr=Two out" tells you that the hostiles
did not pop-up and that, although they can be in both corridors, their speed
and altitude do not match the parameters of the safe-passage corridors. 1In
particular, the hostiles have an altitude of approximately 11,000 feet and a
speed of approximately 1200 knots, No friendly aircraft are at that al-
titude and speed specified in the messages. The message is in effect for no
more than ten minutes, depending upon how long it takes the hostile group to
leave the radar screen. (Note: After those ten minutes, friendly aircraft
may appear at the altitudes and speeds identified in the message.)

You may want to look at your message box frequently, particularly
before hitting the "IFF CHAL" and "HQ ID" buttons to help you identify tar-
gets Remember, there is a puunt (i.e., "exploitation") penalty for per-
forming an IFF challenge and a time penalty for requesting an HQ 1D. You
can click on the up-arrow and down-arrow to scroll up and down the message
box (see Figure A-2).

Second, in a typical air defense system, you would have to acknow-
ledge orders from higher headquarters. We have represented these orders hy
a light in the upper right-hand corner of the radar display. It is labeled
"RL" in Figures A-1 and A-2. This light will go on throughout the session.
It will stay on for 3 seconds. You must acknowledge it as fast as pos-
sible; if you fail to respond within 3 seconds, you will lose 2 points.
khen the llght is red, you must acknowledge by pressing the middle button
on the mouse. When the light is green, you must acknowledge by pressing
the right-hand button on the mouse. The buttons are color-coded. You will
obtain 1 point every time you respond :orrectly within the time limit. You
will lose 1 point if you respond incorrectly, and 2 points if you fail to
tespond in tiume.

Your total "running" score will appear at the bottom of the feedback
box in the lower left-hand corner of the display. The total score is a
function of (1) the number of aircraft you identify correctly, (2) the num-
ber of points you lose through the exploitation of your IFF challenge, and
(3) the number of points you gain or lose through your acknowledgment of
the response light. The worst pocsible score you could cbtain at the end
of an attack phase 1s -400 points; the best possible score is +1500 points.

A number of cues are available to help you distinguish between
friendly and hostile targets. Some of the cues are better discriminators
than are others. The table below tells which cues are the strongest im-
dicators and which have a lot of uncertainty associated with them. This
table applies under normal circumstances--you may receive messages from
time to tiie which indicate situations where the values do not apply.
Remember that there are in general more hostile than friendly targets.

Cues Indicating FRIEND Cues Indicating FOE Non-Definitive
Value Strength Value Steength
1FF Positive Very Strong Corridor QUT strong NQ 10 Unknowun
KQ 10 Friend Very Strong RQ ID Hostile Strong Popup (all values)
Corridor IN Strong Jommer strong Bon- Jarmer
Farridae Ara (w1t Moderate {FF No Response Moderate Corridor Two Out
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A.3 Final Instructions

Please rerzad these instructions if anything is not clear and ask any
questions you have before beginning. There will be practice sessions
before we begin the actual session. In order to do well, you will need to
pay attention to anything and everything that might help you make deci-
sions. Please do as well as you can. The results of your work will remain
anonymous and have no purpose other than this experiment.
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APPENDIX B

THE "SYSTEM CAPABILITY" DESCRIPTIONS
FOR THE MANUAL, OVERRIDE, AND SCREENING INTERFACES IN EXPERIMENT 1

B.1 Manua]l

This system keeps track of all the information about all the targets,
but you must perform the identification task. When performing the iden-
tification task, remember that some aircraft will be easier to identify
than others. Some aircraft will have conflicting information. As an ex-
ample, an aircraft might be (a) jamming, which suggests it's hostile, but
(b) giving a positive IFF, which suggests it’s friendly. You can review
the information about an aircraft by clicking on the appropriate buttons.
In addition, you can perform an "IFF CHAL" or "HQ ID REQ" subject, of
course, to the point and time penalties described in the previous section.
The system * "\ not make any ID decisions. It is up to you to consider the
available int rmation and ID each target.

B.2 Qvexride

This system keeps track of all the information about all the targets,
and helps you perform all the actions described above. The system also
makes an initial identification of all aircraft based on (a) whether (and
where) it popped-up, (b) whether it's in the corridor or not, (c) whether
its speed and altitude meet the corridor parameters if it's in the cor-
ridor, and (d) whether or not it's a jammer. Aircraft initially identified
as a friend are represented as black circles. Alrcraft initially iden-
tified as hostile are represented as black diamonds. All jammecrs are ini-
tially identified as hostile. Note that the system does not have access to
messages from headquarters on an HQ ID, and it can not initiate IFF chal-
lenges.

Sometimes an aircraft has conflicting information. For example, an
aircraft might be (a) jamming, which suggests it's hostile, but (b) giving
a positive IFF, which suggests {c's friendly. Therefore, certain aircraft
are easier to identify than others. The system will do the best it can for
each initial identification. You can review the informacion the model used
to identify an ajrcraft by hitting the appropriate buttons. In addition,
you can perform an “IFF CHAL* or an "HQ ID REQ" subject, of couvse, to
point and time penalties, respectively, described pbreviously. The results
of an IFF challenge will go directly {nto the system, and the system will
use the results to review (and perhaps change) {ts identification.

However, the system can not make direct use of the information contaimed in
wessages from headquarters, or to the response of an HQ ID. Consequently,
it i{s quite possible for ynu to iwprove on the computer's ID results since
you have access to information that the computer does not.

Unless you change the system's identification, it will represent your

115




within the FEBA, when the attack session ends. If you make changes, they
will be color-roded. In particular, a blue circle will represent an
aircraft you identified as friend; a red diamond will represent an aircraft
that you identified as hostile. If you change an identification to
"unknown," because you want to identify another aircraft before deciding,
it will be represented as a green U. Remember, however, that you do not
get any points for aircraft identified as "unknown."

Finally, in certain cases where aircraft move into the corridor or
out of the corridor, the machine might change an identification you made
from hostile to friend, or vice versa. This could be either a good or bad
action. It could be a good action if, for example, you made an identifica-
tion before an aircraft entered a safe-passage corridor and, after the
aircraft entered the corridor, the machine took this information into ac-
count. It could be a bad decision ‘f the machine changed an identification
you made on the basis of an HQ ID. Remember, the machine does not have ac-
cess to the results of an HQ ID. 1If you identified a target as a friend on
the basis of an HQ ID and the aircraft left the corridor for whatever
reason, the machine could iacorrectly change your identification. Whenever -
the machine changes an ID you made, a message will appear in the message
box informing you of this change. You can ‘click’ on this message with the
mouse to hook this target. Consequently, pay attention to "ID changes" on
the few occasions they occur.

B.3 Screening

This system keeps track of all the information about all the targets,
and helps you perform all the actions described above. The system also
makes an initial identification of all aircraft based on (a) whether (and
where) it popped-up, (b) whether it’s in the corridor or not, (c) whether
its speed and altitude meet the corridor parameters if it's in the cor-
ridor, and (d) whether or not it's a jammer. Note that the system does not
have access to messages from headquarters or an HQ ID, and it can not in-
itiate IFF challenges. On the basis of information it does have, the sys-
tem uses a blue circle to identify aircraft that clearly appear to be
friends; it uses a red diamond to identify aircraft that clearly appear to
be hostile. If-the system is less certain of its identification, it uses a
black circle to identify “questionable friends" and a black diamond to
identify "questionable hostiles." By “"questionables" we mean there is not
enough information to firmly ID, but the evidence is more in favor of omne
type or another. The color black means there is no conflicting evidence.

Sometimes an aircraft has conflicting information. For example, an
aircraft might (a) be jamming, which suggests it's hostile, but (b) giving
a positive IFF, which suggests it's friendly. The system uses the color
“purple” to identify aircraft with conflicting information. A purple
circle represents an alrcraft that is a "questionable friend" because of
conflicting information. A purple diamond represents an aircraft that is a
“questionable hostile® because of ccnflicting information.

1f, either because there is not enough information oxr the information
{e ranfitreing, the system is unable to identify the aircraft on the basis
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of its initial information, the system will classify the aircraft as an
"unknown" (a black U). Often, however, the system will indicate a "highest
priority unknown.” This is the target that, in the system’s opinion, is
the most important to ID next. The priority rating is based on the amount
of uncertainty, the amount of conflict, and the aircraft’'s "time to nearest
friendly asset.” This unknown (U) will have a purple, solid circle around
ic. 1In addition, its identification number will appear at the top of the
message box. You can hook the "highest priority unknown" by either (1)
clicking on its identification number in the message box, which hooks it
automatically, or (2) hooking it just like any other aircraft.

The system will do the best it can for each Initial ideantification.
And, unless you change the ID provided by the system, you will be scored on
the basis of the ID made by the system when the aircraft goes off the
screen or, if the aircraft is within the FEBA, when the attack session
ends. You can review the information the model used to identify an
aircraft by hitting the appropriate buttons. In addition, you can perform
an "IFF CHAL" or an "HQ ID REQ" subject, of course, to the point and time
penalties described previously. The results of an IFF challenge will go
directly into the system and it will use it to review (and perhaps change)
its identification. However, the system can not make direct use of the in-
formation contained in messages from headquarters, or to the respomse of an
HQ ID. Consequently, it is quite possible for you to improve on the
computer’s ID results since you have access to information that the com-
puter does not.

If you change an identification to "unknown" because you want to
identify another aircraft before deciding, it will be represented as a
green U. Remember, however, that you do not get any points for aircraft
identified as “"unknown."

Finally, in certain cases where aircraft move into the corridor or
out of the corridor, the machine might change an identification you made
from hostile to friend, or vice versa. This could be either a good or bad
actiorn, It could be a good action if, for example, you made an identifica-
tion before an aircraft entered a safe-passage corridor and, after the
aircraft entered the corridor, the machine took this information into ac-
count. It could be a bad decision if the machine changed an identification
you made on the basis of an HQ ID. Remember, the machine does not have ac-
cess to the results of an HQ ID. If you identified a target as a friend on
the basis of an HQ ID and the aircraft left the corridor for whatever
reason, the machine could incorrectly change your identification. Whenever
the machine changes an ID you made, a message will appear in the message
box informing you of this change. You can ‘click’ on this message with the
mouse to hook this target. Consequently, pay attention to “ID changes* on
the few occasions they occur.
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APPENDIX C

THE SUBJECTIVE QUESTIONNAIRES USED IN BOTH EXPERIMENTS

EXPERIMENT 1 -

QUESTIONNAIRE

Now that you have finished all the sessions, we would like your opinion
of the three systems you worked with today:

e Manual (M) (all targets appeared initially as
unknowns)

® Override (Q) (computer initially ID'd) all targets as
friend or foe)

e Screening (S) (computer indicated conflict on some
targets)

Using the scales below, please answer the questions for each of the three
systems.

1. How well do you think you performed the aircraft identification task

with each system? (Place the appropriate number from the scale next
to each systiem.)

Manual!  _______
Override _______
Screening _______

1 2 3 4 ) ) 7 8 9
Very Badly Neutral Well Very
Very Very

Badly Well

2. How hard nid you have to work to perform the aircraft identification
task with each system?

Manual  _______

Override _____.__

Screening _______
| - 3 ) 5 6 7 8 9
Very Hard Neutra! Easy Very
Very Very
Hard Easy
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3. How much did you like performing the aircraft identification task
with each system?

Manual  _______

Override _______

Screening _______
1 e 3 4 S 6 7 8 9
Disiiked Disliked Neutral Liked Liked
Alot Alot

4, Please indicate how each cue listed below affected your ability to
get correct I0's. Circle the scale point for each cue.

Extremely Extremely
Negative Negative Neutral Positive Positive
HQ ID  —=-eeremmmmmcc e e
l 3 3 4 S ) 7 8 9
10 ettt D e T LD L
| e 3 4 S 6 7 8 9
POP=UP  -—=rmmmeemcccccccmc e e ccmccmrcm e mcc e et e e
! e 3 4 S 6 7 8 9
CORRIDOR ~=w=emc-ccmccccrcccccaec e ccccmncm e e D ettt
| e 3 ) 5 8 7 8 9
SPEED  ~meememcrcccmcccecemmcccccccmceccmeencee e ctccc e
1 e 3 4 S 6 7 8 9
ALTITUDE ---s~===eccccmccmccmmnce coccmrccmcmcnnccccic e ce e cceneman
i e 3 4 S 6 ? 8 9
DISTANCE ---sc-cccccmrecmrmccnccccccnccmcemcmccacaeee R et bl
! 2 3 4 S 6 7 8 S
HEADING  wr----ccccmcccm e m e cmce s n e ctcne e cc e e
! 2 3 4 5 6 7 8 9
JAMMER et L L D e L L et ettty
| e 3 q 5 6 7 8 9
MESSAGES ~w=eo—emcccmrr e cm e ime et m e e e e e
l [ 3 4 S 6 7 8 9
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1.

2.

3.

How well do you think you performed the aircraft identification task

QUESTIONNAIRE

working with the system in this phasé of the session?

1
Very
Very

Badly

How hard did you have to work to perform the aircraft identification

2

3 4 5
Badly Neutral

6

7
Well

8

9
Very
Very
Well

task working with the system in this phase of the session?

Very
Very
Hard

How much did you like performing the aircraft identification task working

3 4 5
Hard Neutral

6

7
Easy

with the system in this phase of the session?

9
Very
Very
Easy

1
Disliked
Alot

Camnents ;

2

3 4 5
Disliked Neutral

6

7
Liked

8

9
liked

Alot
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EXPERIMENT 2

QUESTIONNAIRE

Now that you have finished all the sessions, we would like your opinicn

of the five

systems you worked with today:

Manual with Allocation (MA) (all targets appeared as
Jnknouwns uniess they were i1dentified on the basis of one of
your rules)

Override (0) fcomputer initially ID'd) all targets as
friend or foe)

Override with Allocation (QA) (ail targets that were not
identified on the basis of your rules were ID's by the
computer as friend or foe)

Screening (S) (computer indicated conflict or some

targets)

Screening with Allocation fSA) (computer indicated
questionable2 ID's on some targets that were not ID's on the
basi1s of your rules)

‘Je'ng the scales beiow, please answer the questians for each of the five

sysrems.,

1.

to each

- wmam

How well do you think you performed the aircraft i1dentifrcation task
with each system?

tPiace the aopropriate number from the scate next

system,)
Manual with atlecation  ____
Cverrvrge
Cverrige with Allgcatior ___
Screening
Screening with Allocation ____
2 3 4 5 6 : & 2
Badly Neutral Well very
Very
Weil
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o)

-

task with 2ach system?

Manua! with Allocation
Override

Override with Allgcation
Screening

Screening with Allocation

e e e D e Lt

I 2 3 4 5 B
Very Hard Neutral
Very
Hard

How hard did you have o work to perform the aircraft ‘dentification

P

7 8 9
Easy Very
Very

Easy

3 How much did you iike performing the aircraft identification task

with each system®

Manual with Allocation
override

Qverride with Allocation
Screening

3creening with Allocation

Dis!iked
Jlot

- — -

- -

- —— s =

4, How did the ability to establish your own rules affect your aircraft

identification performance with each system®

Manua! with Allocation
Override with Allgcation
Screening with Allocation

P R e Lk R L N W U P N A

Extremely
Negatve

Negative
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5. Please indicate how each cue listed below affected your ability to
get correct ID's. Circle the scale point for each cue.

Extremely Extremely
Negative Negative Neutral Positive Positive
T I (0 T e T T
| 2 3 4 S 6 7 8 9
IFF  cemem e c et et ———
i 2 3 4 ) 6 7 8 S
POP-UP  mmmmmme e e e
| 2 3 4 S 6 7 8. 9
DORRIDOR - mmmm e e et et r e m e
! £ 3 4 3 6 7 8 9
it XTI ettt R R e e b
i 2 3 4 3 5 ? 8 9
ALTITUDE meecomcmcmmm i c e et e r e e
| e 3 4 S 6 7 8 9
DISTANCE ~-eceecccemccc s mcmcccccrrccmccacrmcmcccme e mccccc e e e
| c 3 4 ) 2 ; ) 9
SZADING  meeemecrmemcmccncccceecceccetecmcceccmnmmmmmmaccccee s eeceaan
i 2 3 4 5 8 7 ] 9
JAMMER  mmccccmercccecamncndcessmccmmemcecccccecnsamccaccaccesveamae——n
] 2 3 4 5 6 ; 3 9
MESSAGES ==mc-mccccccamccddccrceccmdm e rre et mm e cccc s anmee.
! 2 3 q ) 6 ? 8 9




APPENDIX D

THE "SYSTEM CAPABILITY" DZSCRIPTIONS
FOR THE THREE ALLOCATION CONDITICNS IN EXPERIMENT 2

D.1 Manua] with Allocation

This system keeps track of all the information about all the targets,
but you must perform the identification task unless you direct the system
to do otherwise. Initially all targets are classified as "unknown;" it is
your job to classify every target as either "frierd" or “"hostile." When
verforming the identification task, remember that some aircraft will be
easier to identify than others. Some aircraft will have conflicting infor-
mation. As an example, an aircraft might be (a) jamming, which suggests
it’s hostile, but (b) giving a positive IFF, which suggests it's friendly.
You can vreview the information about an aircraft by clicking on the ap-
propriate buttons. In addition, you can perform an "IFF CHAL" or HQ ID
REQ" subject, of course, to the point and time penalties described in the
previous section. It is up to you to consider the available information
and ID each target.

In this system, you can also create "identification rules" to help
you by allowing the system to ID targets meeting specified criteria. For
example, you can tell the system to identify all jammers as hostile, and
the system will do so automatically. Or, for example, you could tell the
system to automatically identify all aircraft in a safe-passage corridor
with the correct speed and altitude as friends, and so forth.

Before beginning an attack phase, you will have the opportunity to
create identification rules. The system will start off with the display
shown in Figure D-1. Table D-1 identifies the options for each button in
the rule-creation component of the system. For example, the POPUP button
has four options: No, Close, Feba, and Yes. The CORR button has five op-
tions: In, One-Out, Two-Out, Qut, and N/A. Let's assume, for example, you
wanted to say that all jammers are to be identified as hostile. You would
wove the mouse to the JAMM buttor and click the left mouse button. Uhen
YES comes up, indicating that you are referring to jammers, you would then
go over to the RESULT column in the far left-hand coxner of the display and
click-on "Hostile," {mplying that you want all jamners to be identified as
hostile. Then, click-on “Save Rule," which {s directly below the *"Hostile"
button to save your identification rule. The system now understands that
all jamzers are te be identified autozatically as hostile.

If you now click-on RULES at the top of the display, making sure to
hold down the mouse button, you will see that a rule called R&6() has been
created., At any time you may move the wouse over R6(H) and lifr your
finger off the mouse button. The values of the R6(H) identification rule
wvill then appear on the screen; that is, "jammers are hostile." If you
vant to erase this rule, just click-on “Clear Rule" directly below “"Save
Rule." As another example, if ycu wanted all aircraft doing everything
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Figure D-1. Iaitial screen display.
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Table D=1

Rule Work Shect

Rule s

CIEe -

G

(&ltituée
band, feet)

{knots)

.
Tige to
Assel)

FRIEND
HOSTILE
UNKNOWN

NO
CLOSE
FEBA
YES

IN

ONE OUT
WO ouT
ouT

N/A

POSITIVE

NEGATIVE
NO CHAL

URKROWN

F

IOMIN
2 MIN
3 NIN
X MiNe

(Target did not pop up)

(Target popped up close to friendly asset)
(Target popped up near FEBA)

(Target popped up close or near FEBa)

(Target in corridor, speed and altitude are correct)
(Target in corridor, speed or altituce incorrect)
(Target in corridor, speed and altitude incorrect)
(Target not in corridor)

(Targets have not reached corridor entrance)

(Targets that have been challenged, vespond as

FRIEND)

(Targets that have been challenged, nc response)
(Targets that have not been challenged)

(All unknown targets)

0:1000
1000: 2000
2000: 5000
$GQ0:10000
10000 :80000
80000+

0:200
200:49
&00:600
600800
§00:1000

1000+

(All tavgets
(ALl targets

(&1l cavgets
(ALl tavgets
(&1l tavgets
(ALl targets
assets)

that ave jamming)
that are ndt jamming)

vithin 1 minute from friendly assets)
vichin 7 vinutes from friendly assets)
vizthin 3 minutes from friendly assets)
more than 3} minutes from I{riendly
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correct in the corridor to be identified as friend, you would do the fol-
lowing:

click-on CORR until it reads In;
click-on Friend; and
click-on Save Rule.

Before creating a new rule, you need to select a rule number. To do
this, (1) click-on RULES, and (2) while pressing the mouse button, move the
mouse to an empty rule. Now release the mouse button. Initially rule R6
is selected for you. The first five spaces for saving rules in the RULES
box are listed under MESSAGE to indicate that these rules will be executed
first by the system btecause they refer to rules you created to identify a
group of aircraft with the cheracteristics indicated in a message. For ex-
ample, assume you received the message below:

(1) Hostile Group Profile
(1) Popup=No: Corr=Twolut
(1) Alt=11,000: Speed=1200

You could create a rule that identified all these aircraft as hostile
by doing the following: -

select Rule MR1;

click-on POPUP until it reads No;
click-on CORR until it reads Two Out;
click-on ALT until it reads 10000-80000;
click-on SPEED until it reads 1000+; .
~lick-on Hostile; and :
click-on Save Rule.

® & © o & & o

Tais rule will be storad as MR1(H) in the Message category under the RULES
ment.. It will identify all aircraft as hostils with the above chafacteris-
tics. You should erase or ‘'clear’ this rule from the RULES menu when this
message (i.e., Message 1) disappears from the Message box bacause all thz

hostile aircraft with these (message) characterigtics hava left the screen.
Note that a slot exists for up to five messages; place each message in the
slot with the same number. For example, a rule Xor message #3 would go in
the slot labeled MR3. : - -

You can create as many rules as you like before and during an attack -
phase. The message rules always get executed first. The other rules- get
executed in the order that they are listed. For example, MRl (a mestage -
rule) gets exczcuted before R6, which gets executed before R10. Thjs ordex -
is important. If you know that you want all jammers to be hostile and any -
othier aircraft that are traveling correctly within a corridor to be
friendly. then the rule for jammers should come before the corridor rule.

You can use the system’s rule-creation component at any time. If you
think you would like to have certain rules saved in the svstem prior te
beginning the attack phase, save them now. After you have executed thsse
rules and are ready to begin, click-on START at the top of the display to .
Dogin tue attack phase. This will automatically bring up the standard dis-
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play to be used for making target identifications. The attack phase can
not be stopped once it is started. You can select the RULES option at any
time during the session.

Any target not covered by a rule is identified as an unknown.. You
will be scored on the basis of the ID made by you or by the system using
your - _les when the aircraft goes off the screen (or, if the aircraft is
within the FEBA, when the attack session ernds). You can review the infor-
mation the system used to identify an aircraft by hitting the appropriate
buttons. In addition, you can perform an "IFF CHAL" or an "HQ ID REQ" sub-
ject, of course, to the point and time penalties described previously. The
results of an IFF challenge will go directly into the system and it will
use i. to review (and perhaps change) its identification. However, the
system can not make direct use of the information contained in messages
from headquarters, or to the response of an HQ ID. Consequently, it is
quite possibie for you to improve on the computer’s ID results since you
have access to information that the computer does not.

If you ID a target, it will be color-coded. In particular, a blue
circle will represent an aircraft you identified as friend; a red diamond
will represent an aircraft that you identified as hostile. If you change
an identification to "unknown," because you want to identify another
aircraft before deciding, it will be represented as a green U. Note that
you will receive no points for any target ieft unknown.

'D.2 Override with Allocatio

This system keeps track of all the information about all the targets,
and helps you perform all the actions described above. The system also
makes an initial identification of all aircraft based on (a) whether (and
where) it popped-up, (b) whether it's in the corridor or not, {c) whether

its speed and altitude meet the corridor parameters if it's in the cor-

© rider, and (d) whather or not it's a jammer. Aircraft initially identified

as a friend are representad as black circles. Alrcraft iniclally iden-

. tified as hostile asre represented as black diamonds. All jammers are ini-
tially identified as hostile. Note that the system does not have access to
'iessages from hoadquarters on an HQ ID, and it can not initiate IFF chal-

2LZES .

Sometimes =n aircraft tas conflicting {nformation. For example, an
dirvevafe pight be (a) jauming, which suggests ic's hostile, but (b) giving
~a positiwe IFF, vaich suggests {t's frisndly. Tharefore, certain aircraft
 are aasier to identify than others. Ths system will do the best it can feor

A . each jnit{al identificavion. You can review the information the model used

- to {dentify an atrceaft by hitting the sppropriste buttons., In addtition,

you can perform an “IFF CHAL® or an "HQ ID REQ" sabject. of course, te

goint and tise penalties, as describad previvusiy. The rsaults of an IFF

chailengs will go directly into the system, and the gystes will uge cthe

_ resalys to yeview (and pirhaps change) its fdentification. Howevey, the
systea can hot take direct use of the fnforwation containe2 in messages

from hesdquariers, or to tha response of an HQ ID. Consequently, it is
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quite possible for you to improve on the computer’s ID results since you
have access to information that the computer does not.

In this system, you can also create "identification rules" to help
you by allowing the system to ID targets meeting specified criteria. For
example, you can tell the system to identify all jammers as hostile, and
the system will do so automatically. Or, for example, you could tell the
system to automatically identify all aircraft in a safe-passage corridor
with the correct speed and altitude as friends, and so forth.

Before beginning an attack phase, you will have the opportunity to
create identification rules. The system will start off with the display
shown in Figure D-2. Table D-2 identifies the options for each button in
the rule-creation component of the system. For example, the POPUP button
has four options: No, Close, Feba, and Yes. The CORR button has five op-
tions: In, One-Out, Two-Out, Out, and N/A. Let’s assume, for example, you
wanted to say that all jammers are to be identified as hostile. You would
move the mouse to the JAMM button and click the left mouse button. When
YES comes up, indicating that you are referring to jammers, you would then
go over to the RESULT column in the far left-hand cornex of the display and
click-on "Hostile," implying that you want all jammers to be identified as
hostile. Then, click-on "Save Rule," which is directly below the "Hostile"
button to save your identification rule. ‘The system now understands that
all jammers are to be identified automatically as hostile.

If you now click-on RULES at the top of the display, making sure to
hold down the mouse button, you will see that a rule called R6(H) has been
created. At any time you may move the mouse over R6(H) and lift your
finger off the mouse button. The values of the R6(H) i¢ntification rule
will then appear on the screen; that is, "jammers are hostile." If you
want to erase this rule, just click-on "Clear Rule" directly below "Save
Rule." As another example, if you wanted all aircraft doing everything
correct in the corridor to be identified as friend, you would do the fol-
lowing:

. click-on CORR until it reads In;
. click-on Friend; and
. click-on Save Rule.

Before creating a new rule, you need to select a rule number. To do
this, (1) click-on RULES, and (2) while pressing the mouse button, move the
gouse to an empty rule. Now release the mouse button. Initially rule R6
is selected for you. The first five spaces for saving rules in the RULES
box are listed under MESSAGE to indicate that these rules will be executed
first by the system because they refer to rules you created to identify a
group of aircraft with the characteristics indicated in a message. For ex-
ample, assume you received the message below:

(1) Hostile Croup Profile

(1) Popup=No: Corr=TwoOut
(1) Alt-11,000° Speed=1200
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Figure D=2. 1Initial screen display.
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Table D-2

Rule Work Sheét

Rule # ___

o

Cal):
{altitud
band, feet)

CSREED) :

(knots)

CiaD :
T :

{Time to
Asset)

FRIEND
HOSTILE
UNKNOWN

NO
CLOSE
FEBA
YEF

IN

ONE OUT
TWO OUT
ouT

N/A

POSITIVE

NEGATIVE
NO CHAL

UNKNOWN

YES
NO

1 MIN
2 MIN
3 MIN
3 NIN+

(Target did not pop up)

(Target popped up close to friendly asset)
(Target popped up near FEBA)

(Target popped up close or near FEBA)

(Target in corridor, speed and altitude are correct)
(Target in corridor, speed or altitude incorrect)
(Target in corridor, speed and altitude incorrect)
{(Target not in corridor)

(Targets have not reached corridor entrance)

(Targets that have been challenged, respond as

FRIEND)

(Targets that have been challenged, no response)
(Targets that have not been challenged)

(All unknown targets)

0:1000
1000:2000
2000:5000
5000:10000

10000: 80000
80000+

0:200
200:400
400:600
600:800
800:1000

1000+

(All targets
(All cargets

(All targets
(All targets
(All tarpgets
(All targets
assats)

that are jamming)
that are not jamming)

within 1 minute from friendly assets)
within 2 minutes from friendly assets)
wvithin 3 minutes from friendly assets)
wmore than 3 minutes from friendly
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You could create a rule that identified all these aircraft as hostile
by doing the following:

select Rule MR1;

click-on POPUP until it reads No;
click-on CORR until it reads Two Out;
click-on ALT until it reads 10000-8C000;
click-on SPEED until it reads 1000+;
click-on Hostile; and

click-on Save Rule.

This rule will be stored as MR1(H) in the Message category under the
RULES menu. It will identify all aircraft as hostile with the above
characteristics., You should erase or ‘clear’ this rule from the RULES menu
when this message (i.e., Message 1) disappears from the Message box because
all the hostile aircraft with these (message) characteristics have left the
screen. Note that a slot exists for up to five messages; place each mes-
sage in the slot with the same number. For example, a rule for message #3
would go in the slot labeled MR3.

You can create as many rules as you like before and during an attack
phase. The message rules always get executed first. The other rules get
executed in the order that they are listed. For example, MRl (a message
rule) gets executed before R6, which gets executed before R10. This order
is important. If you know that you want all jammers to be hostile and any
other aircraft that are traveling correctly within a corridor to be
friendly, then the rule for jammers shoald comc before the corridor rule.

You can use the system's rule-creation component at any time. If you
think you would like to have certain rules saved in the system prior to
beginning the attack phase, save them now. After you have executed these
rules and are ready to begin, click-on START at the top of the display to
begin the attack phase. This will automatically bring up the standard dis-
play to be used for making target identifications. The attack phase can
not be stopped once it is started. You can select the RULES option at any
time during the session.

Unless you change the system’s identificatioa, it will represent your
identification when the aircraft goes oft the screen or, if the aircraft is
within the FEBA, when the attack session ends. If you make changes, taey
will be color-coded. In particular, a blue circle will represent an
aircraft you identified as friend; a red diamond will represent an aircraft
that you identified as hostile. If you change an identification to
*unknown," because you want to identify another aircraft before deciding,
it will be represented as a green U. The system ensures that all
*unknowns* are identified before they leave the screen. If you do not have
an opportunity to identify an aircraft, or have identified an aircraft as
*unknown," the system will make an identification on the basis of whatever
information is available about that aircraft.

133




D.3 Screening with Allocation

This system keeps track of all the information about all the targets,
and helps you perform all the actions described above. The system also
makes an initial identification of all aircraft based on (a’} whether (and
where) it popped-up, (b) whether it’s in the corridor or not, (©) whether
its speed and altitude meet the corridor parameters if it’s in the cor-
ridor, and (d) whether or not it's a jammer. Note that the system does not
have access to me:sages from headquarters or an HQ ID, anZ it can not in-
itiate IFF challenges. On the basis of information it does have, the sys-
tem uses a blue vircle to identify aircraft that clearly appezr to be
friends; it uses a red diamond to identify aircraft that clearly appear to
be hostile.

If the system is less certain of its identification, it uses a black
circle to identify "questionable friends" and a black diamond to identify
"questionable hostiles.® By "questionables" we mean there is either (a)
not enough information to firmly ID or (b) the information is conflicting,
but the evidence is more in favor of one ID or another. For example, an
aircraft in the corridor with the wrong speed or altitude might be iden-
tified as a questionable friend.

1f, either because there is not enough information or the information
is conflicting, the system is unable to identify the aircraft on the basis
of its initial information, the system will classify the aircraft as an
"unknown" (a black U). Often the system will indicate a "highest priority
unknown." This is the target that, in the system’s opinion, is the most
impor=ant to ID next. The priority rating is based on the amount of uncer-
tainty, the amount of conflict, and the aircraft’s "time to nearest
friend:y asset." This unknown (U) will have a solid purple cixcle around
it. 1In addition, its identification number will appear at the top of the
message box. You can hook the "highest priority unknown" by elther (1)
clicking on its identification number in the message box, which hooks it
automatically, or (2) hooking it just like any other aircraft.

In this system, you can also create "identification rules" to help
you by allowing the system to ID targets meeting specified criteria. Fox
example, you can tell the system to identify all jammers as hostile, and
the system will do so automatically. Or, for example, you could tell the
system to automatically identify all aircraft in a safe-passage corridor
with the correct speed and altitude as friends, and so forth.

Before beginning an attack phase, you wiil have the opportunity to
create identification rules. The system will start off with the display
shown in Figure D-3. Table D-3 identifies the options for each button in
the rule-creation component of the system. For example, the POPUP button
has four options: No, Closa, Feba, and Yes. The CO'R button has five op-
tions: In, One-Cut, Two-Qut, Out, and N/A. Let'’s assume, for example, you
wanted to say that all jammers are to be identified as hostile. You would
move the mouse to the JAMM button and click the left mouse button. When
YES comes up, indicating that you are referring to jammers, you would then
go over to the RESULT column in the far left-hand corner of the display and
elirk.on "Hostile * implying that you want all jammers to be identified as
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Table D-3

Rule Work Sheet

Rule #

3D sas:

Criteria

(_CORR ) :

CID:

CalD :
(altitude
band, feet)

(knots)

QD :
CITa) -

{Time to
Assot)

FRIEND
HOSTILE
UNKNOWN

NO
CLOSE
FEBA
YES

IN
ONE OUT
TWO OUT
ouT
N/A

POSITIVE

NEGATIVE
NO CHAL

UNRNOWN
QUESTION
NOT FIRM

YES
NO

1 MIN
2 MIN
J MIN
3 MIN+

(Target did not pop up)

(Target popped up close to friendly asset)
(Target popped up near FEBA)

(Target popped up close or near FEBA)

(Target in corridor, speed and altitude are correct)
(Target in corridor, speed or altitude incorrect)
(Target in corridor, speed and altitude incorrect)
(Target not in corridor)

(Targets have not reached corridor entrance)

(Targets that have been challenged, respond as
FRIEND)

(Targets that have been challenged, no response)
(Targets that have not been challenged)

(All unknown targets)
(All targets with a questionable ID)
(Any target that is either unknown or questionable)

0:1000
1000:2000
2000: 5000
5000:10000
10000: 80000

80000+

0:200
200:400
400:600
'600:800
800:1000
1000+

(All targets that are jamming)
(All targets that are not jamming)

(All targets within 1 minute from friendly assets)
(All targets within 2 minutes from friendly assets)
(All targets within 3 minutes from friendly assets)
(All targets more tham J minutes from friendly
assets)
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hostile. Then, click-on *"Save Rule," which is directly below the "Hostile"
button to save your identification rule. The system now understands that
all jammers are to be identified automatically as hostile.

If you now click-on RULES at the top of the display, making sure to
hold down the mouse button, you will see that a rule called R6(H) has been
created. At any time you may move the mouse over R6(H) and lift your
finger off the mouse button. The values of the R6(H) identification rule
will then appear on the screen; that is, "jammers are hostile." If you
want to erase this rule, just click-on "Clear Rule" directly below "Save
Rule."” As another example, if you wanted all aircraft doing everything
correct in the corridor to be identified as friend, you would do the fol-
lowing:

® click-on CORR until it reads In;
. click-on Friend; and
) click-on Save Rule.

Before creating a new rule, you need to select a rule number. To do
this, (1) click-on RULES, and (2) while pressing the mouse button, move the
mouse to an empty rule. Now release the mouse button. Initially rule R6
is selected for you. The first five spaces for saving rules in the RULES
box are listed under MESSAGE to indicate that these rules will be executed
first by the system because they refer to rules you created to identify a
group of aircraft with the characteristics indicated in a message. For ex-
ample. assume you received the message below:

(1) Hostile Group Profile
(1) Popup=No: Corr=TwoOut
(1) Alt=11,000: Speed=1200

You could create a rule that identified all these aircraft as hostile
by doing the following:

select Rule MR);

click-on POPUP until it reads No;
click-on CORR until {t reads Two Out;
click-on ALT until it reads 10000-80000;
click-on SPEED until it reads 1000+;
click-on Hostile; and

click-on Save Rule.

This rule will be stored as NR1(H) in the Message category under the RULES
menu. It will identify ali aircraft as hostile with the above characteris-
tics. You should erase or 'clear’' this rule from the RULES menu when this
message (i.e., Message 1) disappesrs from the Message box because all the
hostile aircraft with these (message) characteristics have left the screen.
Note that a slot exists for up to five messages; place each message in the
slot with the same number. For example, a rule for message #3 would go in
the slot labeled MR3.

You can create as many rules as you like before and during an attack
phase. The message rules always get executed first. The other rules get
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executed in the order that they are listed. For example, MRl (a message
rule) gets executed before R6, which gets executed before R10. This order
is ipportant. If you know that you want all jammers to be hostile and any
other aircraft that are traveling correctly within a corridor to be
friendly, then the rule for jammers should come before the corridor rule.

You can use the system’s rule-creation component at any time. If you
think you would like to have certain rules saved in the system prior to
beginning the attack phase, save them now. After you have executed these
rules and are ready to begin, click-on START at the top of the display to
begin the attack phase. This will automatically bring up the standard dis-
play to be used for making target identifications. The attack phase can
not be stopped once it is started. You can select che RULES option to
create or delete rules at any time during the session.

The system will do the best it can for each initial identification
both on its own and with the rules you provide. And, unless you change the
ID provided by the system, you will be scored on the basis of the ID made
by the system when the aircraft goes off the screen or, if the aircraft is
within the FEBA, when the attack session ends. You can review the informa-
tion the model used to identify an aircraft by hitting the appropriate but-
tons. In addition, you can perform an "IFF CHAL" or an "HQ ID REQ" sub-
ject, of course, to the point and time penalties described previously. The
results of an IFF challenge will go directly into the system and it will
use it to review (and perhaps change) its identification. However, the
system can not make direct use of the information contained in messages
from headquarters, or to the respouse of an HQ ID. Consequently, it is
quite possible for you to improve on the computer's ID results since you
have access to information that the computer does not.

If you ID a target, it will be color-coded. In particular, a blue
cirele will represent an aircraft you identified as friend; a red diamond
will represent an aircraft that you identified as hostile. If you change
an identification to "unknown," because you want to identify another
aircraft before deciding, it will be represented as a green U. The system
ensures that all “unknowns® are identified before they leave the screen.
If you do not have an opportunity to identify an aircraft, or have idenm-
tified an aircraft as “unknown," the system will make an identification on
the basis of whatever information is available about that aircraft.
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APPENDIX E

CUE-PROCESSING SEQUENCE
FOLLOWED BY ONE OF THE DSC DOMAIN EXPERTS IN THE NONALLOCATION CONDITIONS
FOR THE MANUAL, OVERRIDE, AND SCREENING CONDITIONS

E.1 Manual Non-Message

1. Challenge all
If positive response - F
If no response
Ask HQ
If Friend -~ F
If Hostile - H
I1f Unknown ~ H

2. All out of corridor - H
If in corridor (lateral boundaries)
Challenge

If positive = F

If no response
1f Friend - F
If Hostile » H
If Unknown - H

3. All out of corridor - H
If in corridor (lateral boundaries)
Ask HQ
If Friend - F
If Hostile
Challenge

If positive - F
If no response -~ H

4, All out of corridor - H
If in corridor (lateral boundaries)
1f Two-0Out
Challenge ,
If no response < H
If positive - F

I1f One-Out
Ask HQ ID
1f Priend » F
If Hostile
Challenge

1f positive = F

If no response = H




E.2 Qvexride

The computer has already accounted for One-Out, Two-Out, etc. factors;
therefore, I only focus on nev information, e.g., IFF, HQ ID

1. If computer IDs as Friend

Challenge
If no response -H
If positive - no change

If computer IDs as Foe

Challenge
1f no response - no change
If positive » F

2. 1f computer IDs as Friend
Ask HQ ID
If Friend < no change
1f Hostile
Challenge
If Friend - no change
1f no response - H
If computer IDs as Hostile
Ask HQ ID
If Hostile = no change
If Friend » F

E.3 Scxeening

ID on red and blue targets is pretty firm; therefore, concentrate on black
targets only.

Apply strategies for override to black targets.
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